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IMPORTANT

To install this Gateway, please refer to the Quick Start Guide
iIncluded in the product packaging.

To activate and use EnShare™, EnTalk™, and EnRoute™ refer to the

Tmrr

documents “Using EnShare™,

“Using EnTalk™, and “Using EnRoute™ also in the product
packaging.
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Product Overview

Key Features

. Smartphone (iPhone® & Android™) Home Extension

. Supports up to 10 SIP Accounts

. Easy Installation with Plug and Play

. Toll Saving

. (Call Features such as Call Hold/Mute, Call Transfer,
Caller ID, Call Waiting, and Speakerphone

. Make new calls during a conversation

. Make and receive intercom calls with other
smartphones

. Make and receive 2G/3G calls and PSTN calls
simulataneously

. Supports EnGenius EnShare™ EnTalk", and EnRoute™
(iPhone®/ iPad®/ Android™) apps

« Fully featured Gateway capabilities

Robust and Reliable Wireless Performance

As part of the EnGenius Fusion Solution Series of Gateways, lifestyle
apps, media bridges, and IP cameras specifically designed for home
and small business, the EPG600 provides a unique cost-saving com-
munication solution. The EPG600 is a Dual-band Wireless N600 loT

= E

Access files

remotely with

aEnSharew

Gateway with a built-in 4-port Gigabit Ethernet Switch. This cost ef-
fective intelligent Gateway can connect to DSL or cable modems to
provide high performance Internet access for desktop or laptop com-
puters, tablets, smartphones and a wide variety of home entertain-
ment devices, like HDTVs, set top boxes, Blu-ray players and game
consoles. Its calling capabilities are a cost effective way to utilize
your smartphone when traveling overseas, supporting up to 10 SIP
accounts for convienence and the EnTalk, Enshare and EnRoute apps.

Maximum data rates are based on IEEE 802.11 standards. Actual throughput and range may vary depending on many factors including environmental conditions, distance between devices, radio interference in the
operating environment, and mix of devices in the network. EnGenius Technologies, Inc. EnShareTM supports both FAT32 and NTFS USB formats. Transfer speeds of data from your Gateway-attached USB storage
device to a remote/mobile device may vary based on Internet uplink and downlink speeds, bandwidth traffic at either send or receive locations, the data retrieval performance of the attached storage device or
other factors. EnGenius does not guarantee compatibility with all USB drives. EnGenius does not warrant its products or EnShare from loss of data or loss of productivity time. Features and specifications subject
to change without notice. Trademarks and registered trademarks are the property of their respective owners. For United States of America: Copyright ©2014 EnGenius Technologies, Inc. All rights reserved.



The Gateway's concurrent Dual-band design enables users to con-
nect numerous wireless devices to it, giving them the option to use
the less congested 5 GHz frequency for bandwidth intensive applica-

tions like streaming HD video throughout the

home from one device to another. The EPG600 is an Xtra Range loT
Gateway that provides enhanced wireless signal coverage through-
out the home.

A Media Sharing Platform

The EPG600 is designed to access and share media for devices on the
home network. In addition to connecting home entertainment com-
ponents to any of its available Gigabit Ethernet ports, the EPG600
also includes a USB port for attaching a USB storage device so wire-
less devices in the home or away from the home can access media
content wherever there is an available Internet connection through
EnShare™ - Your Personal Cloud.

EnShare is available as an Internet portal for accessing stored media
connected to the USB port of the Gateway (See the Using EnGenius
Cloud Service document in the product packaging). EnShare will also
be available as an app for Apple iOS devices (iPads and iPhones) and
Android-based devices (smartphones, tablet PCs, and other mobile
readers) soon. The apps will be available through the Apple® Store

and Google Play™ Store respectively.

USB Storage

Router

Mobile Device

Modem

Industry-standard Wireless Security

The Gateway supports a variety of security features and mecha-
nisms including industry-standard WPA/WPAZ2 wireless encryption to
prevent unauthorized access to your network. It also includes a built-
in SPI (Stateful Packet Inspection) firewall to help prevent attacks
from malicious software (malware) from the Internet. The Gateway
also supports IPv6.



More Guest Access Options

The EPG60O0 allows the option to assign 8 SSIDs (4 on each
band) for the home network so friends or visitors can ac-
cess the user’s Internet connection without accessing per-
sonal data stored on networked computers in the home.

View Multiple Live Video Feeds with an EnGenius
IP Camera

With the EnViewer app, users can view multiple live vid-
eo feeds from connected EnGenius IP Cameras and receive
alert messages when triggered by the camera’s motion-de-
tection feature straight to users’ iPhone, iPad or Android
smartphones and tablets to stay synced with family or per-

sonnel.

Connecting your Smartphone with VolP Capabil-
ities

The EPG600 IoT Gateway lets you manage calls through
your smartphone from around the world, wherever you
may be. Call from abroad using your home PTSN line as a
local call to save on roaming charges.

Track Family and Friends for Peace of Mind

With the EnGenius EnRoute app, you can track other En-
Route enabled devices to keep track of family and friends
when they are on the go or traveling. Great for parents
wishing to make sure their children are safe, tracking lost
or stolen devices, or employers making sure employees are
utilizing company devices properly, the EnGenius EnRoute
app gives you the peace of mind when you or someone
you care about is out and about with GPS tracking, location

sharing, and parental controls for easy utilizationn.

View and Share Photos, Videos, and more with
Else

Share media content in the office, home or away from the
office or home to and from mobile devices such as smart-
phones or tablets and laptop computers with the free En-
Share app for iPhone, iPad or Android smartphones and
tablets.




Applications

There are many applications for your EPG600 Intelligent Phone Gateway. From saving money on overseas business
trips, to holding calls for up to 10 SIP accounts, the EPG600 is a smart choice for travelers and business professionals
connecting around the world.

Easily Save Hundreds of Dollars When Traveling Overseas

The EPG600 Wireless N60O Intelligent Phone Gateway enables you to call from foreign locations as local calls, thus saving
on tremendous international roaming bills, even if the recipient does not have Internet access available.

PSTN LINE

\ ))) Android

O iPhone

Device

Home Telephone EPG600 Internet 3G Base Station
l : D&
— ))) EnTalk User
— O

Wireless Hotspot
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No More Cordless Phones

Wherever you are, the EPG600 enables you to make and receive calls on your landline via your smartphone; your smart-
phone now becomes your cordless phone, eliminating the need for a cordless phone. It allows up to 10 (max.) users to
enjoy its advantages. All calls among the 10 users are intercom calls without any charges. If you're not making a wire-
less to wireless call, you simply use your normal local minutes.

PSTN LINE

A\

N

_ ((83)) ) o

iPhone
Device
Home Telephone EPG600 Internet 3G Base Station
— ))) EnTalk User
— O

Wireless Hotspot
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Use your Telephone Line Anywhere

When you are away from home (whether on a business trip or vacation), the EPG600 still enables you to receive and place

calls on your home telephone line via your smartphone from anywhere. With the EPG600, you will never lose an important
call again.

(o |
PSTN LINE

\ - ))) Android

O iPhone

Device

Home Telephone EPG600 Internet 3G Base Station
al 1
— )) User away from Home
O

Home User Wireless Hotspot



Make Local Calls with Different Telecom Operators

Users registered in different telecom operating areas can make any call as a local call, saving tremendous charges on
telephone bills. Great for traveling abroad or connecting to friends and family around the globe.

g
PSTN LINE

AN (0)
Q — i — LRI 4

0

Home Telephone EPG600 Internet 3G Base Station EnTalk User A
| Telecom A
a
= )
— O

EnTalk User B
Wireless Hotspot Telecom B



Technical Specifications

Device Interface

1 x 10/100/1000 Mbps WAN Port
4 x 10/100/1000 Mbps LAN Port
1 x Line Port (FXO)

1 x Tel Port (Fake FXS)

1 x USB Host Port

1 x WPS Button

1 x Reset Button

1 x REG Button

DC Jack

IEEE Standards

802.11a/b/g/n

Up to 600 Mbps wireless speed

with both the 2.4 and 5 GHz frequency bands (300 Mbps each)
802.3i/u/ab

LED Indicators

5 GHz Wireless

2.4 GHz Wireless

Power LED

WAN LED (Internet connection)
WPS LED

Line LED

Package Contents
EPGB00 loT Gateway
Power Adapter (12V 1.25A)
Quick Start Guides

RJ45 Ethernet Cable
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RJ11 Line Cable

Power Specification
External Power Adapter
DCIn, 12V 1.25A

Certifications
FCC/CE

Physical/Environmental Conditions

Operating Temperature: 32°~104° Fahrenheit, 0°~40° Celsius
Humidity: 90% or less (non-condensing)

Storage Temperature: -4°~140° Fahrenheit, -20°~60° Celsius
Humidity: 95% or less (non-condensing)

Software Features

Frequency Bands
2.400~2.484 GHz (11b/11g/11n)
5.18~5.82 GHz (11a/11n)

Operating Mode
AP Gateway/WDS

Wireless Features
Auto Channel Selection
WiFi On/Off



Output Power Control

WMM (Wireless Multimedia)

MSSID (Multiple SSID)

Security

WEP/WPA-PSK/WPA2-PSK

TKIP/AES

Hidden SSID

MAC Address Filtering

802.1X Authentication

DDoS

DHCP Server/Client

SPI (Stateful Packet Inspection) Firewall/Anti-DoS Attack
NAT

Port Forwarding

DMz

Port Mapping/Triggering

VPN Server (PPTP/L2TP)

VPN Client (PPTP/L2TP)

VPN Pass-through (PPTP/L2TP/IPSec)

Rule Based (IP Address Ranges, Port Block ICMP
VPN Tunnel (Maximum 5)

VPN server; with PPTP/L2TP/IPSec/L2TP over IPSec Supported
ALG

QoS (Mac/IP/Port Based)

URL/IP/Port/ICMP Filtering
DDNS/DNS/EnGenius DDNS Service

NTP/Sync with Computer

UPnP/UPNP NAT Traversal

DLNA

IGMP Proxy

15

Local Firmware Upgrades

Emergency Recovery Page (System Failure)
Backup/Restore Settings

Auto Power Saving

IPv6 Pass-through

Clone MAC

Traffic Monitor

WAN Type: PPPo€/DHCP/Static IP

USB Features: FTP Server/SAMBA/File Sharing

VolIP Features & Specifications
Supports 10x SIP Accounts (5x Concurrent SIP Calls)
Make or Receive PSTN Calls



Physical Interface

2.
3.
4,
5.
6.
Dimensions 7.
Width: 543" Length: 8.58" Height: 1.26" 8

1. WPS Button - Used to associate another WPS-enabled client device

(computer, wireless media bridge, USB adapter, etc.). Press the WPS
button for 2 - 5 seconds on the while also pressing the WPS button on
the end device.

Power LED

WLAN 2.4 GHz LED

WLAN 5 GHz LED

WPS (Wireless Protected Setup) LED - works when WPS function is
enabled.

Telephone LED indicator -

(A) FLASH - When user presses the REG button, LED will keep flash-
ing at a 1 second interval.

(B) Solid Light - PSTN line is in use

WAN Port/(Internet) Status LED - Works when WAN port is connect-
ed.

LAN Port LEDs (1-4)

/’:' When considering the placement of the Gateway remember the following:
' l e |t must be close to an electrical outlet.

e For optimal wireless connectivity, place the Gateway near the center of the room at a higher level if possible.

Other electronic devices and some architectural construction materials or impediments may interfere with the wireless
, signal(s) of the Gateway and reduce its range or coverage. Try to minimize the number of walls or floors that the Gate-
== way's signal needs to penetrate to connect to other wireless devices.

9. USB Port - Used for connecting a USB Storage Device.

10.Reset Button - For resetting the Gateway to its factory default settings by pressing but-

ton for more than 11 econds or until the Power LED starts flashing.

11.REG Button - This button will register your Smartphone device au-
tomatically by depressing the button and holding for 2 seconds and
clicking Auto Registration on your Smartphone. Your Smartphone
will now be registered to the EPG600.

12.DC Power Jack - Connects the EPG600 to its DC power adapter.

13.LAN Ports (1 - 4) - For connecting home entertainment components,
computers or other Ethernet-enabled devices using Ethernet cables.

14.WAN Port - Connects the EPG600 to a cable or DSL modem to access
the user's Internet connection.

15.Tel Ports

16




Easy Installation

1. Plug the telephone line to the LINE port and the other RJ-11 port to your Tel port. (Optional)

.

. <
= « o [| PP EE 9
USB RESET _REG | AN WAN TEl LINE

| — | —

b a

— i

2. Plug in the AC power adapter to the DC JACK.

4——@
(L)

17



3. Connect the MODEM to WAN. Next, connect your modem to the WAN port. Now the EPG600 is ready for smartphone
registration.

( )\
e © © n_ -
I\ LAN WAN

UsB RESET REG TEL LINE

| S— | S—

— =

4. If needed, you can still connect the TEL to a EnGenius long range cordless phone as a wireless extension, in case you
are unable to pick up calls via a smartphone.

18



Wall Mounting The Gateway

The following are instructions for mounting the Gateway on a wall.

E Note: Choose a location that is within reach of an electrical
outlet for the AC adapter and the DSL or Cable modem.

To mount the device on the wall please follow the steps below:
1. Measure the distance from the middle of each mounting screw hole.
2. Mark the locations of the screw holes on the wall.

3. Drill a hole for each marked location and insert a screw in each.

E Note: Make sure to leave enough of the screw head above the
wall surface to secure the Gateway. -

Gateway

nternet of Things

4. Install the Gateway on the wall.

EnGenius

19



Chapter 2
Web Configuration Interface

Gateway
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Logging In

During the Quick Start Guide procedure, you should have
successfully logged into the Gateway's Web Configuration
User Interface (essentially the Gateway's operating sys-
tem that controls how it operates) and established some
initial settings and controls for the Gateway.

If you wish to change the Gateway's settings (such as es-
tablish a new username and password for the person who
manages and maintains the Gateway, set Parental Con-
trols, establish a Guest Access-SSID setting for visitors, or
any number of other settings) This can also be done at this
time on your computer or tablet device.

To do this, enter the Gateway's default IP address of
192.168.0.1 into your browser’s address window.

1. At the login screen enter your username and a password.

2. Click Login to continue.

21

EnGenius®

EPG600

The default login settings are:
username: admin

password: admin

It's highly recommended that if you haven't done so al-
ready, to change these default names to something more
unique so your Gateway and the devices connected to it on
your home network are more secure.



Viewing the Web Configuration Dashboard

The Home Page screen of the Web Configuration interface, or dashboard, provides access to the Gateway's settings and
controls.

Logout
Language
IP Cam Viewer

USB Storage Sharing

Network Settings

Setup Wizard
K Home

EnGenius®

EPG600

loT Gateway

Status ﬁ“
Application Version 101 gaam ——-' \
Hardware Version 1.0.0 wﬂ ®
Serial Number 147335813 WAN WAN Cabl Wirel 9 4GHz O
MAC Address 88:DC-96:23:91-01 avie reless 2 4uhz Un
Attain IP Protocol PPPoE Connected Connected Wireless 5GHz On
IP Address 114.37.30.212
Subnet Mask 255.255 255 255
Default Gateway 166.95.98 254 - .
IPv6 Connection Type Link Local Device List D- D-

IPvE WAN Default
Gateway

LAN IPv6G Link-Local
Address

DHCP-PD

Wireless 2. 4GHz :

FEB0::8ADC 96FF:FE23:9130
Disabled

SSID 1 EG00 2.4G

Security Type WPA Pre-Shared key
Wireless 5GHz :

SSID 1 EG00 5G

Security Type WPA Pre-Shared key

22
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Home Page

The Home Page displays the areas within the Web Config-

uration to which you can navigate: Cloud Services, Setup
Wizard, Network Settings, USB Storage Sharing, IP Cam
Viewer, Language, and Logout.

Cloud Services

The Cloud Services page lets you scan a QR code which
can take you to the Google Play Store or Apple App Store
for downloading EnShare, EnRoute, and EnTalk. Download
these apps to fully utilize your EPG600.

Home

The Home link takes you back to the dashboard screen no
matter where you are in the Web Configuration interface.

Setup Wizard

The Setup Wizard link starts the wizard that assists you
into setting up your Gateway.

Network Settings

The Network Settings link displays the menus to manually
configure the Gateway.

23

USB Storage Sharing

The USB Storage Sharing link displays the menus to ac-
cess

shared storage devices connected to the Gateway.

IP Cam Viewer

The IP Cam Viewer link displays the menus to view IP
cameras connected to the network.

Language

The Language link displays the menu to set the OSD lan-
guage.

Logout

The Logout link closes the Gateway's Web Configuration
interface from any screen.

ODAGBTOOIB L

Download NOW !

moving your workforce and enjoyment toward a mobile lifestyle,

Android OS (for iPhone and iPad)

ownload on the

GETITON LA [»
P> Google play ¢ App Store




Web Menus Overview

Cloud Services

EnShare

View and edit settings for the EnShare app.

Enshare
View and access content from the USB storage.
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EnRoute

EnRoute

View and edit settings for the EnRoute app.

Account Setting

View and edit account settings for the EnRoute app.
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EnTalk

View and edit settings for the EnTalk app.

Basic

View and configure basic settings for the EnTalk app.

Account Setting

View and configure account settings for the EnTalk app.

Dial Plan Setting

View and configure Dial Plan settings for the EnTalk app.
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EnViewer

Cloud
Services

View and edit settings for the Smart Recording page. & EnShare

® EnRoute
IP Camera @ EnTalk
From here you can view information about IP cameras connected & EnViewer
to the EPGE00. IP Camera

Device
Management
[d System

Iinternet
6y Wireless 2.4GHz
6y Wireless 5GHz

@

Parental Confrol

Guest Network

&
b 4
W IPvE
C)
“
N

Firewall

VPN
USB FPort

os= Advanced
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Gateway Management

System

View and edit settings that affect system functionality.

Status
Displays the summary of the current system status.

LAN
From here you can configure the LAN settings for the EPG60O0.

DHCP

From here you can configure the DHCP settings and enable static IP addresses.

Log
View recorded system information for the EPG600.

Monitor
View the current network traffic bandwidth usage.

Language
From here you can configure the application menu and GUI language.
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Internet

Device
View and edit settings that affect network connectivity. Management

Status L System

Displays a summary of the Internet status and type of connection. &% Infernet
Status
Dynamic IP .
: , _ _ Dynamic IF
From here you can setup a dynamic IP connection to your ISP (Internet Service Provider).
Static IP

Static IP PPPoE
From here you can setup a static IP connection to your ISP. Jy—
PPPoE Lere
From here you can setup a PPPoE connection to your ISP. D5-Lite

6y Wireless 2.4GHz
PPTP

, €y Wireless 5GHz

From here you can setup a PPTP connection to your ISP.

&8 Farental Control
L2TP W Guest Network
From here you can setup a LZTP connection to your ISP. % IPv6
DS-Lite @ Firewall
From here you can configure DS-Lite settings for the EPG600. % VPN

« USB Port

s= Advanced
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Wireless 2.4 GHz

View and edit settings for 2.4 GHz wireless network connectivity.
Basic
From here you can configure the minimum settings required to setup a wireless

network connection.

Advanced
From here you can configure advanced network settings.

Security
From here you can configure wireless network security settings.

Filter

From here you can establish a list of client devices (computer, tablets, smartphones,

printers, etc.) based on MAC (Media Access Control) address numbers that are
allowed to wirelessly connect to the 2.4 GHz network.

WPS
WPS is a system that simplifies the process to established wireless security
connection.

Client List
View the 2.4 GHz wireless devices currently connected to the network.
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Wireless 5 GHz

Device
View and edit settings for 5 GHz wireless network connectivity. Management
. System
Basic
From here you can configure the minimum settings required to setup a wireless &9 Internet
network connection. 6y Wireless 2.4GH=z
6y Wireless 5GHz
Advanced _
From here you can configure the advanced network settings. fEei
Advanced
Security Security
From here you can configure the wireless network security settings. =
nrar
Filter wes
From here you can establish a list of client devices (computer, tablets, Client List
smartphones, printers, etc.) based on MAC (Media Access Control) address numbers & Parental Control
that are allowed to wirelessly connect to the 5 GHz network.
W Guest Network
WPS W IPvE
WPS is a system that simplifies the process to established wireless security @ Eirewall
connection.
w VPN
Client List < USB Port
View the 5 GHz wireless devices currently connected to the network. s= Advanced
W Tools
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Parental Controls

Device
View and edit settings for Parental Controls. Management

Wizard d System

Click to enable or disable the Parental Controls feature. The menu also & Internet
provides information for configuring Parental Control policies. Wireless 2.4(GHz

€
6y Wireless 5GH=z
&

Web Monitor
The menu provides a log of the events for defined Parental Control policies.

Parental Control

Wizard

Web Monitor
Guest Network
IPvE

Firewall
VPN
USB Port

o— Advanced

LR P

W Tools
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Guest Network

Device
View and edit settings for a Guest Network. Management

d System

&3 [Infernet

Selection

Click to enable or disable the Guest Network feature. )
Gy Wireless 2.4GHz

6y Wireless 5GH=z
&3 Farental Control
W Guest Network

DHCP Server Setting

From here you can configure the Guest Network DHCP server settings.

DHCP Client List Selection
DHCFP Server Setting

From here you can configure the Guest Network client list.

DHCP Client List
IPvE

Firewall
VPN

USB Port
Advanced

K| & & &K

Tools

33



IPv6

View and edit settings for the IPv6 protocol.

Basic
Allows you to enable or disable the IPv6 and IPv6 Pass-through functions.

Status
View the current configurations and other information for the IPv6 protocol.

Static IPv6
From here you can configure the IPv6 protocol.

Auto Configuration
From here you can configure the IPv6 network by obtaining the information
through the ISP (Internet Service Provider).

PPPoE
From here you can configure the PPPoE network protocol and obtain information
from your ISP.

6to4
Allows IPv6 packets to be transmitted over an IPv4 network.

Link Local
From here you can configure the IPv6 link local address.
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Firewall

O Device
View and edit settings for the network firewall. Management
Basic d System

Click to enable or disable the network firewall. &3 [Infernet
6y Wireless 2.4GHz

6y Wireless 5GH=z
&3 Farental Control

Advanced
From here you can configure virtual private network (VPN) packets.

DMZ W Guest Network
The DMZ feature redirect packets from the WAN port IP address to a particular IP % IPvE
address on the LAN.
@ Firewall
DoS Basic
Click to enable or disable blocking of DoS (Denial of Service) attacks. Advancad
DMZ
ACL
This feature allows parents to control Internet access time and web content DoS
filtering by setting up schedules and policies. ACL
w VPN
“« USEB Port
s= Advanced
W  Tools

35



VPN

O Device
View and edit settings for VPN tunnelling. Management
Status d System

View the current configurations for VPN tunnelling on the Gateway. &9 Internet
€y Wireless 2.4GHz

6y Wireless 5GH=z

Profile Settings
From here you can manually configure VPN tunnels.

&3 Farental Control
User Settings W Guest Network
From here you can configure users, user ID and password combinations, and assign % PvE
access to specific VPN tunnels.
g @ Firewall
Wizard wu VPN
From here you can automatically configure VPN tunnels with guidance from the Status
setup Wizard. Profile Setting
User Setting
Wizard
«» USB Port
e= Advanced
W Tools
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USB Port

For viewing and editing settings for storage sharing.

File Sharing
From here you can enable or disable the Samba sharing feature.

File Server
From here you can enable and configure the File Server feature.

Guest Account
From here you can add and configure guest accounts on the Gateway. Note that
guest accounts do not have full access rights.

DLNA

DLNA enables the discovery of DLNA devices (some HDTVs, gaming consoles,
some set top boxes/media players, Blu-ray players, some smartphones, and
network attached storage devices) on the home network.
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Advanced

View and configure advanced system and network settings for the Gateway.

NAT
From here you can enable or disable Network Address Translation (NAT) feature.

Port Mapping
Re-direct a range of service port numbers to a specified LAN IP address.

Port Forwarding
From here you can configure server applications to send and receive data from
specific ports on the network.

Port Triggering
From here you can configure applications that require multiple connections and
different inbound and outbound connections.

ALG
From here you can configure the Application Layer Gateway (ALG), a security com-
ponent that augments a firewall or NAT employed within a network.

UPNnP

From here you can enable or disable Universal Plug and Play (UPnP) functionality.
UPnP is a protocol that permits networked devices to seamlessly discover each
other’s presence on the network.
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IGMP
From here you can enable or disable the Internet Group Multicast Protocol (IGMP).

QoS
From here you can configure the network quality of service (QoS) setting by
prioritizing the uplink and downlink bandwidth.

Routing
From here you can configure static routing.

WOL (Wake On LAN)
From here you can configure the Wake on LAN feature to turn on a computer over
the network.

TTL
From here you can configure the TTL=1 packet setting for some special network
environment.
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Tools [d System

Use the Tools section for viewing and configuring the Gateway's operating system &3 Internet

and network tools settings. 6y Wireless 2.4GHz

6y Wireless 5GHz
Admin
&3 Farental Control
From here you can set the administrator’'s password used to log into the Gateway.
¥  Guest Network
IPv6
Time X
From here you can configure the system time on the Gateway. @ Firewall
VPN
UID service is the login value required for accessing EnGenius APPs. DDNS service s= Advanced
maps a static domain name to a dynamic IP address for the Gateway. W Tools
Adrmin
Diagnosis SNMP
The Diagnosis feature performs a Ping test to verify whether a specific device is Time
connected to the LAN.
UID/DDNS
. Diagnosis
Firmware
Firmware

This section lets you update the Gateway's firmware, , and you can also receive new
firmware notification whan a newer firmware version is available. Back-up

Resetl fo Defauit’Reboot
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Backup

The Backup feature is used for loading or saving the configuration settings to or

from a backup file.

Reset to Default / Reboot

The Reset feature restore the Gateway to its factory default settings, and the
Reboot feature reboos the Gateway.
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Tips

At the right side of the Network Settings page, you will
find helpful tips regarding the specific section you are

on. If you are stuck or are unsure about the nature of the
section you are browsing, please refer to these tips. In the
event that your issue still persists, you can contact EnGe-
nius tech support via phone or email:

USA Technical Support
Monday - Friday from 8:00 am - 4:00 pm (Pacific Time)

Toll-Free: 888-735-7888
Local: 714-432-8668

Technical Forum

www.engeniusforum.com
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Chapter 3
Installation Setup Wizard
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Internet Setup Wizard

Use the Wizard to detect and set up the type of Internet connection you need to set up a secure wireless connection, to
create an administrator password to secure the device, or set the Gateway's date and time properties.

To use the Internet Setup Wizard, follow these steps:
1. Click the Wizard button to show the Wizard start screen.

2. Click Next to continue with the setup procedure. Setup Wizard

Welcome to EnGenius Setup Wizard

The Wizard will guide you through a step-by-step process to configure your new EnGenius router and connect to the internet.
Step 1. Setup your Internet Connection

Step 2. Setup the Wireless Security / Device Password

Step 3. Check the Status and Save Settings

Next

If you do not want to use the sefup wizard, you can skip setup wizard via below network sefting button (for advanced user only)

Network Setting
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Setting Up Your Internet Connection

. Decide how you wish to set up the Internet connection.

If you selected Manual Setup, please follow these steps:

Note: It is recommended to let the device setup the
Internet connection automatically.

3. Select the Internet connection type you wish to use

Select Auto Detect to let the Wizard set up the
Internet connection.

screen.

Step 1.Setup your Internet Connection

Select Manual Setup to set the properties yourself.

Refer to the diagram below and ensure both ends of the Ethemnet cable is securely connected to your Broadband moedem and to
the WAN port of your router

Cables/xDSL
Broadband Modem

|

EnGenius Wi-Fi Router

-

o

Prev Rescan

Manual Setup

and enter the connection properties.

Note: The connection types available are: Static IP, PPPoE,

. Click Next to continue or Prev to return to the previous Dynamic IP, PPTP, and L2TP.

4. Click Next to continue, Prev to return to the previous

screen, or Cancel to halt the procedure.

Step 1.5etup your Internet Conneclion

Choose the WAN Type. You may need to obtain the WAN setting information from your Internet Service
Provider (ISP} or Metwork Administrator.

Iy Internet Connection: | DynamiclIP ¥

Dynamic IP Connection Type

HostMame pffice

MAC 00:AA:BE:CC:DD:11 Clona MAC

Prav Naxt
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Setting Up Your Wireless Security

From here you can set the wireless encryption features for
the 2.4 GHz and 5 GHz networks. To encrypt the wireless
signals for either or both of the frequency bands for the
EPG6E00, please follow these steps:

1. Enter the Gateway name in the wireless Name (SSID) text
field.

2. Select the security level from the Encryption dropdown
list.

I/":_\, Important: To ensure the network is secure, it is
\!-/ recommended to select High for an encryption level.

3. Enter a unique password in the Encryption Key text field.
4. Repeat steps 1 through 3 to encrypt the 5 GHz band.

5. Click Next to continue, Prev to return to the previous
screen, Skip to skip this procedure , or Cancel to halt the
procedure.

Step 2.5etup the Wireless Security / Device Password

Create the Service Set ldentifier(SSI0) for your netwaork.

Wireless Security; 2.4GHz

Wi-Fi Name{SsID): eces2014
Encryption: High
Encryption Key: Engenius

To enforce the network security, it's highly suggested to enable the encryption for your network and avoid mailcious intrusion.

Wireless Security: 5GHz
Wi-Fi Mame(33ID):
Encryption:

ecesZ014_5g
High T

Encryption Key: Eengenius

Create a password to login and access yaur router

Mew Password

Repeat Mew Password

Mote: This is notthe password provided by Internet Service Provider (I1SP).

Prav

[Mext
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Network Address Translation

From here, you can set up the Network Address Translation (NAT) feature for the EPG600. A NAT is used for modifying
network address information in Internet Protocol (IP) datagram packet headers while in transit across a traffic routing device.
This is to remap one IP address space into another. With this feature, you can use the EnGenius Cloud service in your home

even with an ADSL Gateway connected to the network.

There are four types of NATSs:

1. Full Cone NAT- The most common type on the SOHO Gateway
2. Restricted Cone NAT

3. Port Restricted Cone NAT

4. Symmetric NAT - The most complex type of NAT

\
@ Cloud TIPS
Services NAT ® Enabi Disabi NAT[Network Address
nabie 15a0ie Translation) involves re-writin
. rans g
~ EnShare the source andlor destination
addresses of IP packets as
@ Enfoute they pass though a Router or
@ EnTalk firewall, NAT enable multiple
Network Turbine boosts network performance hosts on a private network to
@ EnViewer access the Infernst using a
Network Turbine * Fnabie Disable single public IF address
. Apply Cancel
Device
Management
Ld System
& Internet
¢y Wireless 2.4GHz
¢y Wireless 5GHz
& Parental Control
W Guest Network
¥ IPVE
@ Firewall
% VPN
% USB Port

AT

=
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EnGenius Cloud Services

The EPG600 includes a Cloud Services feature to help you manage your EnGenius apps. Available through the Apple
Store and Google Play Store, the EPG600 is compatible with EnShare, EnRoute, and EnTalk to help you get the most out

of your EPG600.

Download NOW !

cloud

Android

GET IT ON
P> Google play

moving your workforce and enjoyment toward a mobile lifestyle,

i0S (for iPhone and iPad)

Download on the

;ﬁ-pp Store

&
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EnShare

EnShare allows you to access content from your USB storage ﬂ .
]
device connected to the Gateway. Access saved music, video, v E n S h a re

files and more easily.

AMDROID APP fvailable on the
\ {_,nnﬂh ola D
Note: You must be connected to the Internet in order to use piay App StDrE

EnShare. Please ensure you've completed the initial wireless

Gateway setup before proceeding to EnShare™ setup.

UID Login

To setup EnShare web service, you will need to access DDNS.
Please refer to page 185 to setup the UID/DDNS service for
the Gateway.
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Setting Up EnShare

Access EnShare Services Through the Device Host Name
(DDNS)/QR Code

1. Your Gateway will have a unique default domain name
located on the device label on the bottom of it. You may also
access the EnShare page by scanning the unique QR code

located on the bottom of your Gateway with your smartphone.

Please skip to step 2 if you are using this method to access
EnShare. To set up EnShare using a Static IP Address, refer to
the UID/DDNS section on page185 under Tools.

Wi-Fi Name (55ID): EnGeniusEEBAFF

Wi-Fi PASSWORD: 6DSPOCGQATRE

WPS PIN: 56454390

DONS DOMAIN: 0114440 engeniusddns. com

EnShare™ QR CODE

This device complies with Part 15 of the FCC Rules.
Operation is subject 1o the following two conditions

(1) This device may not cause harmful interference. and
{2) This device must accept any interference recelved;
including interferance that may cause undesired operation.

Warning : The Max. Power of USB Is 600mA

C(€oFc® f
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Offline

I \Username I

Password

Remember me

via @UID DDNS Domain

UID (Unique ID) =

Enter UID or scan QR code to proceed.

Remote Login

EnGenius®

< EnShare’



2. You must attach a USB storage device to the USB port
of the Gateway. Open an Internet Browser (IE, Firefox or
Chrome) and type in the DDNS DOMAIN address located on
the bottom of your Gateway. Depending on the ISP (Inter-
net Service Provider), you can access the EnShare service
through the Port 9000 or alternative Port 80 as shown
below.

fi [ httpy//eccoccengeniusddns.com:2000

w |

/ MNew Tab
C

L1 hittp://x0000¢.engeniusddns.com

Example: http://xxxxxx.engeniusddns.com: 9000

or http://xxxxxx.engeniusddns.com, where “xxxxxx" re-
fers to the unique DDNS Domain account information
located on the bottom of your Gateway.

IMPORTANT: If you are not able to access the EnShare ser-
vice, the service port may be blocked by your ISP. Please
contact your Internet Service Provider directly to find out
what port is acceptable to use; or see the Tools/Admin
section of the User Manual.

o |

¥
Guest Folders

A Guest folder is present by default for your convenience.
The username is; guest and password is: guest.

3. Select Storage Sharing.

Please select a function to start

u Router management
)

Storage Sharing

IP cam viewer
Note: The “IP Camera” function supports EnGenius IP-Cam product only.

Start

52

Next, enter the username and password configured in the Wiz-

ard from your Gateway setup.

Authentication Required

The server xxxxxx.engeniusddns.com requires a username
and password.

User Name:

Password:

Login Cancel




Select the USB device.

EnShare Web Access
Please select the USB device icon to login your USB device.

¢

—e% ,1.516G/2G

You may now access the files on your USB drive.

Mame Last Maodified Size Type
& Parent Directory - Directory
EnGenius 2013 CES DATASHEETS 2013-)an-04 10:52:52 - Directory
EnGenius CES Press Releases 2013-Jan-04 15:13:42 - Directory
EnGenius CES Product Photos 2013-)an-04 10:52:28 - Directory
video 2013-Mar-15 17:55:20 - Directory
CES 2013 EnGenius Attendee Handbook.doc 2013-)Jan-04 14:04:56 4.1M application/octet-stream
EnGenius 2013 CES SLIDESHOW.pptx 2013-)Jan-04 06:08:52 2.2M application/octet-stream

File Upload | Browse._ Upload




How to Enable/Disable EnShare™

1. Enter http://192.168.0.1 into a web browser as shown below.

r MNew Tab X c

C [ 192.168.0.1

2. You may enable or disable EnShare by selecting Cloud Service then EnShare as shown below.

LA System TIPS

) Enable ar Dizable the
@ Internet EnShare Remote Access * Enable " Disable EnShare remote access
€y Wireless 2. 4GHz function. User will not be

allowed to access the

& Wireless 5GHz | | EnShare senvice fram the
Apply Intarnet (WAN) when the
& Parental Control — function is disabled. The

3¢  Guest Network default setting is enabled.
W IPvB
% VolP
@ Firewall
% VPN

« USB Port

EnShare

EnRoute

File Sharing

File Server

Guest Account

DLNA

i= Advanced
% Tools
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Advanced Setup

Access EnShare’ Services Through a Static IP

1. You may also access EnShare if you are using a Static IP
Address.

2. You must attach a USB storage device to the USB port
of the Gateway. Open an Internet Browser (IE, Firefox or
Chrome) and type in the Static IP address of your Gate-
way. Depending on the ISP (Internet Service Provider), you
can access the EnShare service through the Port 9000 or
alternative Port 80 as shown below.

Example: 99.125.71.80:10000 or 99.125.71.80

A [ 99.123.71.80:9000

%

MNew Tab 8
C' | [199.125.71.80

IMPORTANT: If you are not able to access the EnShare
service, the service port may be blocked by your ISP.
Please contact your Internet Service Provider directly to
find out what port is acceptable to use; or refer to the
Tools/Admin section of this manual.

‘\\

-
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3. Select Storage Sharing.

Please select a function to start

Router management
Storage Sharing

IP cam viewer
Note: The “IP Camera” function supports EnGenius IP-Cam product only.

el
- @
Q

Start

4. Enter the username and password used for configura-
tion in the Wizard setup process.

Authentication Required

The server 99.125.71.80 requires a username
and password.

User Name:

Password:

LogIn Cancel




5. Next, select the USB device you wish to use.

EnShare Web Access
Please select the USB device icon to login your USB device.

¢

¥ ,1.516G/ 2G

You may now access the files on your USB drive.

EnShare Web Access

Index of /sdal/
Name Last Modified Size Type
& Parent Directory - Directory
EnGenius 2013 CES DATASHEETS 2013-Jan-04 10:52:52 - Directory
EnGenius CES Press Releases 2013-)Jan-04 15:13:42 - Directory
EnGenius CES Product Photos 2013-Jan-04 10:52:28 - Directory
video 2013-Mar-15 17:55:20 - Directory
CES 2013 EnGenius Attendee Handbook.doc 2013-)Jan-04 14:04:56 4.1M application/octet-stream
EnGenius 2013 CES SLIDESHOW.pptx 2013-1an-04 06:08:52 2.2M application/octet-stream
File Upload _Browse. || Upload |
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EnRoute

The EnGenius EnRoute app provides an added level of security and peace-of-mind for friends and family members. The
EnRoute app includes GPS tracking, location sharing, and parental controls for your convenience. Never lose track of

friends or family again.

-

Cloud
Services

S EnShare

® EnRoute

Account Setting
EnTalk
& EnViewer

Device
Management

L System

& Infemnet

6y Wireless 2.4GHz

Wy Wireless 5GHz
Parental Control
Guest Network

&
K
% IPv6
)
<
<

Firewall

VPN
USB Port

Please enter the folder name to store EnRoute user data:
| Apply || cancel |
5= e wnanye
-+ fsn 3 Name : Alan123 X W‘

| Latitude : 33.700752 North Tustin, §

st | Blvily, %
Westmii Longitude : -117.923481 : :
Time - 1219 o) Silverado
Il W Loma Ridge
3| - !
Warner Ave Fugnrain L Whiting Ranch
Valley SouthiCoast. & 5 o erden'!_e\ss Park
I 4 Metro ,&iﬁ/ ) O
1l D DiegoiFuys 3 o B Y
o R IFyine st ool
3 T Ranch
2 ave = ,
~| Huntington ‘;f N 5
Beach & el
0 V4 Lake Forest Ranchi
Costa Mesa Mart
Newport
Beach &
. (%) e
Corona  Newport ~Laguna Coast MFS.IOH
DelMar  Coast __ Wilderness,Park Viejo
(®) j‘ Las Flores'
Crystal Cove Aliso Vigjo,
Gooale State Park —
D Map data 82014 Google  Terme of Use  Report a map eror

TIPS

3

EnRoute feature allow router
administrator can keep track
the location of business
collzagues or family mambers
which belongs to a registersd
user of this router.

MAP:

Thiz ts the map to indicate all
of the EnRoute user location.
Admin can click one of the
location icon fo display the
detail user info in the pop-up
dialog.
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Setting up EnRoute

To set up EnRoute download the EnRoute app from the Google Play store or Apple store by clicking on Cloud Services
and using the QR code to go to the corrsponding store or via the app on your mobile device and follow the directions
below:

AMDROI AP O Available on the
;&» Google play D App Store

1. Open the app.
2. Fill in username and password of your EPG600.
3. Fill in the DDNS name or the IP Address of your Gateway.

4. You can either login locally or remotely.

Note: You may only have one EnRoute acccount on your phone. If you forget what E-mail or password you used to
’ register with, if you try to reregister a new account on your phone, it will display warning message “Oops! Signup
» failed. Please contact your service manager”. Please keep this information in a safe place and use a unique username
and password that is easy to remember.
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EnRoute Settings

EnRoute allows administrators to keep track of the location of business colleagues or family members who belong to a
registered account on a device such as a smartphone or tablet. Please note that EnRoute will need a USB storage device
connected and Internet access to work.

Map
This map indicates all of the registered and connected users’ location. The admin can click one of the location icons to
display detailed user info.

User Info
Displays user information including name, latitude, longitude, and time they were at the specific location.

Name
Displays the EnROute username for the account- ﬁ:::ces Please enter the folder name to store EnRoute user data

EnRoute

Account Setting

@ EnTalk e W wanye

Latitude 0 Enviener _:‘im 2‘ T:t:jqe:;???o?ﬁ North Tustin Y
Displays user latitude.

J System Yareke | Fountain @

&)
”

Whiting Ranch
Wilderness Park

Longitude
Displays user longitude.

Time

Display the timestamp record via its current location.

@) Wireless 2.4GHz
& Wireless 5GHz

& Parental Control
¥ Guest Network
% IPv6
A
“

Firewall

VPN
USB Poit

& internet Valley
5

o
Diego Fwy:
&
Ave =
&
~| Huntington ,@"
Beach & (D]

() Costa Mesa

Newport
Beach

; ] T
Device Pl Time - 1219 Ana L Tustin \2e) 2 iiverada
Management S8 (9 8L Loma Ridge

%,
Y v
3

Ranch,

Lake Forest

Mission
Viejo
L
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Account Settings

The Account settings page lets you manage accounts that have been registered to the EPG600 for use with the En-
Route app. Click Edit to edit a user account and Delete to delete an existing user account from the list. A total of ten
(10) devices can be registered at a time to the EPG600.

P
@ Cloud TIPS
Services . EnGenius EnRoute APP
P User List enables user to register
~ EnShare Nickname Email Action smartphone APP to EnGenius
® EnRoute S — Intelligent Cloud Router, which
New iPad ipad @senao.com | Edit | Delete suppors to record users
EnRoute — location and z‘ram_e.’ path an_r.'.f
IPhone5s01 5501 @senao.com | Edit | Delete keep the history in EnGenius
Account Setting e —— Intelligent Cloud Router.
iPhone5s02 5502@senac.com | Edit | Delete .
@ EnTalk —— Router administrator can
HTGnewone htc@senao.com | Edit | Delete manage EnFloute ussr
@ EnViewer —————— account in this page.
Samsung sam@senaa.com | Edit | Delete .
— Nickname
Sonypad Sony@senao.com | Edit | Delete

Device
Management

This iz the display name of
EnRoute service, it will
displayad on the EnRouts APP
and EnARoute Web GUI

LA System Router administrator can
modify the infa in Edit function.

&3 Internet
Email

6y Wireless 2.4GHz o _
Thiz iz the EnRouts login

6y Wireless 5GHz account info. Router
administrator can modify the

& Farental Control info in Edit function.

% Guest Network Action

» IPvE Ediit - To edit the EnRoute
account satting

Firawall

@ Deslete - Delsts this EnRouts

VPN wser accournt.

= USB Port
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EnTalk

The EnGenius EnTalk app turns existing smartphones into cordless phone extensions with unlimited range, enabling each
user to make and receive calls associated with a home telephone line to save on long distance and international phone
calls. The EPG600 supports up to 10 smartphones registered to the Gateway and can make or receive calls anywhere in

the world with an Internet connection.

With the EnTalk app, you can:
e Save on international calling
* Make calls as local calls among different telecom users, saving on international fees

e Forward calls from your telephone to your smartphone automatically

@

EnTalk’
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EnTalk Setup for Smartphones

The EnGenius EnTalk app lets you connect to your EPG600 as well as other EnTalk enabled smartphones from any-
where. Please follow these steps to setup your EnTalk SIP account for your smartphone (i0S/Android).

1. Download the EnTalk app from the Google Play store or Apple store.

MRDION LPF O Available an the
Y {._1“{'.':-_;':]? FJ|G"_-," D App Store

@

EnTalk"
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Google Play Store Apple Store

The EnTalk App will appear like this on the Google The EnTalk App will appear like this on the Apple

Play store. store.

N E0 D/
wv M 1:52 PM 00000 AT&T & (> 4:02PM 7 % 46% W
( ﬁ engenius networks X Q. entalk by engenius 1 Result €
Apps :
PP 4 ((( EnTalk by EnGenius o
— 1. EnShare by EnGenius &.& EnGenius Technologi... —=;
e~ o EnGenius Networks, Inc.
[
L 8 8. & & ¢
S EnShare FREE Cal‘l_i\er = - 2:27 PM -
2. EnTalk by EnGenius Enter SIP address or phone number...
EnGenius Networks, Inc.
1.8 8. & & 4 1 2 3
FREE
4 5 6
3. EnViewer Business by
EnGenius Networks, Inc. B 8 9
Yo Je ok ok
>¢ @) +*

FREE

w B @ Q 0

Featured Top Charts Near Me Search Updates
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2. Make sure your mobile device is connected to EPG600. 3. Please follow the assistant steps to complete registra-

Open the EnTalk™ App in your smartphone. tion for your smartphone. Press the Next button to con-
tinue or the Cancel button to quit the application at any
time.

@ENnTalk @EnTalk

This assistant will help you to
use a SIP account for your calls.

EnGenius®
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4. Choose how you would like to register the EnTalk app.
You can either choose to manually register or through
Auto Registration. Press the Back button to go back a
step or the Cancel button to quit the application. It is rec-
comended that you use the Auto Registration feature.

@EnTalk”

Please choose how to register
your VoIP service

Manual

Auto Registration

M) \
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5. You can choose between a local or remote registry.

To register automatically, press the REG button on the
EPG600 for 2 or more seconds and press the correspond-
ing Auto Registration button on the EnTalk app. Your
Smartphone is now registered to the EPG600.

@ENTalk”

Registration mode select.

Display name
Registry from local

Registry from remote

©




6. To manually register, enter your VolP information here, 7. Once finished registering, the main menu page will
including your username, password, and host name. To appear. Enter phone numbers or addresses you would like
auto register, enter your desired user name and click on to connect with. You can connect up to 10 other EnTalk
Registry from Remote (Internet). Enter the Gateway's log- enabled SIP accounts per EPG600. Your menu options are
in information and IP or DDNS name. Click Apply and you History list, Contacts, Numberpad, Chat history, and Set-

will be registered to the Gateway immeditely. tings.
[
Number or address
@EnTalk

1 P =3

4 5 6

Please enter your VolP service info. 7 8 9

. username .
password 3¢ O - = =
Host
Apply

) <« DL B e 3k
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From your smartphone screen, the EnTalk app shortcut
will look like this. You have now sucessfully installed and
registered EnTalk.

M 2:06 PM

506, o

(g,

EnTalk
EnTalk

-

Phone Contacts Messaging Applications

67



Basic

The Basic section lets you view and manage basic settings for the EnTalk app.

VolP Server Port
Enter the port number for VolIP services on the EPG600. The default port for VolP service is 5060.

-
@ Cloud TIPS
Services VolP Server Port:
S EnShare VoIP Server Port 5060 { 1-65535 ) This is the port used for Vol
SEMVICE.
® EnRoute The default port for VolP
[ Apply | [ Cancel | service s 5060,
@ EnTalk PPy

Basic

Account Seftting

DialPlan Setting
@ EnViewer

Device
Management

System

@ |4

fnternet
Wireless 2.4GHz
Wireless 5GHz

Parental Control

Guest Network
Pv6

Firewall
VPN

& @ XX
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Account Settings

The Account Settings page lets you manage and configure registered accounts connected to the EPG600. After down-
loading the EnTalk app and registering a smartphone, you can manage settings per account or for all registered users.
Click Edit to manage a registered account and click Release to disconnect the account from the EPG600.

Display Name
Shows the account user name displayed on the VolP us-
er's SIP contact list.

Status
Shows the user’'s connection status.

Paired

This item displays the VolP account’s behavior. Available
means this account is able to register with the EPG600.

Manual means this account has been manually registered.

Pair Success means this account has been registered via
the Auto Registration button. Account Active shows the
account status as active.

Action
Click Edit to manage the VolP settings for the selected
account.

Potocol
Display the SIP account VolP potocol.

Operator

Operator feature allows you to designate one or several
of your EnTalk-registered users to be an “operator” who
will take all in-coming calls.

Cloud
Services

& EnShare

User List

SiP
® EnRoute Number

@ EnTak 10 Newone Offline

Basic 1" VINNN Offine

Dispiay Name ~ Status  Paired “”: Action Protocol  Operator

ss  Enable | Edit || Release TCP v e

ss  Enable | Edit || Release TCP +

Account Setting

12 BB Offline TCP v

s

s
ir Success  Enable | Edit |( Release
s

§ 833

DialPlan Sefting
@ EnViewer

13 Pad Offline ss  Enable | Edit || Release TCP +

TCP v

TCP v

Status:
This item displayed the VolP
user fatus.

L System

& Internet

@ Wirsless 2.4GHz
Wireless 5GHz

vailable Enable | Edit || Release TCP +

A
Device 15 15 Offine  Available  Enable | Edit || Release
Management e T e
16 16 Offline  Available Enable | Edit || Release

A

A

vailable Enable | Edit || Release

J
J
J
J
vailable Enable | Edit || Release | TCP v
J
J
J
| [TcP v
J

19 19 Offline Manual Enable | Edit || Release UDP v

Parental Control
Guest Network
IPv6

Firewall
VPN

& @K ke S
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Dial Plan Settings

The Dial Plan settings page lets you setup the prefix number for PSTN calls for regiserted smartphones connected to
the EPG60O0 for the EnTalk app.

Description
Shows the description for the given Dial Plan rule.

Pattern/Attach Pattern

Shows how the system will transfer the number for all outgoing telephone calls. For example, If a user sets up the pat-
tern as 01, it will attach the pattern as 1906. When the number is transmitted with entering 01123456, the system will
replace it with 1906123456.

Action
Click Edit to manage the Dial Plan setting. Click Release to delete the given Dial Plan setting.

@ Cloud TIPS
Services The Dial Plan list enable user

o EnShare DialPlan List to set up the prefix number for
~ e PSTN calls
No. Descri iption Pattarn Attach Pattern Edit Delete

® EnRoute

@ EnTalk

Basic

Description:
The description of this dial pian
rule

The sysiem will transfer the
number for all cuigoing

Account Setting

DialPlan Setting
@ EnViewer

Device
Management
L System
& Internet

¢ Wireless 2.4GHz
Wireless 5GHz

! )
2 )
3 | Edit | | Release | Patiern/Attach Pattern:
# )
° )

Parental Control
Guest Network
IPv6

Firewall
VPN

LAl 3 A 2] e
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Chapter 5
Gateway Management Settings




System

Viewing the System Status

To see a more detailed view of the Gateway's status than the information displayed on the Home page of the Web
Configuration interface, click on Network Settings in the upper navigation bar from the dashboard.

Network Settings

Home

EnGenius®

EPG600 loT Galeway
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—
0

EnGenius®

EPG600

loT Gateway

-
Cloud
Services

EnShare

EnRoute
EnTalk

0@ e |0

EnViewer

Device
Management
d Sysiem

&3 Internet
Gy Wireless 2.4GHz

System
Mode!
Mode
Uptime
Current Date/Time
Hardware Version
Serial Number
Application Version
Default UID
Defauit EnGenius DDNS Name

EPGE00

AP Router

18 hours 43 min 53 sec
2014/10/08 15:52:10
1.0.0

147335813

1.0.1

1dcGefe

1dcGefe.engeniusddns.com

6y Wireless 5GHz WAN Settings
&3 Parental Control Aftain IF Protocol  PPPoE
3¢ Guest Network IP Address  114.37.30.212
3% IPvE Subnet Mask ~ 255255.255.255
@ Firewall Default Gateway 168.95.98.254
« VPN MAC Address  88:DC88:23:91.01
« USB Port Primary DNS  168.95.182.1
EE Advanced Secondary DNS  168.85.1.1
¥ Tools LAN Settings
h.

TIPS

Status page shows the
summary of current system
sfatus including System
(hardwars/ soffware version,
date/ time), lnternet connection
(WAN Settings), Wired (LAN
Settings) and Wireless
Network (WLAN) information.
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" Note:If a feature or function does not apply to all modes, a note indicates which modes are applicable.
Y288 Otherwise, it is assumed the feature or function applies to all modes.




Status

On the Status page, you can view a summary of the current Gateway system status including the Gateway's hardware/
software version, date/time, wired network (LAN), and wireless network (WLAN) information.

Model
The model name of the EPG600 Series Gateway.
@ Cloud TIPS
Services
M Od e S EnShare System s
@ EnRoute Model EPGE00 (has
. Mode AP Router
The operating mode for the EPG600. R S
Current Date/Time ~ 2014/10/08 15:55:04
Haroware Version 1.0.0
Device 3
@ Management Serial Number 147335813
- - Application Version  1.0.1
Uptime
Staius Defauit EnGenius DONS Name 1dcGefe.engeniusddns.com
. LAN
The amount of time the Gateway has been connected for waN Saitngo
Log Attain IF Protocol ~PPFoE
H IP Address  114.37.30.212
the current SESSIon' t::::.’r:’ge Subnet Mask 255255255255
@ Internet Default Gateway — 168.95.98.254
w Wirsless 2.4GHz MAC Address  88:DC.96.23:91.01
) Wireless SIGHZ Primary DNS  168.95.192.1
- Secondary DNS  168.95.1.1
c D I T & Parental Control
urrent ate Ime 9 Guest Netwark LAN Settings
The current system date and time.

Hardware Version ’ Note: To update the Gateway's firmware, visit www.engeniustech.
, com and go to the product page for your Gateway, then select the
The hardware version number of the Gateway. s~ Downloads tab at the bottom of the web page to see if a newer

version of the firmware is available.
Serial Number

The serial number of the Gateway (*this is required for
customer service or support).

Application Version
The version of the Gateway’s firmware.
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WAN Settings
Attain IP Protocol
Displays the IP protocol in use for the Gateway. It can be a

dynamic or static IP address.

IP Address

The Gateway's IP address as designated by an ISP (Internet
Service Provider).

Subnet Mask

The Gateway's WAN Subnet mask as designated by an ISP
provider.

Default Gateway

The Gateway's Gateway address as designated by an ISP
provider,

MAC Address

The Gateway's WAN MAC (Media Address Control) address.
The Gateway's MAC address is located on the label on

the bottom panel of the Gateway and is unique for each
Gateway.

Primary DNS

75

The primary DNS of an ISP provider.

Secondary DNS
The secondary DNS of an ISP provider.

WAN Settings

Attain IP Protocal  Dynamic IP Address

IP Address —

Subnet Mask —

Default Gateway -—
MAC Address  00:AABB.CC:DD:M

Primary DMNS  —

Secondary DMNS  —



LAN Settings
IP Address

Shows the Gateway's local IP address. The default LAN

IP address is http://192.168.0.1. To access the Web
Configuration Interface for the Gateway, type this address
into the address (URL) field of your web browser. This

can only be done in the same physical location where the
Gateway resides (your home network).

Subnet Mask

Shows the Gateway's local Subnet mask.

DHCP Server

Shows the DHCP setting status. It is enabled by default.
The DHCP (Dynamic Host Control Protocol) is a software
mechanism in your Gateway that assigns IP addresses to
wired and wireless devices on your network. For example, a
computer, printer, tablet, or HDTV on your network may be
assigned an IP address of http://192.168.0.104. Note how
the address is essentially an extension or addition of your
Gateway's IP address.

MAC Address

Shows the Gateway's unique MAC address.

LAN Settings

IP Address
subnet Mask
DHCP Server
MAC Address

192.168.0.1
255.256.255.0
Enabled
00A8BBR:CC:DDA0



WLAN Settings

Channel

Shows the communications channel used by all stations or
computing devices on the network.

ESSID

This is the ID value of a set of one or more interconnected
basic service sets (BSSs).

Security

Shows the security setting status (Default: Disabled).

BSSID

The unique ID of the BSS using the above channel value on
this

Gateway. The ID is the MAC address of the BSSs access
point.

Associated Clients

The number of clients associated (actively linked to the
Gateway via a wireless or wired/Ethernet connection) with
this SSID.
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S5I1D_1
ESSID
Security
BS5ID

Associated Clients

Guest Network Setting

Guest Network

ES00_5G

WPAZ2 Pre-Shared key
88:DC.96:23:01:31

a

Dizabled



Guest Network Settings
Guest Network

Shows the guest network status. It is disabled by default.

IP Address
Shows the Guest Network's LAN IP address.

Subnet Mask

Shows the Guest Network's local Subnet mask.

DHCP Server

Shows the Guest Network DHCP setting status (Default:
Enabled).

Guest Network Interface

Shows the SSID (Service Set Identifier) of the Guest Network.

78

Guest Network Setting
Guest Network
IP Address
Subnet Mask
DHCP Server

Guest Metwork Interface

Enabled

—
S
—
ch
e
@
w
—

]
n
[#]]
]
[#]]
on
]
&n
&
]

Enabled
SSID 2



Configuring the LAN (Local Area Network)

The settings on this page allow you to configure the wired
network settings. Devices connected to the Gateway's
Ethernet ports comprise its LAN. The Gateway's IP is
defined in the IP Address field. The default setting of the
DHCP server is set to Enabled so that networked clients
(computers, home entertainment components, printers, etc.)
will automatically be assigned IP addresses by the Gateway.

More advanced users may wish to configure the DNS server
settings to meet their specific requirements. Changing the

settings in this section are not necessary for most situations.

To view the LAN settings, click System, then click LAN.

Note: Keep the Gateway's default values if you are
uncertain of the settings values.
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LAN IP

IP Address 192.168.0.1
IP Subnet Mask [255.255.255.0
302 1d Spanning Tree Cisabled ¥

LANIP

IP Address
For configuring the Gateway's LAN IP address.

IP Subnet Mask
For configuring the Gateway's LAN Subnet Mask

802.1d Spanning Tree

The Spanning Tree is disabled by default. When enabled,
the Spanning Tree protocol prevents network loops so that
transmissions won't pass the same node twice or several
times to reach the destination.

’ Note: The default device IP address is: 192.168.0.1



DHCP Server

The DHCP server assigns IP addresses to the devices on the
LAN.

DHCP Server

From here you can enable or disable the DHCP server. It is
enabled by default.

DHCP Server
DHCP Server

Lease Time

. Start IP
Lease Time

_ _ EndIP
From here you can configure the amount of time each

allocated IP address can be used by a client. Domain Mame

Start IP

The first IP address in the range of addresses assigned by
the Gateway.

EndIP

The last IP address in the range of addresses assigned by the
Gateway.

Domain Name

Shows the domain name of the Gatewavy.
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Enabled ¥

One Day ¥
192.168.0.100
192.168.0.200

engeniusrouter



Configuring Dynamic Host Configuration Protocol

This page allows you to view and configure Dynamic Host Configuration Protocol (DHCP) addresses.

WARNING! Do not modify the settings in this section without a thorough understanding of the parameters.

To view the DHCP settings, click System then click DHCP.

DHCP Client Table

Displays the connected DHCP clients whose IP addresses are  gxpiration Time

assigned by the DHCP server of the Gateway. Shows the date and time when the current DHCP address is
no longer valid.

IP Address

Displays the IP address of the static DHCP client device in the  Click Refresh to update the table.

table.

@ Cloud
Services
~ DHCP Client Table
S EnShars 1P Address MAC Address Expiration Time
Q@ EnRoute 192168.0.100 E8:8D:28:31:89.19 0 Days 025356
@ EnTak 192.168.0.111 70:3EAC-C0:68:85 0 Days 21:27:35
MAC Address o Evvens
Refresh
. . . . Device
Displays the MAC address of the static DHCP client device © ... # Ensie Stac OHCP P
1P Address MAC Address
H Status
in the table.

DHGCP
Current Static DHCP Table

No. IP Address MAC Address Select

Log

Monitor

Language Delete Selected Delete All Reset

& Internet Apply Cance!
e Wireless 2.4GHz
@) Wireless 5GHz
& Parental Control
¥ Guest Network
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Enabling Static DHCP IP
There are reasons why you may wish to enable a static IP address on a client device on your Gateway's network.

On occasion, if there are power outages or if you've reconfigured the settings on your EPG Gateway and reboot it to apply
the new settings, the previous IP address that the Gateway's DHCP server assigned to one or more devices on the network
may have changed. Some client devices on your network may also have web configuration interfaces (set top boxes, Network
Attached Storage, etc.) that are accessible from the Gateway's assigned IP address from its DHCP server, so the client device
can be managed. Thus if the client device’s IP address changes from time to time, it may be difficult linking to it unless you find
its new address through the Gateway's DHCP Client Table. If you wish to avoid this, then the Enable Static DHCP IP option
allows you set a static (essentially a permanent) address for given client devices on your network. To do so, select the Enable
Static DHCP IP option.

IP Address

Enter the IP address of the device you wish to add as a static DHCP client.

MAC Address
Enter the MAC address of the device you wish to add as a static DHCP client.

Click Add to add the device to the static DHCP client table or Reset to return the table to its previous state.

[ Enable Static DHCP IP
IP Address MAC Address

Add Reset
82



Current Static DHCP Table

From here you can view the active static DHCP IP addresses that have been manually assigned to client devices with their
corresponding MAC addresses.

No. (Number)
Displays the ID of the static DHCP client device in the table.

IP Address
Displays the IP address of the static DHCP client device in the table.

MAC Address
Displays the MAC address of the static DHCP client device in the table.

Select

Click to select static DHCP client devices you wish to be deleted.Click Delete Selected to remove a selected address. Click
Delete All to remove all addresses from the table. Click Reset to return the table to its previous state. Click Apply to save the
settings or Cancel to discard changes.

Current Static DHCP Table
Mo. IP Address MAC Address Select
1 192.168.0.99 00:02:6F:FD:8D:C5k
Delete Selected Delete All Reset

Apply Cancel
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Log

The logging service records and displays important system information and activity on the network. The events are stored in
a memory buffer with older data overwritten by newer when the buffer is full. To view the Log settings, click System then
click Log.

SyslLog Settings - Log Message List

Select Enable Logging to Syslog Server. Next, click Save to start logging information to the system.

Log Message Window

The Log Message Window shows the current system operations and network activity. Click Save to save the message list
to a text file, Clear to discard the message from the memory buffer, or Refresh to clear previous messages and write new
messages to the memory buffer. When finished with configuration, click Apply to save the changes.

Cloud TIPS
Services

SysLog Settings Log:
& EnShare iog records all the important

information about this
© EnRoute Enable Legging Td Sysleg Berver : .

@ EnTalk
ct 23 ©8:52:41 [SYSTEM]: DHCP Server, Sending ACK of 192.168.8
@ EnViewer ct 23 ©8:52:40 [SYSTEM]: DHCP Server, Sending OFFER of 192.168
ct 23 07:39:34 [SYSTEM]: NTP, Local tim 4/10/23 67:39:34

ng status: Disable
= +8.9 Beijing, Hong
L Lwews

ct 23 87:39:34 [SYSTEM]: NTP, Daylight
ct 23 07:39:34 [SYSTEM]: ime

ct 22 19:39:50 [SYSTEM]:
ct 22 19:39:31 [SYSTEM]: NTP, Local t

oct

oct

Oct

oct

oct

oct DDNS, EnGe
oct 1 tim
Oct 22 19:39:31 [SYSTEM]: NTP, Daylight
oct

oct

Oct

oct

oct

oct

oct

Device
Management

14/10/22 19:39:31
status: Disable

] System ct 22 19:39:31 [SYSTEM]: NTP, Time 8.0 Beijing, Hong
ct 22 17:52:21 [SYSTEM]: DHCP Servel ng ACK of 192.168.0
Status ct 22 14:19:02 [SYSTEM]: DHCP Servel ng ACK of 192.168.0
ct 22 14:19:01 [SYSTEM]: DHCP Servel ng OFFER of 192.168
Lan ct 22 ©7:39:28 [SYSTEM]: NTP, Local time=2014/10/22 @7:39:28
oHoP ct 22 87:39:28 [SYSTEM]: NTP, Daylight saving status: Disable
ct 22 87:39:28 [SYSTEM]: NTP, Time zone = +8.@ Beijing, Hong ~
Log LA
Monitor e S
[save | [ Clear | [ Refresh | [ Apply |
Language
& intemet

ey Wireless 2.4GHz
ey Wireless 5GHz
& Parental Control
¢ Guest Network




Monitoring Bandwidth Usage

This tool allows you to view real-time bandwidth usage for WAN (Wide Area Network - or Internet), LAN (Local Area Network)
and WLAN (Wireless Local Area Network) traffic. For the EPG60O0, it shows both the bandwidth traffic in both the 2.4 and

5 GHz frequency bands. To view the Bandwidth Monitor settings, click System, then click Monitor. The screens display the
active bandwidth usage for both the LAN and WLAN networks as well as the bandwidth being used on the WAN connection.

-
Cloud TiPg
Services ) . : : This feat il 1
Bandwidth Monitor (LAN) Bandwidth Monitor (WAN) 15 1zature allows you fo

~ review the most updated

= EnShare 2K K ‘

o 180K network traffic flow. You can

@ EnRoute 2K see how much bandwidith was

1K 160K used on each nefwork

@ EnTalk > 140K interface.
) 120K

@ EnViewer 1000

800

600 I
Device 400
© Management 200 e
LJ System 10 20 30 40 50

Status Seconds

LAN Bandwidth Monitor (2.4G WLAN)
1.0

.

100K
80K
BOK
40K
20K

Seconds

Bandwidth Monitor (5G WLAN)
1.0

DHCP
0.9
Log 08
Monitor 07
0.6
Language 05
& Internet 0.4
03 Rx
) Wireless 2.4GHz 0.2 D.
' [
) Wireless 5GHz o1
0.0
& Parental Control 10 20 20 40 50 10 20 20 %0 =0
3¢ (uest Network Seconds Seconds
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Configuring the System Language

The Gateway's Web Configuration interface supports multiple languages for your convenience. To view the language
settings, click System, then click Language or via the Language icon in the top right corner of the dashboard. Select the
language you wish to use from the drop-down menu.

System Language

6 ~
@ Cloud TIPS
Services h
Th t rts mult
= Ench Multiple Language Choose your language ¥ Ian‘;;‘;;:; i srer};izw
hd nonare preferred language from the
® EnRoute drop-down box for your router
user interface.
@ EnTalk

& EnViewer

Device
Management
Ld System

Status

LAN

DHCFP

Log

Monitor
Language
& Internet
@ Wireless 2.4GHz
Wireless 5GHz

[1}]
& Parental Control
Ead

Guest Network

AN S/
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Configuring IP Cameras

This Gateway supports up to ten (10) EnGenius IP Cameras. If
no IP Camera is detected, please check that the IP Camera’s IP
address and UPnP client are configured correctly.

To view the IP Camera settings, click System, then click IP
Camera or the IP camera icon from the top right corner of the
dashboard.

Before starting this procedure, you must connect your EnGenius
IP camera to the network. Please make sure the camera is
powered on.

Click the Refresh button to view a listing of available devices.

’ Note: The IP Camera function supports EnGenius IP Camera
» ‘ products only.

IP Cam Viewer
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When you click on the IP Cam Viewer icon on the dashboard, you will be redirected to the IP Cam login screen. This page
will show a list of all cameras that have been connected to the Gateway. You can view the current status or add profiles
for selected cameras. Please note that you cannot view multiple cameras simultaniuesly via the Gateway's Ul. Click Add
Profile to add a user profile for a camera or Refresh to refresh the page.

| NOTE: The connected EnGenius IP cameras support the free Enviewer™ app for your mobile device to help you keep track
88 of your home or office while on the go. You can download it from the Apple or Google Play Store.

' ™

@ Cloud TIPS
Services The "IP Camera” function

S EnShare IP Camera Client Table suppors EnGenios 1P-Cam

product only.
@ EnRoute | Refresh | If no IP-Cam is defectad,
— please check the IP-Cam IP
@ EnTalk and UPnP clisnt is configured

Current IP-Camera Profile correctly.

IP Camera Profile P Schedule Maotion Audio . Foider  Storage
Select Name  Address MAC Recording Detection Detection Overwrite Name  Size (GB)

Device | Edit || Delste Selected || Delete All || Syne with IP-Camera |
Management

Systemn

@ |

Internet
Wireless 2.4GHz
Wireless 5GHz

Parental Control

Guest Network
IPv6

Firewall
VPN

USB Port
Advanced

i d | &K X

-
A
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Configuring Internet Settings

View Internet Status

The WAN Settings, or Internet Status page shows a summary
of the current Internet connection information. This section
is also shown on the System Status page. To view the
Status settings, click Internet, then click Status.

WAN Settings

To view the WAN Settings, click Internet, then select Status.

Attain IP Protocol

Display the IP Protocol type used for the Gateway (Dynamic
IP Address or Static IP Address).

IP Address
Shows the Gateway's WAN IP address.

Subnet Mask
Shows the Gateway's WAN Subnet mask.

Default Gateway

Shows the ISP’s Gateway IP address.
89

MAC Address

Shows the Gateway's WAN MAC address. The Gateway's
MAC address is located on the label on the back side of the
Gatewavy.

Primary DNS

This is the IP Address of the Domain Name System. This
allows the recognition of domain names such as www.
yahoo.com instead of 98.139.183.24, which is more difficult
to remember. This is provided by your ISP.



Secondary DNS

Shows the secondary DNS address of an ISP provider.

Cloud
Services

5

EnShare

EnRoute

EnTalk

EnViewer

M O]

Device
Management

Ld  System
&3 Inlernel

Status

Dynamic IP

Static IP

PPPOE

PPTP

L2TP

DS-Lite

Gy Wireless 2.4GHz

Gy Wireless 5GHz

& Farental Control

p.

Hostname

MTU

MAC Adadress
DNS Servers

DNS Servers Type

Primary DNS

Secondary DNS

1500

000000000000

From ISP

166.95.192.1

168.95.1.1

(512=<=MTU Value ==1500)

| Clone MAC |

| Apply ||

Cancel |

TIPS

Clone MAG:

Some I15FPs raquire you fo
registar the MAC address of
your nefwork interface card
(NIC), which was connected
directly to your cable or DSL
madem duning mnstalation.
Clone MAC will mask the
router's MAC address with the
MAC address of your NIC.
Enter the MAC address of the
NIC and chck the Clone MAC
buttan. Now, the comrect MAC
address i1s used for
communication fo the ISP,

DNS Servers:

Usually, the best choice is
[From ISP]. However, you are
allowed fo define two DNS
servers If you choose othar
options.
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Internet

Status

The Status section shows the current WAN settings for the EPG600. To refresh the page, click Renew.

WAN Settings

Attain IP Protocol

Displays the IP protocol in use for the Gateway. It can be a dynamic or static IP address.

IP Address

The Gateway's IP address as designated by an ISP (Internet Service Provider).

-

Cloud
Services

S EnShare

® EnRoute

@ EnTalk

© EnViewsr

Device
Management

L System

&3 Intemnet

Status

Dynamic IP

Static IP

WAN Settings
Attain IFP Protocol
IP Address
Subnet Mask
Default Gateway
MAC Address
Primary DNS
Secondary DNS

FPPoE
114.25.66.121
2552565 .256.255
168.95.88.254
88:DC:96:23:91:01
168.95. 1921
168.95.1.1

| Connect | | Disconnect |
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WAN Ssttings (Internst Status)
page shows the summary of
current Internet connection
information. This section is
also shown on the System
Status pags.




Subnet Mask

The Gateway's WAN Subnet mask as designated by an ISP
provider.

Default Gateway

The Gateway's Gateway address as designated by an ISP
provider,

MAC Address

The Gateway's WAN MAC (Media Address Control) address.

The Gateway's MAC address is located on the label on
the bottom panel of the Gateway and is unique for each
Gateway.

Primary DNS
The primary DNS of an ISP provider.

Secondary DNS
The secondary DNS of an ISP provider.
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VAN Settings
Attain IP Protocol
IP Address
Zubnet Mask
Cefault Gateway
MAC Address
Frimary DME
Secondary DMNS

Dynamic IP Address
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Configuring Dynamic IP

Dynamic IP addressing assigns a different IP address each time a device connects to an ISP (Internet Service Provider) and
are most commonly used by cable ISPs. To view the Dynamic IP, click Internet then select Dynamic IP.

Dynamic IP

Hostname

From here you can assign a name for the Internet connection
type. This field can be blank.

MTU (Maximum Transmission Unit)

This section allows you to configure the MTU. The MTU
specifies the largest packet size permitted for an internet
transmission. The factory default MTU size for Dynamic IP
(DHCP) is: 1500. The MTU size can be set between 512 and
1500.

Clone MAC
Enter the MAC address of your computer’s (or tablet’s) twork

embedded Network Interface Card (NIC) in the MAC address
field and click Clone MAC.
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< EnShare
® EnRoute
@ EnTalk
@ EnViewer

Device
Management

3 System

& Internet

Status

Dynamic IP
Static IP

PPPOE

PPTP

L2Te

DS-Lite
@) Wireless 2.4GHz
&) Wireless 5GHz
& Parental Control

Hostname
MTU

MAC Address

DNS Servers

DNS Servers Type

Primary DNS

Secondary DNS

1500
000000000000

From ISP v

168.95.192.1
168.95.1.1

(512<=MTU Value <=1500)

| Clone MAC |

[ Apply || cancel |

TIPS

Clone MAC:
Some ISPs require you to
register the MAC address of
you card

servars if you choose other
options.

Note: Some ISP providers require registering the MAC address

3

of the Network Interface Card (NIC) connected directly to the
cable or DSL modem. Clone MAC masks the Gateway's MAC

address with the MAC address of the computer’s NIC.




DNS Servers

The DNS server translates a domain or website name into a URL (Uniform Resource Locator), or Internet address. There are
two options to choose from: From ISP or User-Defined. Select From ISP to retrieve the DNS address value from the ISP;
select User-Defined to assign a custom DNS server address.

DNS Server
From here you can configure the type of DNS server. From ISP is enabled by default.

First DNS Server
Configure the first (primary) DNS server.

Second DNS Server
Configure the second (secondary) DNS server.

Click Apply to save the settings or Cancel to discard the changes.

DNS Servers

DME Servers Type From ISP ¥
Primary DMNS 0.0.0.0
Secondary DMNS 0000

| Apply || Cancel |
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Configuring Static IP

Setting a static IP address allows an administrator to set a specific IP address for the Gateway and guarantees that it can
not be assigned a different address. To view the Static IP settings, click Internet, then click Static IP.

Static IP

IP Address MTU (Maximum Transmission Unit)

Shows the Gateway's WAN |P address. The MTU specifies the largest packet size permitted for
an internet transmission. The factory default MTU size for

Subnet Mask static IP is: 1500. The MTU size can be set between 512
and 1500.

Shows the Gateway’s WAN Subnet mask.
MAC Address

Default Gateway
The WAN Gateway address.

Shows the Gateway's MAC address.

Click Apply to save the settings or Cancel to discard the

Primary DNS changes.

Shows the primary DNS server address.

Secondary DNS

Shows the secondary DNS server address.
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MTU (Maximum Transmission Unit)

The MTU specifies the largest packet size permitted for an internet transmission. The factory default MTU size for static IP
is: 1500. The MTU size can be set between 512 and 1500.

MAC Address
Shows the Gateway's MAC address.

Click Apply to save the settings or Cancel to discard the changes.

Cloud TIPS
Services

5

Static IP:
EnShare I Aadress If your ISP raquires the use of

a static IF address, select
EnRoute 1P Subnet Mask Internet - Static IP. and enter

the information which is
EnTalk Default Gateway provided by the [SP into the

Primary DNS appropriate fields.

0 ® e

EnViewer

Secondary DNS

. MTU 1500 (512<=MTU Value <=1500)
Device
@ Management MAC Address 000000000000 | Clone MAC |
L System

&3 Intemnet

Status

| Apply || Cancel |

Dynamic IP

Static IP

PPPGE

PPTF

L2TP

DS-Lite
6y Wireless 2.4GHz
&y Wireless 5GHz
& FParental Control

hS
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Configuring PPPoE

Point-to-Point Protocol over Ethernet (PPPoE) is used mainly by ISPs that provide DSL modems to connect to the Internet. To
view your PPPoE settings, click Internet, then click PPPoE.

Username Type

Enter the username assigned by an ISP. Configure the connection type between the Gateway and
the ISP. Select one of the following: Keep Connection,

Password Automatic Connection or Manual Connection.

Enter the password assigned by an ISP.

Idle Timeout

Service Name : : : : : :
Configure the maximum idle time allowed for an inactive

Enter the service name of an ISP (optional). connection. The range is from 1 to 1,000 minutes

MTU (Maximum Transmission Unit)

Enter the Maximum Transmission unit (MTU). The MTU
specifies the largest packet size permitted for an internet
transmission (the PPPoE default is; 1492). The MTU size can ~ Card (NIC) in the MAC address field and click Clone MAC.
be set between 512~1492.

Enter the MAC address of the devices’ Network Interface

’ Note: Some ISP providers require registering the MAC address
»

Authentication Type V= of the Network Interface Card (NIC) connected directly to
Select the type of authentication provided by the ISP: Auto, the cable or DSL modem. A Clone MAC masks the Gateway's
PAP, or CHAP. If unsure of the best setting, select Auto or MAC address with the MAC address of the computer's NIC.

check with your Internet Service Provider.
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Click Apply to save the settings or Cancel to discard the changes.

Cloud
Services

5

EnShare

EnRoute

EnTalk

0@ o0

EnViewer

Device
Management

d System

Status

&3 Intemnet

Dynamic IP

Static IF

PPPoE

PPTP

L2TP

DS&-Lite

o) Wireless 2.4GHz

@) Wireless 5GHz

& Parental Confrol

h.

Username
Fassword

Service Name
MTU
Authentication Type
Type

Ildle Timeout

MAC Address

74883606@hinet.net

1492 (512<=MTU Value <=1492)

Auto T

Keep Connection

v

10 (1-1000 Minutes )

000000000000

| Clone MAC

| Apply ||

Canegel

TIPS

If your Internet is PPPoE
based, your ISP will provide
you with the user name and
password. Please obtain this
data from the ISP and enter
the information into the
approprate fields. Usually
Usemame and Password are
the only two fizlds you need to
enter. Please kesp the other
fields if you are uncertain
about them.

MTU:

Maximum Transmission Unit
{MTU) is the largest packet
size permitied for internat
fransmission.

Authentication Type:

Flease select the
authenfication type (Aufo /
FAF / CHAP) provided by your
ISP.

Type:
This is the type of connection
betwaen the router and ISP.
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Configuring PPTP

Point-to-Point Tunnelling Protocol (PPTP) is used in association with Virtual Private Networks (VPNs). There are two parts to
a PPTP connection: the WAN interface settings and the PPTP settings. To view the PPTP settings, click Internet, then click

PPTP.

WAN Interface Settings

WAN Interface Type

Select Dynamic IP Address to assign an IP address provided

by an
ISP.

Hostname

Enter a host name of an ISP (optional).

7

Clone MAC

Enter the MAC address of the computer's (or tablet'’s)
embedded Network Interface Card (NIC) in the MAC address
field and click Clone MAC.

Note: Some ISP providers require registering the MAC address of the
Network Interface Card (NIC) connected directly to the cable or DSL
modem. A Clone MAC masks the Gateway's MAC address with the MAC
address of the computer's NIC.

e

Cloud
Services
S EnShare
® EnRoute

@ EnTalk
@ EnViewer

Device
Management

A System

& Intemnet

Status

Dynamic IF

Static IP

PPPOE

FPPTP

L2TP

WAN Interface Settings
WAN Interface Type
Hostname

MAC Address

PPTP Ssttings
Username

Password

Server Domain Name
Connection ID

MTU

Type

ldle Timeout

Dynamic IP Address ¥

000000000000

0
1400
Keep Connection

10

(Optional) size permitied for infernst

(512==MTU Value <=1400) Note: This setfing should be

v

(1-1000 Minutes ) Type:
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Clone MAC |

TIPS

Your ISP will provide you with
the user name and password.
Please enter them accordingly.

WAN Interface Type:
Selzct either Dynamic IP
Address or Static IP address
provided by your ISP.

Setvice IP Address:

Thizs iz your ISP's PPTP server
IP address. Contact your ISP
for more infermation.

MTU:
Maximum Transmission Unit
(MTLD is the largsst packet

tfransmission.
only changed by experienced

users

This is the fype of connection

[ Apply || Cancer | between the router and ISP.




PPTP Settings

User Name
Enter the username assigned by your ISP.

Password
Enter the password assigned by your ISP.

Service IP Address
Enter the PPTP server IP address provided by your ISP.

Connection ID
Enter the connection ID provided by your ISP (optional).

MTU (Maximum Transmission Unit)

Enter MTU. The MTU specifies the largest packet size
(Default: 1462) permitted for an Internet transmission. The
MTU size can be set between 512 and 1492.

Type

Configure the connection type between the Gateway and
the ISP. Select one of the following: Keep Connection,
Automatic Connection or Manual Connection.

Idle Timeout

Configure the maximum amount of time, in minutes, allowed
for inactive Internet connection. The Internet connection will
be dropped when the maximum idle time is reached. Valid
values are between one and one thousand.

Click Apply to save the settings or Cancel to discard the
changes.
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Configuring L2TP

Layer 2 Tunneling Protocol (L2TP) is used in association with Virtual Private Networks (VPNs). There are two parts to a L2TP
connection:

1. The WAN interface settings Note: Some ISP providers require registering the MAC address
- | of the network interface card (NIC) connected directly to the
2. The L2TP settings. 2488 cable or DSL modem. Clone MAC masks the Gateway's MAC
' * address with the MAC address of the computer’s NIC.

To view the L2TP settings, click Internet, then click L2TP.

WAN Interface Settings

@cmu_u TIPS
) EHS:::MS WAN Interface Settings ﬁm'ﬁ;jﬁg&%ﬁg’ﬂg
WAN Interface Type @ EnRouts WAN Interface Type Dynamic IP Address v PrzchrUEPJamg‘%zee?ﬂrr:e
Hostname o ﬂj:‘d af;w:m
. . g E:r;;er MAC Address 000000000000 (" Clone MAC ) zi;m_he,gs‘yié,ﬂ@‘i;i;":”g‘*
Select Dynamic IP Address to assign an IP address 127 Settings s 58
rovided by an ISP @ aevice . Username \"aumjaygj’&d!o’:s :w
. anagemen Passwaord apto, de as
p 3 System Server Domain Name r:uf;;’;;znfear:ﬂ i i
MTU 1400 (612<=MTU Value <=1400) Zg::&apmp MAG adtiess to
tatus e Keep Connec ion v
f);:ammp E:ﬁmaaur 10 = t (1-1000 Minutes )
HOStname Static (P \Wl\ml
PPPOE
Enter a host name of an ISP (optional).
L2TP
DS-Lite
ey Wireless 2.4GHz
@) Wireless 5GHz
clone MAC & Parental Control
Enter the MAC address of your computer's embedded
network
Interface Card (NIC) in the MAC address field and click Clone
MAC.
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L2TP Settings

Username

Enter the username assigned by an ISP.

Password

Enter the password assigned by an ISP.

Service IP Address
Enter the L2TP server IP address provided by an ISP.

Connection ID

Enter the connection ID provided by an ISP (optional).

MTU (Maximum Transmission Unit)

Enter MTU. The MTU specifies the largest packet size
(Default: 1460) permitted for an Internet transmission. The
MTU size can be set between 512 and 1492.

Type

Configure the connection type between the Gateway and
the ISP. Select one of the following: Keep Connection,
Automatic Connection or Manual Connection.

Idle Timeout

Configure the maximum amount of time, in minutes,
allowed for an inactive Internet connection. The Internet
connection will be dropped when the maximum idle time is
reached. Valid values are between one and one thousand
(1~100000).

Click Apply to save the settings or Cancel to discard the
changes.

L2TP Settings

sername

Passwaord

Senvice |P Address

MTL 1400 (512==MTU Value ==1400)
Type keep Connection v

|dle Timeaout 10 (1-1000 Minutes )

Apply Cancel
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Configuring DS-Lite
Dual-Stack Lite (DS-Lite), allows ISPs to stop IPv4 addresses from reaching a user's network devices and uses IPv6 exclusively.

To view the DS-Lite settings, click Internet, then click DS-Lite.

DS-Lite Configuration
Select DS-Lite DHCPv6 Option or Manual Configuration.

AFTR IPv6 Address
@ Cloud TIPS

Enter the AFTR IPv6 connection type. S Enshare DS Lio Confguzlon @ 0S-Lte DHGPYD Opton © Manue Gondguraton Gonnacton T

Enter the infarmation provided
® EnRoute AFTR IPv6 Address by your Internet Service
it

. Provider (ISP}
@ EnTalk B4 IPv4 Address 192.0.0)2 (optional)

@ EnViewer WAN IPv6 Address FEB0::8ADC.96FF:FE23:9101

B4 IPv4 Address @

Enter an optional B4 IPv4 address. o Systerm

Status

IPvE WAN Default Gateway

Device

Management Apply Caneel

Dynamic IP

Static IP

WAN IPv6 Address

Enter the WAN IPv6 address. =

6y Wireless 2.4GHz
6y Wireless 5GHz
& Parental Confrol

IPv6 WAN Default Gateway
Enter the IPv6 WAN default Gateway address.

Click Apply to save the settings or Cancel to discard the changes.

103



Wireless LAN Setup

To view the Wireless Basic settings, click Wireless 2.4 Ghz or Wireless 5 Ghz then select Basic.

Radio

Click to enable or disable the wireless radio. If the wireless radio is disabled, wireless Access Points are not available.

Mode

Select the wireless operating mode for the Gateway. Two modes are available: Access Point or Wireless Distribution

System (WDS) mode.

AP (Access Point)

Provides a connection Access Point for wireless devices.

WDS (Wireless Distribution System)

Allows the wireless network to be expanded using multiple
Access Points without wired connections.

Click Apply to save the settings or Cancel to discard
changes.

& EnShare

® EnRoute

@ EnTalk

@ EnViewer

Device
Management

L System

& Internet

Basic

@) Wireless 2.4GHz

Aavanced

Secunty

Fiiter

wprs

Ciient List

) Wireless 5GHz

& Parental Control

¥ Guest Network

Radio

Mode
Band
Enabie 5SID#

88ip1

Auto Channel

Check Channel Time

AP v
2.4 GHz (802.11bigin) *
T

E600_2 4G

® Enable Disable

Half Day

Apply

Can

cel

TIPS

Mode:
Select AP/Router mode or
WDS mode for the wirsless
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Access Point Mode

These instructions apply to both the 2.4 GHz and 5 GHz frequency bands. The Gateway by default is already configured in
Access Point Mode. For optimum connectivity to a number of different wireless client devices, it's recommended that you
keep the Gateway in its default wireles s settings. You can choose to have the Gateway associate only with certain iterations
(IEEE standards) and by doing so this will either positively or negatively affect the Gateway's speed and throughput
performance.

Band

Select a wireless standard for the network from the following options:
e 2.4 (GHz (IEEE8B02.11b)

e 24 (GHz (IEEE8B02.11n)

e 2.4 (GHz (IEEE8B02.11b/g)

e 24GHz(IEEEB02.11g)

e 2.4 (GHz (IEEE 802.11b/g/n)
e 5(Hz (IEEE8B02.114)

e 5(GHz (IEEEB02.11n)

e 5GHz (IEEE 802.11a/n)

Enable SSID#

Select the number of wireless groups, between 1~4 available on the network.
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SSID[#]

Enter the name of the wireless network(s).

Auto Channel

Click to enable or disable having the Gateway automatically select a channel for the wireless network. Auto Channel is
enabled by default. Select Disable to manually assign a specific channel.

Check Channel Time

When Auto Channel is enabled, select a time period that the system checks the appropriate channel for the Gateway.

Channel

When Auto Channel is disabled, select a channel to assign to the wireless network. The valid values are from 1~11 in the US
and 1~13in the EU.

Services Mode:

Radio ® Enable Disable

~ Select AP/Router mode or
=~ EnShare WDS mode for the wirsless
EnRoute network connection. Note: AP
@ Maode AP Y is: AP/Router mode. And WDS
@ EnTalk is Wireless Distnbution System
Band 2.4 GHz (802.11b/g/n) ~ {WDS) mode.
& EnViewer
Enabie SSID# 1 Enable SSID#:
The router supports up fo 4
S8IDs, aifowing you to secure
Device Ssipt EB00_2.4G your private local network by
Management assigning a different SSID to
each group of users. For
Auto Channel * Enable Disable exemg.'e_ _guesls may be
|;| System placed en a secondary S3ID.
Check Channel Time Half Day v
& Internet SSID:
N _‘ This is the broadcasted
¢  Wireless 2.4GHz wirsless netwark name
Basic el (cane=rg
Advanced
Security
Fitter
wrS
Client List

&) Wireless 5GHz
& Parental Control
¥ Guest Network
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Wireless Distribution System Mode

From here you can configure the Gateway's wireless settings for WDS (Wireless Distribution System) mode.

Channel

Select a channel to assign to the wireless network. Valid values are from 1~11 in the US and 1~13 in the EU.

MAC Address
Enter the MAC address(es) for the wireless Access Point(s) that are part of the WDS.

WDS Data Rate Radio * Enable © Disable
Select the data rate for the WDS. Mode WDS ¥ |

Band 2.4 GHz (802.11bigin) ¥
Set Security Enable S3ID#% 17

) . ) ) 33101 EnGenius887710

Click Set Security to set up the WDS security settings screen.

Channel 1T

MAC Address 1 000000000000

MAC Address 2 000000000000

MAC Address 3 000000000000

MAC Address 4 000000000000

WDS Data Rate 300Mm -

Set Security | Set Security |
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WDS Security Settings

Select the type of WDS encryption you wish to use: WEP or WPA (Pre-Shared Key), or Disable for the wireless network.

Wired Equivalent Privacy (WEP)

Key Length
Select between a 64-bit and 128-encryption.

Key Format

Select the type of characters used for the WEP Key: ASCII (5
characters) or Hexadecimal (10 characters).

Default Key

Select the default encryption key for wireless transactions.

Encryption Key

Enter the encryption key(s) used to encrypt the data packets
during data transmission.
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This page allows you setup the WDS security.

Encryption :
Key Length :
Key Format :

Default key :

Encryption Key 1 :
Encryption Key 2 :
Encryption Key 3 :

Encryption Key 4

| '|li|l|' E F! v

G4-pit ¥
ASCI (5 characters) ¥

Key1 v

Apply || Cancel



Wi-Fi Protected Access (WPA Pre-Shared Key)

WPA Type
Select the type of WPA encryption you would like to use. Your choices are WPA (TKIP) and WPA (AES).

Pre-Shared Key Format This page allows you setup the WDS security.
: Encryption : | WPA Pre-Shared key ¥

Select the key format you would like to use. e re-Shared key

WPA Type - * WPA(TKIP) < WPA2(AES)

Pre-Shared Key Format Faszsphrase ¥
Pre Shared Key Pre-Shared Key : BFENZASEYDBE

Apply | | Cancel

Enter the encryption key you would like to use.
Disabled This page allows you setup the WDS security.
WDS security is disabled for the EPG600. Enenption: Disable ’

Apply | | Cancel

Click Apply to save the settings or Cancel to discard changes.
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Configuring Security

From here you can enable security options on the wireless network to prevent intrusions to systems on the wireless network.
To view the security settings, click Wireless 2.4 Ghz or Wireless 5 Ghz then select Security.

SSID Selection

Select the wireless network group in which you wish to change wireless security settings.

Broadcast SSID

Click to enable or disable the broadcast SSID. Choose whether or not the wireless group is visible to other members.

Wi-Fi Multimedia (WMM)

Click to enable or disable Quality of Service (QoS) to optimize the streaming for bandwidth sensitive data such as HDTV video
streaming, online gaming, VolP, videoconferencing, and etc.

. Cloud
Encryptlon @::::MS S55ID Seiection EG00_2.4G v
Select the encryption type for the Gateway. First, enable @ EnRoute Brodaeast S0 Encble ¥
@ EnTalk WM Enable ¥
802.1X @ EnViewer | Encryption WPA Pre-Shared key v | |
Authentication. Next, enable or disable 802.1X O Devios e WPATIIE) % WPAZARS) T WrAz ed
. . Management Pre-Shared Key Type Passphrase
authentication. o Sy Pre-Shared Key 12345678
& Internet \an|
.
Basic
Click Apply to save the settings or Cancel to discard the Advanced
changes. —
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Encryption Type

Enabling encryption on the EPGE00 is strongly encouraged as unauthorized parties within range of your Gateway's wireless
signal may attempt to access your wireless network and then gain access to private information on devices on your network.
It's highly recommended that you encrypt your Gateway with WPAZ2 (AES) for optimal security and throughput performance.
Always select a strong passphrase greater than 8 characters long and comprised of letters, numbers, and symbols. Please
make note of the passphrase and keep it in a secure location somewhere in your home in case you need to retrieve it.

Click Apply to save the settings or Cancel to discard the changes.

/e IMPORTANT!WPAZ (AES) offers much stronger security than WEP

\__,) (Wired Equivalent Privacy) which has been and can be compromised.

o |

33ID Selection EnGeniusgas710 ¥

Broadcast 351D Enable ¥

WIMR Enable ¥

Encryption WPA Pre-Zhared key ¥

WPA Type WPA(TKIP) = WPA2(AES) WPAZ Mixed
Fre-Shared Key Type Fassphrase ¥

Pre-Shared Key BFSMNZASEYDBE

| Apply || Cancel |
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WPA Pre-Shared Key
WPA Type

Select the type of WPA from the following:;

e WPAZ2 Advanced Encryption Standard (AES): RECOMMENDED: Government standard packet encryption which is
stronger than TKIP.

* WPA Temporal Key Integrity Protocol (TKIP): Generates a 128-bit key for each packet.

e WPAZ2 Mixed: Mixed mode allows client devices to first associate to the Gateway using WPAZ, and if they fail to connect,
then they are connected via WPA (TKIP).

Pre-Shared Key Type
Select the type of pre-shared key as Passphrase (ASCll) or Hexadecimal.

Pre-Shared Key SSID Selection EnGeniussa7710 ¥
Enter the Pre-Shared Key value. Broadcast 831D Enable ¥
WIMR Enable ¥
Encryption WPA Pre-Shared key ¥
WPA Type WPA(TKIP) ® WPA2(AES) WP
Fre-Shared Key Type Fassphrase r
Pre-Shared Key BFSNZASEYDBE
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WPA RADIUS

Use a RADIUS server to authenticate wireless stations and provide a session key to encrypt data during communications.

WPA Type
Select the type of Wireless Protected Access (WPA) from the following:

e WPAZ2 Advanced Encryption Standard (AES): RECOMMENDED - Government standard packet encryption which is
stronger than TKIP.

* WPA Temporal Key Integrity Protocol (TKIP): Generates a 128-bit key for each packet.

e WPAZ2 Mixed: Mixed mode allows client devices to first associate to the Gateway using WPAZ, and if they fail to connect,
then they are connected via WPA (TKIP).

RADIUS Server IP Address Encryption | WPA RADIUS v

Enter the IP address of the server. WPA Type WPATKIP)  ® WPA2(AES) O WPA2 Mixed

RADIUS Server IP Address
RADIUS Server Port

Enter the port number of the server.

RADIUS Server port 1812

RADIUS Server password

| Apply || Cancel |

RADIUS Server Password

Enter the password of the server.
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Wired Equivalent Privacy (WEP)
Authentication Type

Select the type of authentication from the following;

e Open System: Wireless stations can associate with the Gateway without WEP encryption.

» Shared Key: Devices must provide the corresponding WEP key(s) when connecting to the Gateway.

e Auto: The Gateway automatically detects whether Open System or Shared Key is being used.

Key Length
Select between 64-bit and 128-encryption.

Key Type
Select the type of characters used for the WEP Key: ASCII

(5 characters) or Hexadecimal (10 characters).

Encryption Key [#]
Enter the encryption key(s) used to encrypt the data packets

during data transmission.

Enable 802.1x Authentication

Enable or disable 802.1X authentication.
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251D Selection EnGenius887711 v
Broadcast 351D Enable ¥

WM Enable ¥

Encryption | WEP r
Authentication Type = Open System
Key Length G4-pit ¥

Key Type ASCIH (5 characters) v
Crefault key key1l ¥

Encryption Key1 [z

Encryption Key2 [

Encryption Key3 e

Encryption Key4 — [FEEE

Enable 802 1x Authentication

Shared Key

Apply

Auto

Cancel



Filters

WARNING! Incorrectly changing these settings may cause the device to stop functioning. Do
not modify the settings in this section without a thorough understanding of the parameters.

When Enable Wireless Access Control is selected, only wireless clients with MAC addresses listed in the table are allowed to
connect to the wireless network. To view the Filter settings, click Wireless 2.4 Ghz or Wireless 5 Ghz then select Filter.

Enabling Wireless Access Control g
@ Cloud
Services
. Enable Wireless Access Controf
Select Enable Wireless Access Control. S EnShare
® EnRoute Description MAC Address
@ EnTalk
© Enviewer (Add | | Reset |
Description
.. . Device MAC Address Filtering Table
Enter a description of the device © Management o pescription VAC Address Select
a”owed to connect to the network_ L System | Delete Selected || Delete All || Reset |
&3 Internet
Basic
MAC Address Advanced
Security
Enter the MAC Address of the P
. | d . WPS
wireless device. p—
6y Wireless 5GHz
& FParental Control
Click Add to append a new device ¥ Guest Network
to the list or Reset to discard changes. \
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MAC Address Filtering Table

No. (Number)

Shows the sequence number of the device.

Description

Shows the description of the device.

MAC Address
Shows the MAC address of the device.

Select

Indicates the device(s) that can have actions performed on them.

Click Delete Selected to remove selected devices from the list. Click Delete All to remove all devices from the list. Click Reset
to discard changes. Click Apply to save the settings or Cancel to discard changes.

MAC Address Filtering Table
NO. Description MAC Address  Select

| Delete Selected || Delete All || Feset |

| Apply || Cancel |
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Configuring Wi-Fi Protected Setup

Wi-Fi Protected Setup (WPS) is an quick and easy way to associate a new wireless client device to the encrypted Gateway
using a PIN or the WPS buttons on each device. To view the WPS settings, click Wireless 2.4 Ghz or Wireless 5 Ghz then

select WPS.

WPS
Click to enable or disable WPS for the Gateway.

WPS Current Status

Displays whether or not the wireless security is configured.

Self Pin Code
An 8-digit PIN which is required when configuring the Gateway

for the first time in Windows 7 or Vista.

SSID

The name of the wireless network.

Authentication Mode
The current security settings for the corresponding SSID

(wireless network).
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Cloud
Services

& EnShare

® EnRoute

@ EnTalk

@ EnViewer

Device
Management

A System
& Internet

¢ Wireless 2.4GHz

Basic

Advanced

Security

Fiiter

wpPS

Client List
6 Wireless 5GHz

& Parental Control

¥  Guest Network

p.

WPS

#| Enable

Wi-Fi Protected Setup Information

WPS Current Status

Self Pin Code
SSID
Authentication Mode

Passphrase Key
WPS Via Push Button

WPS via PIN

Configured | Release Configuration |

23303289

ES00_2.4G

WPAZ Fre-Shared key
12345678

| Start to Process |

| Start to Process




Passphrase Key
A randomly generated key created by the Gateway during the WPS process.

WPS via Push Button
Click Start to Process to activate WPS.

WPS via PIN

Enter the PIN of a wireless device click Start to Process to activate WPS.

WPS « Enable
Wi-Fi Protected SE‘ILJ[:} Information

WPS Current Status Configured | Release Configuration |
=elf Pin Code 89433768

s3I0 EnGenius887710

Authentication Mode WPAZ Pre-Shared key

Fassphrase Key BFEMZASBYDBE

WPS Via Push Button | Start to Process |

WPS via PIN | Start to Process
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Configuring the Client List

View the wireless devices currently connected to the Gateway. To view the Client List settings, click Wireless 2.4 Ghz or

Wireless 5 Ghz then select Client List.

Interface

The type of network connected to the device.

MAC Address

Shows the MAC address of the device connected to the network.

Signal

Shows the signal strength of the device connected to the network.

Idle Time
The amount of time the connected device has been inactive on

the network.

Click Refresh to refill the list with currently connected devices.

WLAN Client Table

Interface MAC Address Signal (%)

Mo client connecting to the Router.

| Refresh |
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S EnShare
® EnRoute
@ EnTalk

@ EnViewer

Device
Management

L System
& Infernet

) Wireless 2.4GHz

Basic

Advanced

Security

Filter

wpPs

Client List
o) Wireless 5GHz
& Parental Control
¥ Guest Network

WLAN Client Table

interface

| Refresh |

MAC Address

No client connecting to the Router.

Bignal (%)

idie Time

[dle Time



Chapter 6
Advanced Settings

Gateway
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Configuring Advanced Settings

This section allows you to define the Advanced Settings available on the Gateway.To view the Advanced settings, click
Wireless 2.4 Ghz or Wireless 5 Ghz then select Advanced.

' WARNING! Incorrectly changing these settings may cause the device to stop functioning. Do not modify
-] the settings in this section without a thorough understanding of the parameters.

Fragment Threshold

Enter the maximum size of a packet during data transmission. Please take note that a lower value can lead to a lower
performance.

RTS Threshold
Enter the RTS threshold. If the packet size is smaller than the RTS threshold, the Gateway does not use RTS/CTS to send the
data packet.

‘f
Services
Usually, you do not need to
A~ EnShare Fragment Threshoald 2346 (256-2346) make any changes on this
~ section. Please kesp the
® EnRouts RTS Threshold 2347 (1-2347) default value if you are
uncertain about these setiings.
@ EnTalk Beacan Interval 100 (20-1000 ms) Fragment Threshold:
f This iz the packet size for each
© EnViewer DTIM Period 1 (1-255) fragment. P
Data Rate Auto ¥ RTS Threshold:
Devi When the packet size is
O evice N Data Rat Aut ¥ smaller than the RTS
Management ala Rale ulo Threshold, then the packet will
be sent without RTS/CTS
I;I System Channel Bandwidth * Auto 20040 MHZ 20 MHZ handshake
Internet Preamble Tvpe o) Beacon Interval:
@ Yo Long Freamble Short Preambie This is the fime interval that
&)  Wireless 2.4GHz the router broadcasts a
CTS Protection ® Auto Always None beacon. The beacon 1s used to
Basic inform about the AP existence.
Advanced Tx Power 100% v Tx Power: .
It defines haw strong wireless
Security signal will be
Adaptive mode Enable '® Disable
Fiiter
Appl) CGancel
wes el
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Beacon Interval

Enter the beacon interval. This is the amount of time that the Gateway sets to synchronize the network.

Delivery Traffic Indication Message (DTIM) Period

Enter the DTIM period. The DTIM is a countdown period informing clients of the next point of broadcast and multicast of
messages over the network. Valid values are between 1~255.

N Data Rate

Select the N data rate. This is the rate in which the Gateway will transmit data packets to wireless N compatible devices.

Channel Bandwidth

Select the channel bandwidth. The factory default is: Auto 20/40MHz. This default setting provides the best performance by
auto selecting channel bandwidth.

Fragment Threshold 23486 (256—-2346)

RTS Threshold 2347 (1-2347)

Beacon Interval 100 (20-1000 ms)

CTIM Period 1 (1-255)

Data Rate Auto ¥

M Data Rate Auta ¥

Channel Bandwidth = Auto 20040 MHZ 20 MHZ
Freamble Type ® Lang Preamble Short Preamble
CTS Protection = Auto Always Mone

Tx Power 100 % «

| Apply || Cancel |
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Preamble Type

Select the preamble type. A Long Preamble provides better LAN compatibility and a Short Preamble provides better wireless
performance.

CTS Protection

Select the type of CTS protection you wish to use. Using CTS Protection can lower the data collisions between Wireless B
(802.11b) and Wireless G (802.11g) devices, which in turn lower data throughput.

Tx Power

Select the wireless signal strength level. Valid values are between 25%~100%.

Click Apply to save the settings or Cancel to discard changes.
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Setting Up Parental Controls

Offensive web content can be blocked when a parent specifies keywords. Parents can also limit Internet access within a
specified time and day, with a Schedule. A Policy is a rule profile which describes the keyword filter and Internet access

schedule. Parents can apply the policy to multiple users or Policy Members. The Parental Controls tool will screen policy
members based on applied policies.

Note: By default, everyone is allowed to view all the contents
P

without any limitation and filter.

" ™
Services .
¥ Enable Parental Control (Access Control) Parental Control is a feature
™~  EnShare that aflows parenis to filter out
~ and control the Internet
: access. By adding keywords,
@ EnRoute |_Add Policy | the parental control engine
EnTalk checks the web contents and
@ Policv Table make sure it does not contain
@ EnViewer v the specified content. Also,
Enable  Policy Name  Target Device Schedule Logged  Modify parents can limit the Internst
access within the specified
= time and day (this 1s known as
Device s Web Monitor Always Yes Schedule). Policy 15 a rule
profile which describes the
Management Ul keyword filter and Internet
D System From 12.00 To = = policy can e creatod o et
I weekday 22:00~--Mon, Yes : out the pages containing
& Infernet Tue, Wed, Thu, @ "XXX" or "SEX™. You can apply
- Fri the policy to multiple users.
6y Wireless 2.4GHz = Those users are known as the
) From 06:00 To = policy member. Parental
6y Wireless 5GHz L4 weekend 59:00-—Sat. Sun Yes control engine will scresn
] ’ ’ M these member user(s) based
& Parenial Control on the applied poficie(s). Note:
i by default, everyone is allowed
Wizard (acoy | c /) to view all the contents without
Web Monitor PPy EEE any limitation and filter.
2 (Guest Network
% |PvE
@ Firewall
« VPN
% USB Port .
h. vy
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Adding a Control Policy

To learn how to create and add a policy to the access control list, refer to Adding a Control Policy. To view the Wizard
settings, click Parental Control then select Wizard.

Enable Parental Controls (Access Control)
Click to enable the Parental Control feature.

Add Policy
Click to add a new control policy to the network.

Policy Table
Shows the control policies available on the network.

The Gateway provides a wizard to guide you through setting up a new Access Control Policy. To start the procedure, click
the Add Policy button. Click Next to continue the procedure or Cancel to stop the procedure. The procedure consists of the
following steps:

Cloud TIPS
Services

¥ Enable Parental Control (Access Control) Parental Control is a feature
= EnShare that allows parents to fiter out
~ and control the Internet
2 access. By adding keywords,
® EnRoute | Add Policy | the parental control engine
® Entalk cresks e b corterts a1
@ EnViewer Policy Table ) the specified content. Also,
Enable  Folicy Name  Target Device Schedule Logged  Modify parents can limit the Infernet
access within the specified
@9 fime and day (thiz 1z known as
Device v Web Monitor Always Yes Scheduls). Policy is a rule
D profile which describes the
Management I keyword filter and Internet
. access scheduls. For example,
|;| Sysi‘em 'Zgr:;;g g,D Uz a palicy can be created to filter
£ weekday AL Yes out the pages containing
& Internet Tue, Wed, Thu, @ "XXX" or "SEX". You can apply
. Fri the policy to multiple users.
ty  Wireless 2.4GHz IE? Those ussrs are known as the
- . = alicy member. Parental
¢y Wireless 5GHz td weekend hiomi0c foyig Yes fvng)f engine will screen
22:00---Sat, Sun ﬁ
j il these member user(s) based
& Parental Control on the applied policie(s). Note:
Wizard by detault, everyons is allowed

to view all the contents without
any limitation and filter.

| Apply || Cancel |
Web Manitar .
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1. Choose Policy Name:; Enter a unique name for your policy 2. Select Target Device: Select a device you wish to set

in the Policy Name text field. Click Prev to return to the parental controls on via its MAC address or its IP address.
previous screen, Next to continue the procedure, or Cancel Click Add to add a policy to the access control policy list. To
to stop the procedure. add a device, continue to step 3.

Step 1: Choose Policy Name Step 28 Select Target Device

ChDDSE a ur'“que name fo,r' YDur leICY- SpECIfy a device with its IP or MAC address.

Filtering Type = MAC IP
Member List
Description MALC Address
Policy Mame | Add |
| Prav || Mext || Save || Cancel |
| Prev || MWext || Save || Cancel |

Client List

Description MAC Address

FA1650 00:2318.FC:37:87 c}
[ (4]
| Cancel |
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To add a device to the Member List, follow these steps:

a. Click MAC or IP from the Filter Type option.
b. Click Add to show the add client dialog.

. Enter the name of the device in the Device Name text
field.

Client List
Description MAC Address

FA1650 00:23:18:FC:37:87

o0

Cancel

d. Enter either a MAC address or an IP address in the
Address field depending upon which filter type you
chose.

e. Click the Add Device Button O to close the screen
and add the device to the Member List.

Click Prev to return to the previous screen, Next to continue
the procedure, Save to save the changes, or Cancel to stop
the procedure.

3. Select Schedule: From here, you can set up a schedule for
the Gateway services for the selected device.

Step 3: Select Schedule

You can use the Schedule page to Start/Stop the Services regularly. The
services will start at the time in the following Schedule Table or it will stop.

Befare making change on this, please check if your system time is being set up
to your local time correctly first.

Schedule Deny ‘® Allow

Every Day

Days .
Maon Tue Wed Thu Fri Sat Sun

All Day (use 24-hour clock)

Ti f day
Ime ot day From |0 2|0 To [0 2|0

Prev Next Save Cancel

To set up a Service Schedule, follow these steps:

a. Select Allow from the Schedule option.
b. Click the days that the schedule will be active.
C. Enter the time period that the schedule will be active.

Click Prev to return to the previous screen, Next to continue
the procedure, Save to save the changes, or Cancel to stop
the procedure.
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4. Web Keyword Filter: Setup a keyword and URL filter list. 6. Configure Web Access Logging: Select Enable to save

the web access information to a log file or Disable to ignore
Step 4: Web/Keyword Filter

the information.
You can block access to certain Web sites for a particular PC by entering either
a full URL address or just a keyword of the Web site

Step 6; Configure Web Access Logging

Filtering Deny '® Allow
URL/Keyward | Add |
Web Access Logging ® Disabled © Enabled
URL List
Mo. URL/Keyward

Enable Application Filter

| Prev || Mext || Save || Cancel |

| Prev MNext Save | Cancel |
To set up a keyword/URL filter list, follow these steps:

a. Select Allow from the Filtering option.

b. Enter a keyword or URL in the URL/Keyword text field.
c. Click the Add button to add the filter to the list.
d. Repeat steps a through c for each filter.

5. Click Enable Application Filter to filter software
applications.
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Web Monitor

Viewing Parental Policies

Available parental control policies are shown in a table where each policy can be enabled, disabled, edited, and/or deleted. To
view the Web settings, click Parental Control then select Web Monitor.

Enable

Click to enable or disable the control policy.

Cloud
Services

P sh Biock Time URL PC
= EnShare
. = . www. appleiphonecell. com/SsNTX
POI |cy N ame © Enfiouts Oct 23 08:52:45 e 101467deiPhone
@ EnTalk Oct 22 17:52:23 www.thinkdifferent.us/ALOIBTUT .. 101467deiPhone
. =
ShOWS the control pOI |cy na me. @ EnViewer Oct 22 14:22:15 stafic_ess.apple.com:80/6onnec ... Tony-iPhone
Oct 22 14:22:13 stafic.ess.apple.com:80/connec ... Tony-iPhone
Devi Oct 22 14:19:16 init-p01st push.apple.com/bag Tony-iPhone
avice
@ Management Oct 22 14:19:06 static.ess.apple.com:80/connec . Tony-iPhone
T Devi Syst
a rgEt e\”ce e System | Block Selected | | Save | | Clear | | Refresh |
& Infermet | First Page | | previous | 11 | Next | | LastPage |

Shows the target device MAC address or IP address. |4 Wieless 24GHz

€9 Wireless 5GHz

& Parental Control

Wizard
Schedule e
Guest Network
IPvE

Shows the control policy schedule.

Firewall
VPN
USB Port

b @)X %

Logged

Shows whether the control policy is storing log information.

Modify

Edit a policy by clicking the Edit Button. Delete a policy by clicking the Delete Button.
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Guest Network

The Guest Network function enables you to offer Internet connectivity to visitors or guests while keeping other networked
devices (computers and hard drives) and sensitive personal or company information private and secure. The Guest Network
is controlled by the Wireless SSID function. When the Guest Network function is enabled, the Guest SSID can only receive the
internet connection from WAN, but can not reach the client from the LAN port.

Enabling the Guest Network

To view the Selection settings, click Guest Network then select Selection.

Guest Network
Enable or Disable the Guest Network function.

Client Isolation

Guest clients are isolated and cannot communicate with each other.

SSID
Choose a SSID for the Guest Network used. The SSID can be
defined from the Wireless setting page.

Click Apply to save the settings or Cancel to discard changes.
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& EnShare

® EnRoute

@ EnTalk

& EnViewer

Device
Management

Ld  System

& Internet

) Wireless 2.4GHz

«ud Wireless 5GHz

& Parental Control

Selection

¥ Guest Network

DHCP Server Setting

DHCP Client List

% IPvE

@ Firewall

« VPN

Wireless 2.4GHz

Guest Network Disabled ¥
881D E600_24G v
Wireless 5GHz

Guest Network Disabled ¥
55iD EB00_5G v

Apply

Cancel




Configuring DHCP Server Settings

The Guest Network SSID should be on a different subnet from the Gateway's DHCP server. To view the DHCP Server Settings,

click Guest Network then select DHCP Server Settings.

Gateway IP address

Define the Gateway's IP address for the Guest network. Peiouc B

& EnShare

® EnRoute
@ EnTalk
@ EnViewer

@ =
Define the Subnet mask IP address for the Guest network. = System

& Internet

Default Subnet Mask

) Wireless 2.4GHz
ey Wireless 5GHz
& Parental Control

Router IP Address

Derault Subnet Mask

Start IP

End IP

192.168.169.1
256.256.255.0

192.168.169.100
192.168.169.200

Apply

Cancel

TIPS

Setup your Guest Network
DHCP server. The Guest
Networks SSID should be
different subnet from the router
DHCP server.

Start IP
DHCP Sarver Setting
Used to define the Guest network DHCP server start IP. Ko
@ Firewall
% VPN
End IP

Used to define the Guest network DHCP server End IP.

Click Apply to save the settings or Cancel to discard changes.
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Viewing the DHCP Client List

The DHCP Client list page shows the list of guest clients registered on the network. To view the DHCP Client List settings,
click Guest Network then select DHCP Client List.

DHCP Client Table
Shows the IP address, MAC address, and expiration time of each

of the registered clients on the list.

IP Address @SL‘:SLS DHCP Client Table
S EnSh AG o -
The IP address of the guest client. 6 e :
@ EnViewer Refrash
MAC Address o o
) Wireless 2.4GHz
The MAC address of the guest client. W o ot

% Guest Network

Selection

DHGP Server Setting

Expiration Time % rot
« VPN

The time that the guest client’'s DHCP address will expire and

must be renewed.

Click Refresh to refresh the view of the list.
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IPv6

There are several connection types to choose from: Auto Detection, Static IPv6, Autoconfiguration (SLAAC/DHCPv6),
PPPoE, IPv6 in IPv4 Tunnel, 6104, and Link-local. If you are unsure of your connection method, please contact your IPv6
Internet Service Provider.

Note: If you are using the PPPoE option, you will need to ensure that any PPPoE client software on your computers has been removed or
2 disabled.

Enabling IPv6 Settings

To view the Basic settings, click IPv6 then select Basic.

Before using or configuring the IPv6 protocol or IPv6
passthrough on the EPG600, you must enable it. fciiid Feca®

& EnShare

the inf network settings of
® EnRoute your router.
IPV6 Pass-Through Enable * Disable
@ EnTalk
@ EnViewer

IPv6 @®:

evice
Management

| Apply || Cancel |

Select Enable to configure the IPv6 protocol on the Gateway. e

4y Wireless 2.4GHz
T
¥ Guest Network

IPv6 Passthrough
Select Enable to allow IPv6 passthrough functionality. IPv6 S
must be disabled to enable this feature.

Click Apply to save the settings or Cancel to discard changes.
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Viewing the IPv6 Connection Status

To view the Status information, click IPv6 then select Status.

IPv6 Connection Information

Shows the IPv6 connection type, the LAN IPv6 link-local address, and the DHCP-PD.

LAN IPv6 Computers List

Shows a list of network computers and their IPv6 connection information.

-
Cloud TIPS
Services

Al of your IPvE LAN

S EnShare IPv6 Connection Information connection details are
displaysd hers.
@ EnRoute IPvE Connection Type Link-local only
@ EnTalk LAN IPvE Link-Local Addrass FE80::8ADC 896FF.FEZ23:9130
& EnViewer DHCP-PD Disabled
LAN IPv6 Computers
. Name (if any) MAC IPVE Address
O Device
Management
L System
& Internet

63 Wireless 2.4GHz
¢) Wireless 5GHz
& Parental Control
¥ Guest Network

»® IPv6

Basic

Status

Static IPvE

Auto Configuration

PPPOE
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Configuring Static IPv6

To view the Static IPv6 settings, click IPv6 then select Static IPv6.

Use Link-Local Address

Click to enable or disable the LAN link-local address.

IPv6 Address

Enter the LAN (local) IPv6 address for the Gateway.

Subnet Prefix Length
Enter the subnet prefix length.

Default Gateway
Enter the default Gateway.

Primary IPv6 DNS Address
Enter the primary IPv6 DNS address.

Secondary IPv6 DNS Address
Enter the secondary IPv6 DNS address.

LAN IPv6 Address
Enter the LAN IPv6 address.

LAN IPv6 Link-Local Address
Enter the LAN IPv6 link-local address.

Enable Automatic IPv6 Address Assighment
Click to enable or disable automatic IPv6 address assign-
ment.

Autoconfiguration Type
Enter the autoconfiguration type. The default setting is:
LAAC+RDNSS.

Autoconfiguration Type
Enter the autoconfiguration type. The default setting is:
LAAC+RDNSS.

Gateway Advertisement Lifetime
Enter the IPv6 Address Lifetime (in minutes).

Click Apply to save the settings or Cancel to discard
changes.
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Cloud
Services

5

EnShare

EnRoute

EnTalk

0@ o0

EnViewer

Device
Management

d System

&3 Internet

@) Wireless 2.4GHz

@) Wireless 5GHz

& FParental Confrol

%¢ Guest Network

Basic

% IPvE

Status

Static IPvE

Auto Configuration

PPPOE

Use Link-Local Address
IPv6 Address

Subnet Prefix Length
Primary IPv6 DNS Address

Secondary IPvE DNS
Address

LAN IPvE Address

LAN IPv& Link-Local
Address

Enable Automatic IFvE
Address Assignment

Autoconfiguration Type

Router Advertisement
Lifetime

Ld
FE80::8ADC:96FF-FE23:9101

64

FES0::8ADC 96FF.FE23:9130

td

SLAAC « RDNSS

/64

1440 (minutes)

| Apply ||

Canegel

TIPS

WAN IPv6 Address Settings:
Enter the IPv6 address
information provided by your
Intarnet Service Provider
{1SP).

LAN IPvE Address Settings:
Use this section fo configure
the internal nefwork setfings of
your router. If you change the
LAN iPvs Address here, you
may need fo adjust your PC
network seftings to access the
network again.

Address Autoconfiguration
Settings:

Use this section fo setup IPvE
Autoconfiguration fo assign IP
addresses to the computers on
your nefwork.
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Autoconfiguration

To view the Auto Configuration settings, click IPv6 then select Auto Configuration.

Obtain A DNS Server Address Automatically

Enable Automatic IPv6 Address Assignment

Click to enable or disable obtaining a DNS server automatically. Click to enable or disable automatic IPv6 address assignment.

Primary IPv6 DNS Address
Enter the primary IPv6 DNS address.

Secondary IPv6 DNS Address
Enter the secondary IPv6 DNS address.

Enable DHCP-PD

Click to enable or disable DHCP-prefix delegation (PD).

LAN IPv6 Address
Enter the LAN IPv6 address.

LAN IPv6 Link-Local Address
Enter the LAN IPv6 link-local address.
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Autoconfiguration Type
Enter the autoconfiguration type. (Default: SLAAC+RDNSS)

Gateway Advertisement Lifetime

Enter the IPv6 Address Lifetime (in minutes).

Click Apply to save the settings or Cancel to discard
changes.



Cloud
Services

5

EnShare

EnRoute

EnTalk

0@ o0

EnViewer

Device
Management

d System

&3 Internet

6y Wireless 2.4GHz
6 Wireless 5GHz
& Parental Control
¥ Guest Network

% IPV6

Basic

Status

Static IPvE

Auto Configuration
PPPOE

Obtain A DNS Server
Address Automatically

Primary IPvE DNS Addrass

Secondary IPvE DNS
Address

Enable DHCP-PD
LAN IPvE Address

LAN IPvE Link-Local
Address

Enable Automatic IPvE
Address Assignment

Autaconfiguration Typa

Router Adverfisement
Lifetime

* Enable Disable

7
G4
FESQ:8ADC:96FF FE23:8130
s
SLAAC + RDNSS v
1440 (minutes)
| Apply

Cancel

TIPS

IPv6 DNS SETTINGS:
Obtain a DNS server address
automatically or enter a
specific DNS server address.

LAN IPvE Address Settings:
Use this section o configure
the internal network settings of
your router. If you change the
LAN IPve Address here, you
may need fo adjust your PC
network settings to access the
network again.

Address Autoconfiguration
Settings:

Use this section to setup IPvE
Autocenfiguration fo assign IP
addresses fo the computers on
your network.
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Configuring PPPoE

To view the PPPoE settings, click IPv6 then select PPPoE.

Address Mode

Select Static if your ISP assigned you the IP address, Subnet
mask, Gateway, and DNS server addresses. In most cases,
select Dynamic.

IP Address
Enter the IP address (Static PPPoE only).

User Name
Enter your PPPoE user name.

Password
Enter your PPPoE password.

Verify Password
Retype the your PPPoE password.

Service Name
Enter the ISP Service Name (optional).

Reconnect Mode
Select either Always-on, On-Demand, or Manual.

Maximum Idle Time

Enter a maximum idle time during which the Internet
connection is maintained during inactivity. To disable this
feature, enable Auto-reconnect.

Obtain A DNS Server Address Automatically

Click to enable or disable obtaining a DNS server
automatically.

Primary IPv6 DNS Address
Enter the primary IPv6 DNS address.
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MTU

Maximum Transmission Unit - you may need to change the
MTU for optimal performance with your specific ISP. The

default MTU is 1492.

Obtain A DNS Server Address Automatically

Click to enable or disable obtaining a DNS server
automatically.

Primary IPv6 DNS Address
Enter the primary IPv6 DNS address.

Secondary IPv6 DNS Address
Enter the secondary IPv6 DNS address.

Enable DHCP-PD

Click to enable or disable DHCP-prefix delegation (PD).

LAN IPv6 Address
Enter the LAN IPv6 address.

LAN IPv6 Link-Local Address
Enter the LAN IPv6 link-local address.

Enable Automatic IPv6 Address Assighment

Autoconfiguration Type
Enter the autoconfiguration type. (Default: SLAAC+RDNSS)

Click to enable or disable automatic IPv6 address assighment.

= EnShare

Address Mode

IP Address

@y Wireless 2.4GHz

€@ Wireless 5GHz

& Parental Control

¢ Guest Network

Basic

% IPvE

Siatus

Static IPv6

Auto Configuration

PPPOE

® EnRoute
@ EnTalk User Name
@ EnViewer Password
Verify Password
Device Service Name
Management
A Mode
System
& Maximum Idie Time
& Internet

MTU

Obtain A DNS Server
Address Automatically

Primary IPv6 DNS Addrass

Secondary IPv6 DNS
Address

Enabie DHCP-PD
LAN IPv6 Address

LAN IPv6 Link-Local
Address

Enabie Automatic IPvé
Address Assignment

® Dynamic IP ') Static IP

(opfional)
® Amways on ' On demand "' Manual
5 (minutes, 0.infinite)
1492 (bytes)
® Enable ' Disable
bd
64

FE80::8ADC 96FF FE23:9130

v

TIPS

PPPoE:
Enter the information provided
by your Internst Service
Frovider (ISF).

1PvG DNS SETTINGS:
Obtain a DNS server address
automatically or enter a
specific DNS server addiress.

LAN IPv6 Address Settings:
Use this section to configure
the intemal nefwork setfings of
your reuter. If you change the
LAN IPvs Address here, you
may ne=d to adjust your PG
netwark settings to access the
network again
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Gateway Advertisement Lifetime

Enter the IPv6 Address Lifetime (in minutes).

Click Apply to save the settings or Cancel to discard changes.

Address Mode
IP Address

Lser Mame
Password
Yerify Passward

Service Mame
Reconnect Mode

Maximum [dle Time

MTu

Oltain A DNE Server
Address Automatically

Frimary IPvG DMS Address

Secondary IPvE DMS
Address

Enakle DHCP-PD
LAM IPvE Address

LAM IPVE Link-Lacal
Address

Enable Automatic IPvE
Address Assignment

Autocanfiguration Type

Router Advertisement
Lifetime

(optional)

* Dynamic IP 0 Static IP
* Always on 0 0n demand O Manual
5 (minutes, 0 infinite)
1492 (bytes)
= Enable Disable
L

/G4
FEB0:202.6FFF.FESE: 7710
L
SLAAC + RDMSS r
1440 (minutes)
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Configuring 6to4

To view and configure the 6to4 settings, click IPv6 then select 6to4.

6to4 Address Gateway Advertisement Lifetime
Enter the 6to4 IP address. Enter the IPv6 Address Lifetime (in minutes).

Primary IPv6 DNS Address
Enter the primary IPv6 DNS address. Click Apply to save the settings or Cancel to discard changes.

Secondary IPv6 DNS Address
Enter the secondary IPv6 DNS address.

LAN IPv6 Address
Enter the LAN IPv6 address. @ = o ooy oS At [ ‘
Secondary IPvE DNS
Ll System Address Address Autoconfiguration
& Infernet LAN IPv6 Address 2002:7219:4279,0001 1464 Eies:eﬂ;“v?%:secn?nm!s:uph”\;g
LAN IPv6 Link-Local Address R L el o
. & Parental Control Ezyéi;‘;fs?;ﬂge’zm i
Enter the LAN IPv6 link-local address. R Gues! Network satocontpmston pe  (SARC DRSS
ﬁ?;iﬁ::dveﬂlsemanf 1240 (minutes)
Status
Enable Automatic IPv6 Address Assignment P eply ) ( Caneel
. . . PPPOE
Click to enable or disable automatic IPv6 address 5
Link Local
assignment. ® Fioual
« VPN
& USB Port
8= Advanced .
Autoconfiguration Type

Enter the autoconfiguration type. The default type is: SLAAC+RDNSS
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Viewing Local Connections

To view the Link Local settings, click IPv6 then select Link Local.

LAN IPv6 Link-Local Address
Enter the LAN IPv6 Link-Local address.

Click Apply to save the settings or Cancel to discard changes.

p
Device k-
Management Lan IPve Linkctocal FE80-8ADC -96FF FE23:9130
Ld System
& Internet E—

6 Wireless 2.4GHz
6 Wireless 5GHz
& Parental Control
% Guest Network

% IPv6

Basic

Status

Static IPvE

Auto Configuration

PPPoE

Glod

Link Local

Firewall
VPN

USB Port
Advanced

i ¢ & &

Apply
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Firewall

Configuring Basic Settings

To view the Basic settings, click Firewall then select Basic. The EPG600 firewall automatically detects and blocks Denial of
Service (DoS) attacks. URL blocking, packet filtering, and stateful packet inspection (SPI) are also supported. The details of the
attack and the timestamp are recorded in the security log.

Firewall ’
» Note: This section applies to Client Gateway mode.

Click to enable or disable the firewall for the EPG600. Som—

Click Apply to save the settings or Cancel to discard changes.

Services ) Firewall automatically detects
= Ensh Firewall ® Enable Disable and blocks Denial of Service
= nahare (DoS) attacks. URL biocking,

packet filtering and SP!
® EnRoute (Stateful Packet Inspection)
@ EnTalk | Apply | are

ac fiach
@ EnViewer associated with timestamp in

the secunty logging area.
Device
Management

A System

& [Internet

) Wireless 2.4GHz
) Wireless 5GHz
& Parental Control
¥ Guest Network

3¢ IPvE

@ Firewall

Advanced

DMz

DoS
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Configuring Advanced Settings

The Gateway supports VPN pass-through, which allows virtual private networking (VPN) packets to pass through the firewall.
To view advanced settings, click Firewall then select Advanced.

VPN L2TP Pass-through

Click Select to allow an LZTP connection method over a VPN.

VPN PPTP Pass-through

Click Select to allow a PPTP connection method over a VPN.

VPN IPSec Pass-through

Click Select to allow an IPSec connection method over a VPN.

IPv6 Pass-through

Click Select to allow IPv6 packets to pass through the firewall.

PPPoE Pass-through

Note: VPN L2TP Pass-through, VPN PPTP Pass-through,
, and VPN IPSec Pass-through are enabled by factory

¥ default.

@ Cloud
Services
& EnShare

® EnRoute

@ EnTalk

@ EnViewer

Device
Management
L System
& Infernet
@y Wireless 2.4GHz

4d Wireless 5GHz
& Parental Control

¥ Guest Network
% PV

Description

VPN L2TP Pass-Through
VPN PPTP Pass-Through
VPN IPSec Pass-Through

PPPOE Pass-Thraugh

|_Apply || Cancel |

TIPS

VPN Pass-Through:
This router supports V!

Click Select to allow a PPPoE packets to pass through the firewall.

Click Apply to save the settings or Cancel to discard changes.
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Configuring Demilitarized Zone

Configuring a device on the LAN as a Demilitarized Zone (DMZ) host allows unrestricted two-way Internet access for Internet
applications such as online video games to run from behind the NAT firewall. The DMZ function allows the Gateway to
redirect all packets going to the WAN port IP address to a particular IP address on the LAN. The difference between the
virtual server and the DMZ function is that a virtual server redirects a particular service or Internet application, such as FTP, to
a particular LAN client or server, whereas a DMZ redirects all packets, regardless of the service, going to the WAN IP address
to a particular LAN client or server. A DMZ host allows a computer to have all its connections and ports completely open

during data transmission.

' WARNING! The PC or computer defined as a DMZ host is not protected by the firewall and is vulnerable to malicious network

-] attacks. Do not store or manage sensitive information on the DMZ host.

To view the DMZ settings, click Firewall then select DMZ.

Enabling DMZ
Click Enable DMZ to activate DMZ functionality.

Local IP Address
Enter an IP address of a device on the LAN.

Click Apply to save the settings or Cancel to discard changes.

Cloud
Services

& EnShare

® EnRoute
@ EnTalk

@ EnViewer

Device
Management

Ld System

& Internet

Gd Wireless 2.4GHz

6 Wireless 5GHz

& Parental Control

¥ Guest Network

% IPvE

Enable DMZ

Local IP Address

Please selecta PC. v

Apply

Can

cel

TIPS

DMZ:
The Demilitanized Zone (DMZ)
the
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Configuring Denial of Service

To enable blocking of Denial of Service (DoS) attacks, select the DoS option in the Firewall section. DoS attacks can flood the
Internet connection with the continuous transmission of data. Blocking these attacks ensures that the Internet connection is
always available.To view the DoS settings, click Firewall then select DoS.

Block DoS
Click to enable or disable the blocking of DoS attacks.

Discard Ping on WAN
ICMP (ping) packages are blocked while Block DoS is enabled. Enable Discard Ping on WAN if the WAN port is required.

Click Apply to save the settings or Cancel to discard changes.

Services Dpos:
The Firewall can detect and

Block DoS ® Enable ' Disable
& EnShare block DOS attacks, DOS

® EnRoute Discard Ping on WAN ® Enable ' Disable (Denial of Srvics) attacks can
flaod your Internet Connection

@ EnTalk Apply Cangel with invalid packets and
connection requests, using so

@ EnViewer much bandwidth and so many

sscurcess that Internet
Device
Management

access becomes unavailable.
L System

Internet
Wireless 2.4GHz
Wireless 5GHz

(T1]

(1)

& Parental Control
% Guest Network
% IPVE

@ Firewall

Basic

Advanced

DMz
DoS
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VPN

Configuring a VPN Tunnel Profile

To view the Status settings, click VPN then select Status. From here, you can manually configure a VPN tunnel profile.

Creating a Profile

e (lick Add to create a new VPN tunnel profile.
e (lick Edit to edit the settings of the selected profile.
e C(lick Delete Selected to delete the selected profile.

e (lick Delete All to delete all current profiles.

@ Cloud Tps
Services . VPN allows you to establish
= EnShare No. Name Type ateway/Peer Transmit Packets Received Packsts Uptime Selact private connections over
=~ IP address
EnRoute - s
@ | Connect | | Disconnect | useful when you have servers
@ EnTak that are only accessible inside
your private network. For
@ EnViewer example, your server is
located under a LAN.
Howsver, there are occasions
Device
Management
server and VPN client. This
L System router has VPN server
embedded. VPN chent is
& Intemet usually a soffware program
- which can be configurad to the
€ Wireless 2.4GHz VPN server. Please refer to
) the manual for
ey Wireless 5GHz configuration
& Parental Control
% Guest Network
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Profile Settings

From here, you can manually configure a VPN tunnel profile.

Name
Enter the name for this profile.

Connection Type
Click the drop-down menu to select the connection type. Your choices are: PPTP, L2TP, IPSec, and L2TP over IPSec.

Connection Type
Click the drop-down menu to select the connection type.

L2TP

Set the authentication type and add a user. Click the check &

box to enable the feature. i E:i{gm ‘N:ddETT@E:Te‘ Z:,:,e ;@:::ﬂlel D:;;AT@ Crypto-suie  Gateway  Select

Shared Key (O fec

Enter the shared key to be used for this profile. e _
et

Confirm X oo

Enter the shared key a second time to confirm the shared

key. e
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General

If under connection type you select LZTP, please add the connection type by user.

SA Metwork  Advanced

Mame

Connection Type IPSec v
Authentication Type pre-shared key
Shared Key

Confirm
Local ID Type |IP Address v
Local ID
PeerID Type IP Address A
PeerlD

| Apply || Cancel

SA

If under profile settings you select SA as a connection type then select the SA tab, please select the IKE(Phase 1)Proposal
settings and the IPSec(Phase 2)Proposal settings by user you wish to apply.

IKE(Phase 1)Proposal

Exchange IMain Mode v

DH Group Group 2 ¥

Encryption 3DEE v

Authentication SHAT1 ¥

Life Time 28800 |(1080-86400 Secs)
IPSec(Phase 2)Proposal

Protocol ESF ¥

Encryption 3DES ¥

Authentication SHAT ¥

Perfect Forward Secrecy Enable @ Disable

DH Group Group 2 ¥

Life Time 28800 |(1080-86400 Secs)

| Apply || cCancel |
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Network

If under profile settings you select L2ZTP as a connection type then select the Network tab, please select the Server IP and
Remote IP range you would like.

Security Gateway Type IP Address v

Security Gateway
Local Metwork
Local Address

Laocal Metmask

Remote Metwork
Femaote Address

Remote Metmask

Apply Cancel

Advanced

If under profile settings you select L2TP as a connection type then select the Advanced tab, please click to enable or disable
the NAT Traversal and the Dead Peer Detection features.

General SA Metwark

MAT Traversal * Enable Cisable
Ciead Peer Detection Enable = Disable

Apply Cancel
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Configuring User Settings

The User Settings feature allows you to create user profiles in order to setup login access to the VPN service.

Name
Enter the name of the new user profile.

Password
Enter the password for the user name.

Confirm
Enter the password a second time to confirm the setting.

Add

Click Add to accept the profile and add it to the Current VPN
User Table.

Reset
Click Reset to clear the new settings.

Current VPN User Table
Displays the User ID, User Name, and Selection status.

Delete Selected
Click to delete the selected user profile.

Delete All
Click to delete all the current user profiles.

Reset

Click to clear the selections from the Current VPN User Table.

Apply
Click to accept and save the new settings.

Cancel

Click to clear the new changes.
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Cloud
Services

EnShare
EnRoute
EnTalk

5

0 ® e

EnViewer

Device
Management
L System
&3 Intemnet

Name
Password

Confirm
| Add | | Reset |

Current VPN User Table

Nao. User Name

Select

Delete Selected | | Delete All |

Reset |

&y Wireless 2.4GH=z
6y Wireless 5GHz
& Farental Control
¥ Guest Network
% PG

@ Firewall

Status

Profile Setfing
User Setting

| Apply ||

Cancel |

TIPS

VPN allows you to establish
private connections over
Intarnet as if it is under private
domain. This is especially
useful when you have servers
that are only accessible inside
your private network. For
example, your server is
located under a LAN.
However, there are occasions
that you need to get access fo
it aver the Internet; this is
whare VPN comes into play.
VPN comprises with VPN
server and VPN clisnt. This
router has VPN sarver
embeddead. VPN client is
usually a soffware program
which can be configured fo the
VPN server. Please refer to
the manual for VPN

configuration.
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VPN Wizard

Follow these step to setup a simple VPN connection for the Gateway.

-
Sl Services s ard VPN allows you to establish
~ EnShare etup Wizar private connections over
-~ Internet as if it is under private
@ EnRoute domain. This is especially

useful when you have servers
@ EnTalk that are only accessible inside
~ your private network. For
@ EnViewer example, your server is
locatad under a LAN.
However, there are occasions
VPN Wizard will guide you through the setup process for building a simple jfjigf;]giii:gﬁ;ﬁ“ o
Device VEN connection. where VPN comes info play.
Management VPN comprises with VPN
server and VPN client. This
; System router has VPN server
embadded. VPN client is
&3 Internet usually a soffware program

which can be configured to the
VPN server. Please refer to
the manual for VPN
configuration.

) Wireless 2.4GHz
¢4y Wireless 5GHz
& Farental Control
¥ Guest Network
% IPvE

@ Firewall

Status

| Next |

Profile Setfing

User Setting

Wizard
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1. Enter the VPN Policy name you wish for the VPN connection. Click Next to continue, Back to return to the previous

setp, or Cancel to cancel the VPN Wizard setup.

Step1: VPN Policy Name

Please enter the policy name

VPN policy name

Name (eg.Office VFN)

| Back || Next | Gancel |
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VPN Policy is a record which
kesps VPN ssttings for a
particular VPN connection.
You can give a meaningful
name to it. You can have up fo
5 policies.



2. Select the VPN connection type you wish to utilize. Your options are:; IPSec, L2TP over IPSec, L2TP, and PPTP. Click
Next to continue, Back to return to the previous setp, or Cancel to cancel the VPN Wizard setup.

TIPS

. VPN aliows you to establish
Step2: VPN Connection Type private connections over

Internet as if it is under private
Please choose VPN connection type domain. This is especially
useful when you have servers
that are only accessible inside
your private network. For

* [PSec ) ; d example, your server is
Choose this r_f you are using other 3" oot e = AN,
party VPN client software,or gateway However, there are occasions
. . " that you need fo gef access to
L2TP over IPSec Choosn? this if you are using Windows it over the Intemet- this is
VPN client for connection where VPN comes into play.
VPN comprises with VPN
L2TP Choose this if you are using L2TP client server Emﬁ VPN client This
for connection router has VPN server
L i i embedded. VPN chent is
PPTP Choose this if you are using PPTP client usually a soffwars program
for connection which can be configured fo the

VPN server. Please refer to
the manual for VPN
configuration.

| Back || Next | Cancel |
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3. Select the VPN IPSec mode. Your options are Client to Site or Site to Site. Click Next to continue, Back to return to
the previous setp, or Cancel to cancel the VPN Wizard setup.

TIPS

Step3: VPN IPSec Mode VPN allows you to establish

private connections over
Internet as if it is under private
Please choose the IPSec Mode domain. This fs especially
useful when you have servers
that are only accessible inside
your private network. For
example, your server is
located under a LAN.

However, there ars occasions
* Client to Site Choose this if you are setting up for that you need to get access 1o

Telwork or home to office connection it over the Internet; this is
where VPN comes into play.
Site to Site Choose this if you are setting up a VPN VPN comprises with VPN
connection between two dedicated VPN server and VPN client. This
router has VPN sarver

sernvers embeddsd. VPN client is
usually a softwars program
which can be configured to the
VPN server. Flease refer fo
the manual for VPN
configuration.

| Back || Next || Cancel |
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4. Enter the shared key for the VPN connection. For security purposes, please choose something unique. Click Next to
continue, Back to return to the previous setp, or Cancel to cancel the VPN Wizard setup.

SA

Shows the Security Association number for the IPSec.

TIPS

. Sharsd key i1z the
Step4: Shared Key PASSWORD for VPN

connection. This password

should be the same among all
Please enter the shared key for the VPN VPN members for this pofiey
setting.

5A ESP-3DES-SHAT
Shared Key

(eg:apple123)

| Back || Next | CGancel |
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5. Click Enable to enable the policy immediately when the Gateway is on. Click Apply to apply the setup configurations to the
Gateway. You have now successfuly setupt a simple VPN connection for the Gatewav.

TIPS

VPN aliows you to establish
Setup Successiully private connections over

Internet as if it is under private
domain. This iz especially
useful when you have servers
that are only accessible inside
your private network. For
example, your server is
located under a2 LAN.
However, there ars occasions
that you need to gef access to
if over the Infernet; this is

¥ Enable this policy immediately. ﬁgeﬁiof;g:qﬁrﬁfpﬁw ’
server and VPN client. This
router has VPN server
embadded. VPN client is
usually a software program
which can be configured fo the
VPN server. Please refer to
the manual for VPN
configuration.

| Back || Apply || Cancel |
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USB Port

The EPG600 is equipped with a USB port for connecting a hard drive so media content can be accessed or transferred to
other devices in the home or devices away from home.

/ ™

Cloud Tips
Services

5 Servi . ; User can use this page o
S EnShare amba Service Enable Disable setup filz sharing fo windows
® EnRoute | Apply || Cancel |

UEers.
@ EnTalk
& EnViewer

@ Device
Management
Ld System

&3 Internet

6y Wireless 2.4GHz
@) Wireless 5GHz
& Farental Control
% (Guest Network
% IPv6

@ Firewall

% VPN

« USB Port

File Sharing

File Server
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File Sharing

The File Sharing function allows you to provide users the ability to share files over the network through the Samba service.
By default this EnShare feature is enabled. To view the File Sharing settings, click USB Port then select File Sharing.

1. Select Enable to enable the Samba Service function.

2. Click Apply to save the new settings, or click Cancel to delete the changes.

TIPS

User can use this page fo
setup file sharing to windows
users.

Samba Service % Enable Disabia

| Apply || Cancel |
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Viewing the File Server

The File Server feature allows you to provide network users FTP access to shared USB stored files. To view the File Server
settings, click USB Port then select File Server.

Enable FTP Service
Select this to enable the FTP service to share files on the USB device

Port Number
Define the port number (default: 21) to open for the FTP service.

Login Timeout
Define the period of inactivity (default: 90) before a user is logged out.

Stay Timeout
Define the lockout period (default: 90) before a user is allowed to attempt a login.

Login User
Define the number of concurrent users to access the service (Max: 20 users)

Share Mode
Define the type of share priviledge: Read/Write or Read only.

Use Anonymous Login
Select this to allow anonymous user logins.
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User Name

Enter the user name to login to the FTP service.

Password

Enter the password to login to the FTP service.

Cloud
Services

5

¥/ Enable FTP Service

& EnShare
@ EnRoute Port Number 29
Login Timeout 90
@ EnTalk
@ EnViewer Stay Timeout 90
Login Users 5 (WMax Users © 20)

Share Mode ReadWrite ¥
Device
Management

A System ¥ Use anonymous login

& Infernet

¢ Wireless 2.4GHz
¢t Wireless 5GHz
& Parental Control
¥ Guest Network
% PV

@ Firewall

« VPN

< USB Port

File Sharing

FTFP Remote Access Enable '® Disable

File Server

Apply ||

Cancel |

TIPS

User can use FTP sarver fo
share USE storage's files in
the networks.

FTP Remote Access

To access the Internal FTP
Server from the remote side.
The function defaulf is
disablad.
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Guest Account

The guest account page allows you to configure an account for visitors to access the network while bloacking access to
folders to protect sensitive or make unauthorized changes to the network. There is only one “Administrator” user who can
access all folders on the network. The Guest Account is only available for USB related file sharing functions (EnShare, File
Sharing and File Server). Click to enable or disable the Guest Account feature.

Login Name
Enter the login name you wish to use for the guest account. o
g EZV:;WS,- New Password
Old Password T Syeem Apply Cancel

& Intemet

. W Wireless 2.4GHz
Enter the old password you wish to use for the guest account.  [w weessew

& Parental Control
W Gusst Network

% IPvE

@ Firewall

® VPN

New Password

File Sharing

File Server

Enter the new password you wish to use for the guest account. |me=s=s

niwa

Repeat New Password

Enter the new password again for verification.

Guest Folder Name

Enter a name you wish to use for the guest folder.
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Viewing DLNA

The DLNA Media Server feature allows you to transfer photos, music, and video between networked devices through the
EPG600. To view the DLNA settings, click USB Port then select DLNA.

1. Select Enable to enable the DLNA Media Server function.
2. In the Share Folder Name, enter the hame of the shared folder.

3. Click Apply to save the new settings, or Cancel to clear the changes.

e

TIPS
@ EnTalk

The media server allows user

@ EnViewer ¢ Enable DLNA Medlia Server sharing multi media files on
local networks
Share Folder Name video
Device Apply Cancel
Management
H System
&3 Infernet

G Wireless 2.4GHz
G Wireless 5GHz
& FParental Control
%  Guest Network
% IPvE

@ Firewall

« VPN

& USB Port

File Sharing

File Server

Guest Account

DLNA

8= Advanced
% Tools

h.
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Advanced Network Settings

NAT Setup

Network Address Translation (NAT) allows users on the LAN to access the Internet through a single public IP Address or
multiple public IP Addresses. NAT provides firewall protection from hacker attacks and allows for mapping LAN IP addresses
to WAN IP addresses with key services such as websites, FTP, and video game servers. To view the NAT settings, click
Advanced then select NAT.

NAT

Click to enable or disable the NAT feature. ;@’

Network Turbine o B
Click to enable or disable the network turbine. =

& Parental Control
¥ Guest Network
Click Apply to save the settings or Cancel to discard changes. 5+

« VPN

8= Advanced
NAT

" Note: The network turbine is designed to improve the
5 Gateway's performance. There is about 20~30% improve-
s ment when the network turbine is enabled.

Internet connection. Disable the network turbine function
Smm=== if you experience connection issues.

’- Note: The network turbine may cause problems with the
»
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Port Mapping Setup

Port Mapping allows you to redirect a particular range of service port numbers from the WAN to a particular LAN IP address.
To view the Port Mapping settings, click Advanced then select Port Mapping.

Enable Port Mapping
Click Enable Port Mapping to activate port mapping.

Description

Enter notes or details about the mapped port range configuration.

Local IP
Enter the local IP address of the server behind the NAT firewall.

Protocol
Select the protocol to use for mapping from the following: TCP,
UDP, or Both.

Port Range
Enter the range of ports to be forwarded.

WG bervices
& EnShare

® EnRoute
@ EnTalk
@ EnViewer

@ Devics
Management
L3 System

& Internet

€@ Wireless 2.4GHz
) Wireless 5GHz
& Parental Control
3¢ Guest Network
% IPvG

@ Firewall

« VPN

«& USB Port

NAT

Port Mapping

Enable Port Mapping
Description

Local IP

Protocol Both v

Port Range

Add Reset

Current Port Mapping Table

No. Description

Delete Selected Deleta All

Local IP

Reseat

Type

Port Range

Apply

Local IP:
The Local IP is the internal IP
addless of the device which
requires & forwarded port o
ports.

Protocol:
Select TCP, UDP or Both as
the protocal of the port to be
forwarded.

Select

Cancel

Click Add to append a new device to the list or Reset to discard changes.
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Current Port Mapping Table

Displays a list of mapped port ranges in use on the network.

No. (Number)

The sequence number of the mapped port range.

Description

Notes or details about the mapped port range.

Local IP

Shows the IP address of the server for the mapped port
range.

Type
The protocol used to communicate with the WAN ports and
LAN server.

Port Range

Shows the range of mapped ports.

Select

Indicates the device(s) that can have actions performed on
them.

Click Delete Selected to remove selected devices from
the list. Click Delete All to remove all devices form the list
or Reset to discard changes. Next, click Apply to save the
settings or Cancel to discard changes.

Enable Port Mapping
Cescription
Local IP
Protocol Both ¥

Fort Range ~

| Add | | Reset |

Current Port Mapping Table

M. Description Local IP Type Port Range Select

| Delete Selected | | Delete All | | Reset |

| Apply || Cancel |
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Port Forwarding Setup

Port forwarding enables multiple server applications on a LAN to serve clients on a WAN over a single WAN IP address. The
Gateway accepts incoming client packets, filters them based on the destination WAN, or public port and protocol and forwards
the packets to the appropriate LAN, or local port. Unlike the DMZ feature, port forwarding protects LAN devices behind the

firewall. To view the Port Forwardung settings, click Advanced then select Port Forwarding.

Enable Port Forwarding

Click Enable Port Forwarding to activate port forwarding.

Description

Enter notes or details about the forwarded port
configuration.

Local IP

Enter the local IP address of the server behind the NAT
firewall.

Protocol

Select the protocol to use for mapping from the following:
TCP, UDP or Both.

Local Port
Enter the LAN port number that WAN client packets will be

forward to.

Public Port

Enter the WAN port number that clients will send their

packets to.

Click Add to append a new configuration to the table or

Reset to discard changes.

@ EnTalk

@ EnViewer

Device
Management

L1 System

& Internet

4y Wireless 2.4GHz

4y Wireless 5GHz

& Parental Control

¥ Guest Network

% 1P
@ Firewall

Advanced

oMz

DoS
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Enable Port Forwarding
Description
LocalIP

Pratocol Baoth ¥

Local Port
Public Port

Current Port Forwarding Table
No. Descril ption Local IP

Delete Selected Delete All

Local Port  Type

Resef

t

PublicPort  Select

Apply Cancel

TIPS

Firewall automatically detects

and Denial of Service

cks. URL blocking,
ind SPI

ring ar
tateful Packst Inspection)
are ported. The
hackers attack wil be recorded
associated with fimestamp in
the security logging area.




Current Port Forwarding Table

This section shows the current port forwarding table configurations for the Gateway. Click Delete Selected to remove
selected devices from the list. Click Delete All to remove all devices form the list or Reset to the discard changes. Next, click
Apply to save the settings or Cancel to discard changes.

Current Port Forwarding Table

M. Cescription Lacal IP Local Port Type Public Port Select

| Delete Selected | | Delete All | | Reset |

| Apply || Cancel |
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Port Triggering Setup

Some applications, such as online games, videoconferencing, and VolP telephony, require multiple ports for inbound and
outbound traffic. If an application requires simultaneous use of incoming and an outgoing ports, you can configure port
triggering to map a local port or range of ports to a specific public port. Sending packets out over the local port triggers the
Gateway to open an incoming local port that is mapped to the same public port and application as the outgoing local port(s).
The local application can communicate over the incoming and outgoing ports without the need for creating a fixed address.
To view the Port Triggering settings, click Advanced then select Port Triggering.

Enable Port Triggering
Click Enable Trigger Port to activate port triggering.

Description
Enter notes or details about the port triggered configuration.

Popular Applications
Select a default application or add a new one.

Trigger Port
Enter the application’'s outbound port number(s).

Trigger Type

Device
Management

System

@0

Internet

Wireless 2.4GHz
Wireless 5GHz

Parental Control

Guest Network

1PvE

Firewall
VPN
USB Port

NAT

bl @K X e

Port Mapping

Port Forwarding

Port Triggering
ALG

upnpP

IGMP

Enable Trigger Port
Dascription
Popular Applications
Trigger Port ~
Trigger Type Both v
Public Port

Public Type Both v

Add Reset

Current Trigger-Port Table
No. Trigger Port  Trigger Type Pubiic Port

Delete Selected Delete All Reset

T Add

Public Type  Name  Select

Apply

Cancel

ublic Port:
This is the inbound {incom
port for the selected
application.

Select the protocol to use for port triggering from the following;

TCP, UDP, or Both.
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Public Port
Enter the inbound port(s) for the application in the following format: 2300-2400 or 47624.

Public Type
Select the protocol you wish to use for the inbound port from the following: TCP, UDP, or Both.

Click Add to append a new configuration to the table or Reset to discard changes.
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Current Port Triggering Table

This table shows the list of current port triggering configurations. Click Delete Selected to remove selected devices from the
list, Delete All to remove all devices form the list, or Reset the discard changes. Click Apply to save the settings or Cancel to
discard changes.

Current Trigger-Port Table

Mo, Trigger Port  Trigger Type Fublic Port Fublic Type MName  Select

| Delete Selected | | Delete All | | Feset |

| Apply || Cancel |
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ALG Setup

The Application Layer Gateway (ALG) serves as a window between correspondent application processes so that they may
exchange information on an open environment. To view the ALG settings, click Advanced then select ALG. Select the listed
applications that need ALG support to have the Gateway authorize them to pass through the NAT Gatewav.

Click Apply to save the settings or Cancel to discard changes.

Cloud TIPS
Services

5

infi The ALG (Application Layer
EnShare Description Select Gafeway) serves the purpose
TFTP of a window bem-egn )
EnRoute correspondent application
IPsac processes so that they may
EnTalk axchange information on the
FTP open environment.

0@ |e|

EnViewer

SIP

] RTSP
O Device
. Management Apply Cancel

System

Internet
Wireless 2.4GHz
Wireless 5GHz

Parental Control

Guest Network
IPvE

Firewall
VPN
USB Port

NAT

bl ® X X |2 2@
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UPnP Setup

Universal Plug and Play (UPnP) helps internet devices such as gaming and videoconferencing to access the network and
connect to other registered UPnP devices. UPnP is designed to support zero-configuration, “invisible” networking, and
automatic discovery for a range of devices from a wide range of vendors. With UPnP, a device can dynamically join a
network, obtain an IP address and learn about the presence and capabilities of other devices automatically. Devices can the
subsequently communicate with each other directly. To view the UPnP settings, click Advanced then select UPnP. Click to

enable or disable to activate or deactivate the UPnP feature.

Click Apply to save the settings or Cancel to discard changes.

-
Cloud
Services

EnShare

EnRoute
EnTalk

UPnP * Enable Disable

0@ o0

EnViewer

Device
Management

System

@ {0

Internet
W Wireless 2.4GHz
W Wireless 5GHz

Parental Control

Guest Network
IPvE

Firewall

VPN

USB Port

AT

b @ KX

=

| Apply || Cancel |

TIPS

Universal Plug and Play is
designed fo support zero-
configuration, "invisible”
networking, and automatic
discovery for a range of device
from a wids rangs of vendors.
With UPnF, a devies can
dynamically join a netwerk,
obtain an IF address and learm
about the presence and
capabilifies of ather davices all
automatically. Devices can
subsequently communicate
with each other directly.
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IGMP Setup

Internet Group Multicast Protocol (IGMP) is a network-layer protocol used to establish membership in a multicast group. To
view the IGMP settings, click Advanced then select IGMP. Click to enable or disable to activate or deactivate IGMP for the
Gateway. Click Apply to save the settings or Cancel to discard changes.

" Note: Disabling the Multicast function may cause IP based multimedia
devices, such as an IP-STB or OTT box, to lose connectivity with the

* media streaming server.

Cloud TIPS

Services 1GMP (Internst Group
EnShare Multicast Protocol) is a

: ) network-layer protocol used to
EnRoute Multicast ® Enable | Disable establish membership in a

Multicast group.

5

Multicast Settings

EnTalk | Apply || Canecel |

0 @0

EnViewer

Device
Management

System

Infernet
Wireless 2,4GHz
Wireless 5GHz

Parental Control

Guest Network
IPvB

Firewall
VPN

USB Port
8= Advanced

AT

| EACACE AL A kR

=
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QoS Setup

Quality of Service (QoS) can prioritize bandwidth use such as video streaming, online gaming, VVoIP telephony and
videoconferencing to ensure stable and efficient network performance. To view the QoS settings, click Advanced then select
QosS.

Total Bandwidth Settings

Uplink
Select the maximum bandwidth speed for outbound traffic.

Downlink
Select the maximum bandwidth speed for inbound traffic.

Note
Click Disabled if you do not wish to prioritize any data or protocol.

@ Cloud TIPS,
Services -
i ) Priority Queue:
& EnShare Total Bandwidth Settings As a feature of Quality of
Uplink Full v

® EnRoute
@ EnTalk
@ EnViewer

Downlink Full ~

Qo8 Priority Queue ) Bandwidth Allocation ® Disabled

Devi S ou
@ Management (A [ Ganoot | A

protocol

Ld System
Local IP Range:

& internet his is the intemmal [P address

range of the computers with

6y Wireless 2.4GHz QoS enabled

Wireless 5GHz

Parental Control

Guest Network

IPv6

Firewall
VPN
U8B Port

8= Advanced
NAT

&l |@ KK 2
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Priority Queue
Set network resource usage based on specific protocols or port ranges. Incoming packets are processed based on the protocols’

position within the queue.

Unlimited Priority Queue

Local IP Address
Enter the local IP address of a device on the network. This device's activity is not restricted by the QoS feature.

High/Low Priority Queue
Specify the priority for different protocols. Additional protocols and port ranges can be added.

Click Apply to save the settings or Cancel to discard changes.

Unlimited Priority Queue

Local IP Address Description
The IP address will not be bounded in the
Qo3 limitation
High/Low Priority Queue
Protocol High Priority  Low Pricrity Specific Port
FTP . 20,21
HTTF . g0
TELMET . 23
SMTP . 25
POP3 . 110
Mame . Both ~
Mame . Both ¥ =
Mame . Both * =

Apply Cancel
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Bandwidth Allocation

From here you can set network resource usage for inbound and outbound traffic based on local IP and port ranges.

Type
Select Download or Upload to specific the direction of packet QoS eriorty Gusus ® Bangwicth Alocation © Disabies
traffic.

Type Download T

Local IP range -
Local IP Range Protocal ALL v
Enter the local IP range of the current configuration. PortRange -

Folicy Min ¥

Rate(bps) Full w
Protocol

| Add | | Reset |

Select the protocol to manage for the current configuration.
Current QoS Table

Mo, Type Local IP range  Protocol Port Range Policy Rate(bps) Select

Port Range | Delete Selected | | Delete Al | | Reset |
Enter the local port range of the current configuration. | Apply || Cancel |

Policy
Select Min or Max to specify the type of configuration policy.

Rate (bps)
Select the bandwidth rate in bits per second (bps) of the current configuration.

Click Add to save the settings and list the configuration in the Current QoS table or Reset the discard changes. Click Apply to
save the settings or Cancel to discard changes.
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Routing Setup

Typically, static routing does not need to be setup because the Gateway has adequate routing information after it has been
configured for Internet access. Static routing is only necessary if the Gateway is connected to a network under a different set
of subnets. To view the routing settings, click Advanced then select Routing.

Enable Static Routing
Enable Static Routing Hops

Click Enable Static Routing to activate the feature. Enter the maximum number of hops within the static routing
that a packet is allowed to travel.

Note: To enable a static routing, NAT must be disabled. If the Gateway is connected with a network under the different

subnet, the routing setup allows the network connection within two different subnets.

Destination LAN IP

Enter the LAN IP address of the destination device. Interface

Select LAN or WAN as the interface.

Subnet Mask
@Cloud TIPS
. . . Services
Enter the Subnet mask of the destination device. & Endhars it
® EnRoute Desfination LAN 1P allows the network connectiol
@ T Subnet Mask in two different subnets.
< inati .
© EnViener Defauit Gateway S LA I s of
Hops the desi .
Default Gateway @ e
Management | Add | | Reset |
H H L System .
Enter the default Gateway IP address for the destination e
No. Destination LAN IP Subnet Mask ~ Default Gateway —Hops interface  Select and Subnet.
. €y Wireless 2.4GHz
de\“ce, @) Wireless 5GHz [ Delote Selected | ( Deleie Al | [ Resst | e e maximum number
& Parental Control | Apply | | Cancel | S:;ZT:;;::::E%&::’:?
%R Guest Network
’( IPvE
@ Firewall
w VPN
< USB Port
8= Advanced
NAT
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Current Static Routing Table

Click Add to save the settings and list the configuration in the Current Static Routing table or Reset to discard the changes.
Click Delete Selected, Delete All to remove devices from the table, or Click Reset to stop. Click Apply to save the settings or
Cancel to discard changes.

Current Static Routing Table
Mo, Destination LAMN P Subnet Mask Default Gateway Hops Interface 3Select

| Delete Selected | | Delete All | | Feset |

| Apply | | Cancel |
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Wake on LAN Setup

Wake on LAN setup (WOL) allows the administrator to activate a computer over the network. To view the WOL settings, click
Advanced then select WOL.

Enabling WOL over WAN
Click Enable WOL over WAN to activate the feature.

Server Port
Enter the server port of the device to activate.

Wake MAC Address
Enter the MAC address of the device to activate.

Click Start to activate the device. Click Apply to save the settings or Cancel to discard changes.

Services Enable WOL over WAN Wake o LAN (WOL) is a way
10 switch on a computer that is
EnShare o

Server Port 9 connected to a network. Ye
EnRoute uter

EnTalk

O®el®

EnViewer Wake On LAN

Wake MAC Address | Start |

Device -
Management | Apply || Cancel |

System

internet
Wireless 2.4GHz
Wireless 5GHz

Parental Control
Guest Network
IPvE

Firewall
VPN
USB Port

NAT

@ XX |z
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Tools Setup

Configuring the Administrator Account

From here, you can Change the Gateway's system password as well as setup a device to remotely configure the settings.To
view the Admin settings, click Tools then select Admin.

Login Name
Keep or change the existing login name.

Old Password
Enter the existing administrator password.

New Password
Enter the new administrator password.

Repeat New Password
Re-type the new administrator password.

Graphical Authentication
Enables or disables CAPTCHA authentication.
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Remote Management

Host Address

’ Note: To access the settings of the EPG600 remotely,
Enter the designated host IP Address.

enter the Gateway's WAN IP address and port number.

Port

Enter the port number for remote accessing of the management

web interface. The default number is: 8080.

Enable

Select to enable remote management.

Click Apply to save the settings or Cancel to discard changes.

-
m Cloud TIPS
Services You can change the password
~ f that you use to access the
=~ EnShare Login Name admin router, this 1z not your ISP
® EnRoute Ol Password account passiord.
Graphical Authentication
@ EnTalk New Password Enable this feature to have
@ EnViewer Repeat New Password I;)APTCHA login in the router
ogin page.
EnShare Setvice Portal
Devi Graphical Authentication Enable ® Disable EnShare service port: The
Me'"ce . default EnShare service port is
anagemen port 80 and port 10000, but the
service port can be changed
b System EnShare Service Portal when s biocked by the ISP or
user owned demand.
& Internet The EnShare Seivice supports
- EnGenius Service Port 10000 the following functions:
o) Wireless 2.4GHz Router Management
- Router Management Port Host Name: Leave this field
6 Wireless 5GHz blank to allow any host to
Host Address port Enable perform remote management.
& Farental Control Otherwiss, specify a Host
0.0.0.0 3080 » Address to allow only one host
¥ Gusst Network to access remote management
on the router.
K IPve Note: port: This is the port used
y for Router remote
@ Firewall To login the EnGenius service through the port 80 or port 10000 management The dafault port
Port range: 10000~65000 Is 8080.
u VPN Enable checkbox: By
enabling the remote
& USB Port Example: management, usars can
EE Advanced hitp:#/1dcefe.engeniusddns.com:10000 or hitp.//1dcSefe.engeniusddns.com ;ﬁ;;;;zg?;:::sfm
T A e Foute ting.
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System Time Settings

Change the system time of the EPG600 and setup automatic updates through a network time (NTP) protocol server or
through a computer. To view the Time Settings, click Tools then select Time.

Synchronizing with an NTP Server

Time Setup
Select how the Gateway obtains the current time.

Time Zone
Select the time zone for the Gateway.

NTP Time Server
Enter the domain name or IP address of an NTP server.

Enabling Daylight Savings
Click to enable or disable daylight savings time.

Start Time

Select the date and time when daylight savings time starts.

End Time
Select the date and time when daylight savings time ends.

Click Apply to save the settings or Cancel to discard changes.

Cloud
Services
& EnShare
® EnRoute

@ EnTalk
@ EnViewer

Device
Management
L System
& Infernet

W Wireless 2.4GHz
49 Wireless 5GHz
& Parental Control
W Guest Network
% iPve

@ Firewall

« VPN

« USB Port

8= Advanced

—

Time Setup Synchronize with the NTP Server

Time Zona (GMT+08 00)Beijing, Hong Kang

NTP Time Server pool.ntp.org

Enable Daylight Saving
Start Time January v|[1st ¥ Sun v| [12am ¥
End Time January MR Sun v | [12am v

Apply
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Synchronizing with a Computer

From here, you can setup the date and time syncronization on the EPG600 with a computer. To synchronize date and time
settings with a computer, please follow these steps:

1. Select Synchronize with PC (computer) from the Time Setup dropdown list. The date and time values are shown in the PC
Date and Time text field.

2. Click Prev to return to the previous screen, Apply to save the settings, or Cancel to stop the procedure.

-
@ Cloud TIPS
Services NTP Time Server:

Time Setup Synchronize with PC v
—~ Enter the address of the
S EnShare Network Tim Protocol (NTF)
® EnRoute PC Date and Time 10/27/2014, 4:03:36 PM Server fo automatically
synchronize with a time server
EnTalk . i on the Internet.
@ Enable Daylight Saving
© Enviewer Start Time January v||[1st ¥ Sun Y| |[12am ¥
End Time January v||[1st ¥ Sun Y| |12am ¥
Device
Management | Apply || Cancel |
L4 System
& Internet

Wy Wireless 2.4GHz
W Wireless 5GHz
& Parental Control
% Guest Network
% PV

@ Firewall

% VPN

« USB Port

8= Advanced

.
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Unique Identifier (UID)

From here, you can configure the Unique Identifier (UID) settings for the EPG600. The UID is an EnGenius proprietary feature
that allows Gateways to be connected by EnGenius mobile apps regardless if they is situated behind another Gateway or not.
This is accomplished through the implementation of NAT passthrough. Under the Tools section, click on UID/DDNS. Please

follow the steps below to setup your UID login:

1. Click the bubble to enable the UID/Dynamic DNS feature.

2. Click the Use Default UID/EnGenius DDNS Services bubble to automatically receive a static domain name for a dynamic IP

address.

3. Enter an Alias DDNS name and click Availability Check to see if the name is free or in use.
4. Select the Refresh Time interval. This will refresh the UID/DDNS service based on how often you specify.

5. Click Apply to save the configuration.

Default UID
Displays the default UID in use.

UID Status
Displays the current connection status for the UID service.

Default DDNS Name
Displays the default name for the DDNS address.

Alias DDNS Name

The common name for the DDNS address. Similar to how a
URL is easier to remember than an IP address, but represent
the same destination.

Refresh Time

Specifies how often the UID/DDNS service will refresh. Your
options are: 24 hr, 12 hr, 9 hr, 6 hr, and 3 hr increments.

DDNS Status
Displays the current connection status for the DDNS service.

UID/Dynamic DNS * Enable Disable

*' Using Default UID/EnGenius DOMNS Services

Default UID 0111158
LD Status Connected
Default DOMNS Mame 0111159 engeniusddns.com

Alias DDOMNS Mame -.engeniusddns.com

Availability Check
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DDNS Setup

The most common use for Dynamic Domain Name Service (DDNS) is in allowing an Internet domain name to be assigned
to a computer with a varying (dynamic) IP address. This makes it possible for other sites on the Internet to establish
connections to the machine without needing to track the IP address themselves. To view the DDNS settings, click Tools

then select UID/DDNS.

Use Other DDNS Services

Click to enable or disable alternate DDNS services for the EPG600.

Server Address

Select the server address. Your options are: 3322 (qdns), DHS,

DynDNS, Zone Edit, or Cyber Gate

Host Name
Enter the host name.

Username

Enter a username for the host service.

Password

Enter a password for the host service.

Cloud
Services

& EnShare

® EnRoute

@ EnTalk

@ EnViewer

Device
Management

L1 System

& Internet

4y Wireless 2.4GHz

4 Wireless 5GHz

& Parental Control

¥ Guest Network

% iPvE

@& Firewall

« VPN

« USB Port

8= Advanced

UID/Dynamic DNS ® Enable " Disable

® Using Default WD/EnGenius DDNS Services
Defauit UID 1dcGefe
UID Status Connacted
Default DDNS Name  {dcBefe engeniusdans.com
Alias DDNS Name e600demo Lengeniusddns.com
Availability Check
Refresh Time 24HR
DDNS Status Connect ted
Use Other DDNS services
Server Address 3322(qdns) v
Host Name
Username

Password

Apply Cancel

TIPS

Click Apply to save the settings or Cancel to discard changes.
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The EnGenius DDNS feature is easy to use:

1. Users can find the default DDNS value under the device label.

2. The DDNS service is free.

3. The DDNS name can be changed to a custom name if you wish.

Cynamic DMNS * Enable Dizable

* Default EnGenius DDMES service
Default DOMNS Mame 07788ed.engeniusddns.com

Comain Mame .engeniusddns.com

| Check Available|

Refresh Time Z4dHR v

Status Cisconnected
LIse Other DDMNS services

Server Address 3322(qdns) ¥
Host Mame
Llsername

Passwaord

| Apply | Cancel |
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Diagnosis

The Diagnosis feature allows the administrator to verify that a client device is available on the network and is accepting
request packets. If the ping results return “alive”, it means a device is connected. Please note that this feature does not work
if the target device is behind a firewall or has security software installed. To view the Diagnosis settings, click Tools then
select Diagnosis.

Diagnosing a Network Connection Problem

Address to Ping
Enter the IP address of the device you wish to ping.

Ping Frequency
Select the interval, in seconds that the ping message is to be sent out.

Click Start to begin the diagnosis.

@ Cloud TIPS
Services ) This feature allows you to Ping
S EnShare Address te Ping Start e other devi

is r
® EnRoute Ping Result
@ EnTalk
& EnViewer

Device
Management

System

@0

Internet
Wireless 2.4GHz
Wireless 5GHz

Parental Control

Guest Network
1Pv6

Firewall
VPN
U8B Port

8= Advanced

—

LI -2 L
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Upgrading The Gateway’s Firmware

Firmware is the Gateway's system software that operates and allows the administrator to interact with it. To view the
Firmware settings, click Tools then select Firmware.

WARNING! Upgrading firmware through a wireless connection is not recommended. Firmware upgrading must be performed while
connected to an Ethernet (LAN port) with all other clients disconnected.

To update the firmware version, please follow these steps:

Manual Firmware Upgrade:

1. Download the appropriate firmware approved from an EnGenius web site such as www.engeniustech.com. See the
Downloads tab on the product page for this product. For new products, new firmware may not be readily available.

2. Click Choose File.
3. Browse the file system and select the firmware file.
4. Click Apply.

Cloud TIPS

Services .
S EnShare Firmware
® EnRoute

@ EnTalk
@ EnViewer You can upgrade the firmware of the router in this page. Ensure, the firmware you want to use is
on the local hard drive of your computer. Click on Browse to browse and locate the firmware to be

Manual Firmware Upgrade

used for your update.

Device File Upload:| Choose File | No file chosen
Management

Appi Gancel
System | Aoy | ncel |

@D

Internet

Wireless 2.4GHz
Wireless 5GHz Auto Firmware Upgrade & Enable Disable

Parentai Control

Guest Network

IPvE

Firewall
VPN
USB Port

b @0k (X

8= Advanced

—
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Auto Firmware Upgrade:

Enable the Auto Firmware Upgrade function, and the latest update firmware information will be shown. Click Release Note

to check the update details and click Upgrade to proceed the firmware upgrade immediately.

' WARNNING!Do not turn off the device in the middle of upgrade process. Terminating the device during the
= process will damage the device and may cause the device to fail.

-
Cloud
Services

EnShare

EnRoute
EnTalk

O ® e

EnViewer

Device
Management

System

Internet
Wireless 2.4GHz
Wireless 5GHz

Parental Control

(Guest Network
IPvE

Firewall
VPN

USB Port
Advanced

X HHEIEAC TSt ILAET IR

Tools

Firmware

Manual Firmware Upgrade

You can upgrade the firmware of the router in this page. Ensure, the firmware you want to use is
on the local hard drive of your computer. Click on Browse to browse and locate the firmware to be
used for your update.

File Upload:| Choose File | No file chosen

Apply | | Cancel

Auto Firmware Upgrade & Enable Disable

TIPS

Firmware is the core-function
software that runs on your
router. Usually, you are not
required to upgrade your
firmwars. This section allows
you fo upgrade firmware
refeased on EnGenius official
web site. Warning: upgrading
firmware under unstable
environment may damage the
dewvice and result in
malfunction. DO NOT upgrade
firmware wirelessly to avoid
accidental interference or
disconnaction during the
process. It is always safer to
upgrade firmware over
Ethernst (LAN port) with all
other clients disconnected.

192




Backing Up The Gateway's Settings

Save your current Gateway's settings as a configuration file on your computer. To view the Back-up settings, click Tools then
select Back-up.

Backup Settings
Click Save to save the current configuration on the Gateway to a *.dIf file.

Restore Settings

To restore saved settings, follow the steps below:

1. Click Choose File.

2. Browse the file system for location of the settings file (*.dIf).
3. Click Upload.

Services You can kesp multiple settings

Backup Settings Save i
= EnShare P g by saving the current setfings

to a configurafion file on your
Choose File | No file chosen Laptop or PC.
© EnRoute Restore Seltings 'ﬁ' oo
LR Backup Settings:
@ EnTalk Save the file to your Laptop or
& EnViewsr =

Restore Settings:
Click {Browse] to lpad the

. configuration file saved

I\Dﬂ:\::;emenl previously
L System
& Internet
¢ Wireless 2.4GHz
¢ Wireless AGHz
& FParental Control
¥  Guest Network
¥ PvE
@ Firewall
« VPN
« USB Port

8= Advanced

.
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Reset to default / Reboot the Gateway

This feature allows you to reboot the Gateway in the event of a system hangup or other disruption to the network. To view
the reset settings, click Tools then select Reset. Click Apply to reset the device.

Restoring to the Gateway's Factory Default Settings
Click Reset to restore the EPG600 to its factory default settings.

4 ™
[cloiid Jau -
Services All the devices seitings will be restore ta the factory default. Please remember to back-up all your settings before to This feature allows you to
s EnShare reset the device. reboot the router. If you
encounter any unstable
connection you may resolve it
@ EnRoute | Reset to Default | by resetting the device to
@ EnTalk release all the occupied
- In the event the system stops responding correctly or stops functioning, you can perform a reset. Your settings will not system resource.
©@ EnViewer be changed. To perform the reset, click on the "Reboot the Device” bution.
| Reboot the Device |
Device
Management
Ld System
&3 Internet

6y Wireless 2.4GHz
¢ Wireless 5GHz
& Parental Control
¢ (Guest Network
% IPv6

@ Firewall

« VPN

& USB Port

8= Advanced

,
vy
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Glossary

Gateway

nternet of Things

EnGenius
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6to4

6to4 allows IPv6 packets to be transmitted over an IPv4 network.

ACL

The Access Control List specifies which users or processes are granted access to objects, as
well as which operations are allowed.

Access Point Mode

In Access Point mode, the EPG600 allows wireless devices to connect to a wired network
using Wi-Fi, or other related standards. You can choose to have the Gateway associate only
with certain iterations (IEEE standards) and by doing so this will either positively or negatively
affect the Gateway's speed and throughput performance.

ALG Application Layer Gateway serves as a window between correspondent application processes
so that they may exchange
information on an open environment.

Backup A clop¥ of a set of files made for replacement purposes in case the original set is damaged
or lost.

Bandwidth Bandwidth refers to the information-carrying capacity of a network or component of a
network expressed in bits per second.

Bit Rate The rate at which bits are transmitted or received during communication, expressed as the
number bits in a given amount of time, usually one second.

Boot A computer's startup operation.

Community String

A text string that acts as a password and is used to authenticate messages sent between
a management station and a Gateway containing a SNMP agent. The community string is
sent in every packet between the manager and the agent.

Default Gateway

A Deafult Gateway is the device that passes traffic from the local subnet to devices on oth-
er subnets. It is usually the IP address of the Gateway to which your network is connected.

DHCP The Dynamic Host Cnfiguation protocol is used for dynamically distributing network config-
uration parameters, such as IP addresses for interfaces and services.

Dial Plan A Dial Plan establishes an expected sequence of digits dialed on subscriber devices, such as
telephones, in private branch exchange (PBX) systems, or in other telephone switches.

DDNS Dynamic Domain Name Service (DDNS) allows for an Internet domain name to be assigned to a
computer with a varying (dynamic) IP address.

DLNA The Digital Living Network Alliance DLNA is a nonprofit collaborative trade organization
that is responsible for defining interoperability guidelines to enable the sharing of digital
media between multimedia devices. Some HDTVs, Gaming Consoles, and other media devic-
es adhere to DLNA guidelines.

Diagnostic A test or the data from a test which indicates the condition of thestate of a computer or

network’s health.
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DMZ

A Demilitarized Zone allows unrestricted two-way Internet access for Internet applications
such as online video games to run from behind the NAT firewall. DMZ allows the Gateway to
redirect all packets going to the WAN port IP address to a particular IP address on the LAN.

DNS

A Domain Name System is a hierarchical distributed naming system for computers, services,
or any resource connected to the Internet or a private network. This allows the recognition
of domain names such as www.yahoo.com instead of 98.139.183.24, which is more difficult to
remember.

Domain

A portion of the spanning hierarchy tree that refers to general groupings of networks
based on organization type or geography.

DoS

Denial of Service is an interruption in an authorized user’s access to a computer network
and is typically caused with malicious intent. Although the process and targets of a DoS at-
tack vary, it generally consists of efforts to temporarily or indefinitely interrupt or suspend
services of a host connected to a network.

Download

The transfer of a file from a remote computer to a local computer.

DS-Lite

Dual Stack-Lite uses IPv6-only links between the networks while maintaining the IPv4 (or
dual-stack) hosts in a network by encapsulating an IPv4 packet in an IPv6 packet for trans-
port into the provider network.

Dynamic IP

An IP address that is assigned and changed periodically. Dynamic IP addresses can change
each time you connect to the Internet, while static IP addresses are reserved for you stati-
cally and don't change over time.

Encryption

The application of a specific algorithm to data so as to alter the appearance of the data
making it incomprehensible to those who are not authorized to see the information.

Firewall

A Gateway or access server, or several Gateways or access servers designated as a buffer
between any connected public networks and a private network. A firewall Gateway uses
access lists and other methods to ensure the security of the private network.

Firmware

A collection of programmed routines and instructions that is implemented in a computer
chip or similar hardware form instead of a software form. Please check www.engeniustech.
com for firmware updates.

FTP

An application protocol that uses the TCP/IP protocols. It is used to exchange files between
computers/devices on networks.

Gateway

A Gateway is a point in a network that acts as an entry point to another network. In a
corporate network for example, a computer server acting as a Gateway often also acts as
a proxy server and a firewall server. A Gateway is often associated with both a Gateway,
which knows where to direct a given packet of data that arrives at the Gateway,and a
Switch, which furnishes the actual path in and out of the Gateway for a given packet.
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Guest Network

A guest network is a section of an computer network designed for use by temporary visi-
tors. This subnetwork often provides full Internet connectivity, but also strictly limits ac-
cess to any internal Web sites or files.

GUI

Graphical User Interface. User environment that uses pictorial as well as textual represen-
tations of the input and output of applications and the hierarchical or other data structure
in which information is stored.

IGMP

The Internet Group Multicast Protocol is a protocol that provides the means for a host to
inform its attached Gateway that an application running wants to join a specific multicast

group.

IP

The Internet Protocol is a method transmitting data over a network. Data to be sent is
divided into individual and completely independent “packets.” Each computer (or host)

on the Internet has at least one address that uniquely identifies it from all others, and
each data packet contains both the sender’s address and the receiver's address. The
Internet Protocol ensures that the data packets all arrive at the intended address. As IP is
a connectionless protocol, (which means that there is no established connection between
the communication end-points) packets can be sent via different routes and do not need
to arrive at the destination in the correct order. Once the data packets have arrived at the
corlgect gestination, another protocol, Transmission Control Protocol (TCP) puts them in the
right order.

IP Address

An IP address is simply an address on an IP network used by a computer/device connected
to that network. IP addresses allow all the connected computers/devices to find each other
and to pass data back and forth. To avoid conflicts, each IP address on any given network
must be unique. An IP address can be assigned as fixed, so that it does not change, or it can
be assigned dynamically (and automatically) by DHCP. An IP address consists of four groups
(or quads) of decimal digits separated by periods, e.g. 130.5.5.25. Different parts of the
address represent different things. One part represent the network number or address, and
other part represents the local machine address.

IPve

IPv6 provides an identification and location system for computers on networks and routes
that traffic across the Internet.

L2TP

The Layer 2 Tunneling Protocol is used to support VPNs or as part of the delivery of ser-
vices by ISPs.

LAN

A communication infrastructure that supports data and resource sharing within a small area
that is completely contained on the premises of a single owner.

MAC Address

Standardized data link layer address that is required for every port or device that connects
to a LAN. Other devices in the network use these addresses to locate specific ports in the
network and to create and update routing tables and data structures. MAC addresses are 6
bytes long and are controlled by the IEEE.
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MAC Address Filtering

Mac Address Filtering permits and denies network access to specific devices based on a
device's MAC address.

MTU Maximum Transmission Unit. A specification in a data link protocol that defines the maxi-
mum number of bytes that can be carried in any one packet on that link.

NAT Network Address Translation is a methodology of modifying network address information
in Internet Protocol (IP) datagram packet headers while they are in transit across a traffic
routing device.

NTP Sevrer The Network Time Protocol is used for clock synchronization between computer systems.

Packet A discrete chunk of communication in a pre-defined format.

Port Forwarding

Port Forwarding allows remote computers to connect to a specific computer or service
within a private LAN.

Port Mapping

Port Mapping allows you to redirect a particular range of service port numbers from the WAN to
a particular LAN IP address

Port Triggering

Port Triggering lets you map a local port or range of ports to a specific public port. Sending
packets out over the local port triggers the Gateway to open an incoming local port that

Is mapped to the same public port and application as the outgoing local port(s). The local
application can communicate over the incoming and outgoing ports without the need for
creating a fixed address.

PPPoE

Point-to-Point Protocol over Ethernet (PPPoE) is a network protocol for encapsulating PPP
frames inside Ethernet frames. PPPoE can be used to have an office or building-full of users
share a common DSL, cable modem, or wireless connection to the Internet,.

PPTP

A protocol that allows corporations to extend their own corporate network through private
“tunnels” over the public Internet. In this way a corporation can effectively use a WAN as a
large single LAN.

Priority Queue

A Priority queue is a queue where an element with a high priority is served before an ele-
ment with low priority. If two elements happen to have the same priority, they are served
according to their order in the queue.

QoS Quality of service is the ability to provide different priority to different applications, users,
or data flows, or to guarantee a certain level of performance to a data flow. It is espcially
important for applications like multimedia streaming and VolP.

RADIUS Remote Authentication Dial In User Service is a networking protocol that provides central-

ized authentication, authorization, and accounting management for users that connect and
use a network service.
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RAM Random Access Memory. A group of memory locations that are numerically identified to
allow high speed access by a CPU. In random access, any memory location can be accessed
at any time by referring to its numerical identifier as compared to sequential access, where
memory location 6 can only be accessed after accessing memory locations 1-5.

Reboot A user activity where the user starts a computing device without interrupting its source of
electrical power.

Server In general, a server is a computer program that provides services to other computer programs
within the same or other computers. A computer running a server program is also frequently
referred to as a server. In practice, the server may contain any number of server and client
programs. A web server is the computer program that supplies the requested HTML pages or
files to the client (browser).

Gateway A device that determines the next network point to which a packet should be forwarded to
on its way to its final destination. A Gateway creates and/or maintains a special routing table
that stores information on how best to reach certain destinations. A Gateway is sometimes
included as part of a network Switch.

Static IP An IP address that is unchanging. It is more reliable when dealing with VolP, online gaming,
and VPNs.

SSID A Service Set ldentifier is a set consisting of all the devices associated with a WLAN.

Subnet Mask A representation of a user's Internet address where all of the bit positions corresponding to
the user's network and subnetwork id are 1's and the bit corresponding to the user’s host id
are O's.

Throughput Rate of information arriving at, and possibly passing through, a particular point in a network
system.

Time-Out Event that occurs when one network device expects to hear from another network device
within a specified period of time, but does not. The resulting time-out usually results in a
retransmission of information or the dissolving of the session between the two devices

TKIP Temporal Key Integrity Protocol is a stopgap security protocol used in IEEE 802.11 wireless
networking standards used to replace WEP.

(§]])) A Unique Identifier is a unique reference number used as an identifier.

Upload The activity of transferring a file from a user's computer system to a remote system

UPnP Universal Plug n Play is a protocol that permits networked devices to seamlessly discover
each other’s presence on the network.

USB A plug-and-play interface between a computer and peripheral devices, e.g. scanners, printers,

etc.
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VolP

Voice over IP is a technology used for the delivery of voice communications and multimedia
sessions over IP networks rather than a PSTN line.

VPN

A Virtual Private Network creates a secure “tunnel” between the points within the VPN. Only
devices with the correct “key” will be able to work within the VPN. The VPN network can be
within a company LAN (Local Area Network), but different sites can also be connected over
the Internet in a secure way. One common use for VPN is for connecting a remote computer
to the corporate network, via e.g. a direct phone line or the Internet.

VPN Tunnel

VPN Tunneling is a link which connects a network directly to another network. The connec-
tion between the complementary links is called a VPN tunnel VPN comprises with a VPN
server and a VPN client. A VPN client is usually a software program which can be config-
ured to the VPN server.

WAN

A Wide Area Network is a network that covers a broad area over long distances using pri-
vate or public network transports between different LANs, MANs and other localised com-
puter networking architectures.

WDS Mode

Wireless Distribution System Mode is a MAC address-based system enabling the wireless
interconnection of Access Points in an IEEE 802.11 network.

WEP

Wired Equivalent Privacy is a is a security protocol for wireless networks that encrypts
transmitted data.

WLAN

A Wireless LAN is a LAN that links two or more devices using some wireless distribution
method. This gives users the ability to move around within a local coverage area and still
be connected to the network.

WOL

Wake on LAN allows a computer to be turned on or awakened by a network message.

WPA / WPAZ2

Wi-Fi Protected Access and Wi-Fi Protected Access |l are security protocols and security
certification programs used to secure wireless computer networks. They are reccomended
over WEP.
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Federal Communication Commission Interference Statement

This equipment complies with Part 68 of the FCC rules and the requirements adopted by the ACTA. On the bottom of this
equipment is a label that contains, among other information, a product identifier in the format US: SNIITO1BEPGE0O. If
requested, this number must be provided to the telephone company.

The REN is used to determine the number of devices that may be connected to a telephone line. Excessive RENs on a
telephone line may result in the devices not ringing in response to an incoming call. In most but not all areas, the sum of
RENs should not exceed five (5.0). To be certain of the number of devices that may be connected to a line, as determined by
the total RENs, contact the local telephone company. For products approved after July 23, 2001, the REN for this product is
part of the product identifier that has the format US: SNIITOT1BEPG600. The digits represented by 01 are the REN without a
decimal point (e.g., 03 is @ REN of 0.3). For earlier products, the REN is separately shown on the label.

A plug and jack used to connect this equipment to the premises wiring and telephone network must comply with the applicable
FCC Part 68 rules and requirements adopted by the ACTA. A compliant telephone cord and modular plug is provided with this
product. It is designed to be connected to a compatible modular jack that is also compliant. See installation instructions for
details.

If this equipment causes harm to the telephone network, the telephone company will notify you in advance that temporary
discontinuance of service may be required. But if advance notice isn't practical, the telephone company will notify the
customer as soon as possible. Also, you will be advised of your right to file a complaint with the FCC if you believe it is
necessary.

The telephone company may make changes in its facilities, equipment, operations or procedures that could affect the
operation of the equipment. If this happens, the telephone company will provide advance notice in order for you to make
necessary modifications to maintain uninterrupted service.
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If trouble is experienced with this equipment, for repair or warranty information, please contact:

Company: EnGenius Technologies, Inc.
Address: 1580 Scenic Avenue Costa Mesa, CA 92626 USA

Tel no.: 1-714-432-8668

If the equipment is causing harm to the telephone network, the telephone company may request that you
disconnect the equipment until the problem is resolved.

Connection to party line service is subject to state tariffs. Contact the state public utility commission, public
service commission or corporation commission for information.

I/.

("f‘

If your home has specially wired alarm equipment connected to the telephone line, ensure the installation of this equipment
does not disable your alarm equipment. If you have questions about what will disable alarm equipment, consult your telephone

company or a qualified installer.
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Europe - EU Declaration of Conformity

This device complies with the essential requirements of the R&TTE Directive 1999/5/€C. The following test methods have
been applied in order to prove presumption of conformity with the essential requirements of the R&TTE Directive 1999/5/€C:

e EN60950-1
Safety of Information Technology Equipment

e EN50385
Generic standard to demonstrate the compliance of electronic and electrical apparatus with the basic restrictions related to human
exposure to electromagnetic fields (0 Hz - 300 GHz)

e EN 300328
ElectromagneticcompatibilityandRadiospectrumMatters(ERM);Wideband Transmissionsystems;Datatransmissionequipmentoperating
inthe2,4GHzISMbandandusingspreadspectrummodulationtechniques;HarmonizedENcoveringessentialrequirementsunderarticle
3.2 of the R&TTE Directive

e EN 301893
BroadbandRadioAccessNetworks(BRAN);5GHzhighperformanceRLAN;HarmonizedENcoveringessentialrequirementsofarticle 3.2
of the R&TTE Directive

e EN 301 489-1
ElectromagneticcompatibilityandRadioSpectrumMatters(ERM);ElectroMagneticCompatibility (EMC)standardforradioequipmentand
services; Part 1: Common technical requirements

* EN 301 489-17

ElectromagneticcompatibilityandRadiospectrumMatters(ERM);ElectroMagneticCompatibility(EMC)standardforradioequipmentand
services; Part 17: Specific conditions for 2,4 GHz wideband transmission systems and 5 GHz high performance RLAN equipment
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This device is a 5 GHz wideband transmission system (transceiver), intended for use in all EU member states and EFTA
countries, except in France and Italy where restrictive use applies.

In Italy the end-user should apply for a license at the national spectrum authorities in order to obtain authorization to use the
device for setting up outdoor radio links and/or for supplying public access to telecommunications and/or network services.

This device may not be used for setting up outdoor radio links in France and in some areas the RF output power may be

limited to 10 mW EIRP in the frequency range of 2454 - 2483.5 MHz. For detailed information the end-user should contact
the national spectrum authority in France.

C€05600

Cesky [Czech] [Jméno vyrobce] timto prohlasuje, Ze tento [typ zafizeni] je ve shodé se zakladnimi pozadavky a dalSimi pfislusSnymi
ustanovenimi smérnice 1999/5/ES.

Dansk [Danish] Undertegnede [fabrikantens navn] erklaerer herved, at felgende udstyr [udstyrets typebetegnelse] overholder de
vaesentlige krav og gvrige relevante krav i direktiv 1999/5/EF.

Deutsch [German] Hiermit erklart [Name des Herstellers], dass sich das Gerat [Geratetyp] in Ubereinsimmung mit den grundlegenden
Anforderungen und den Ubrigen einschldgigen Bestimmungen der Richtlinie 1999/5/EG befindet.

Eesti [Estonian] Kéesolevaga kinnitab [tootja nimi = name of manufacturer] seadme [seadme tllp = type of equipment] vastavust
direktiivi 1999/5/EU pohinduetele ja nimetatud direktiivist tulenevatele teistele asjakohastele sdtetele.

English Hereby, [name of manufacturer], declares that this [type of equipment] is in compliance with the essential requirements
and other relevant provisions of Directive 1999/5/EC.

Espafol [Spanish] Por medio de la presente [nombre del fabricante] declara que el [clase de equipo] cumple con los requisitos esenciales
y cualesquiera otras disposiciones aplicables o exigibles de la Directiva 1999/5/CE.

EANANvikn [Greek] ME THN MAPOYZA [name of manufacturer] AHAQNEI OTI [type of equipment] ZYMMOPOONETAI TTIPOX TIZ OYZIQAEIY
AMAITHZEIZ KAITIZ AOINEX ZXETIKEX AIATAZEIX THX OAHTIAY 1999/5/EK.
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Francais [French]

Par la présente [nom du fabricant] déclare que I'appareil [type d'appareil] est conforme aux exigences essentielles et aux
autres dispositions pertinentes de la directive 1999/5/CE.

ltaliano [Italian]

Con la presente [nome del costruttore] dichiara che questo [tipo di apparecchio] € conforme ai requisiti essenziali ed alle
altre disposizioni pertinenti stabilite dalla direttiva 1999/5/CE.

Latviski [Latvian]

Ar $o [name of manufacturer / izgatavotaja nosaukums] deklaré, ka [type of equipment / iekartas tips] atbilst Direktivas
1999/ 5/EK batiskajam prasibam un citiem ar to saistitajiem noteikumiem.

Lietuviy [Lithuanian]

Siuo [manufacturer name] deklaruoja, kad 3is [equipment type] atitinka esminius reikalavimus ir kitas 1999/5/EB
Direktyvos nuostatas.

Nederlands [Dutch]

Hierbij verklaart [naam van de fabrikant] dat het toestel [type van toestel] in overeenstemming is met de essentiéle eisen
en de andere relevante bepalingen van richtlijn 1999/5/EG.

Malti [Maltese]

Hawnhekk, [isem tal-manifattur], jiddikjara lidan [il-mudel tal-prodott] jikkonforma mal-htigijiet essenzjaliu ma provvedimenti
ohrajn relevanti li hemm fid-Dirrettiva 1999/5/EC.

Magyar [Hungarian]

Alulirott, [gyartd neve] nyilatkozom, hogy a [... tipus] megfelel a vonatkozo alapveto kdvetelményeknek és az 1999/5/EC
iranyelv egyéb eloirdsainak.

Polski [Polish]

Niniejszym [nazwa producenta] oswiadcza, ze [nazwa wyrobu] jest zgodny z zasadniczymi wymogami oraz pozostatymi
stosownymi postanowieniami Dyrektywy 1999/5/EC.

Portugués [Portuguese]

[Nome do fabricante] declara que este [tipo de equipamento] estd conforme com os requisitos essenciais e outras
disposicoes da Directiva 1999/5/CE.

Slovensko [Slovenian]

[Ime proizvajalcal izjavlja, da je ta [tip opreme] v skladu z bistvenimi zahtevami in ostalimi relevantnimi dolocili direktive
1999/5/ES.

Slovensky [Slovak]

[Meno vyrobcu] tymto vyhlasuje, Ze [typ zariadenia] splha zakladné poziadavky a vietky prisluiné ustanovenia Smernice
1999/5/ES.

Suomi [Finnish]

[Valmistaja = manufacturer] vakuuttaa tdten etta [type of equipment = laitteen tyyppimerkinta] tyyppinen laite on
direktiivin 1999/5/EY oleellisten vaatimusten ja sita koskevien direktiivin muiden ehtojen mukainen.

Svenska [Swedish]

Harmed intygar [foretag] att denna [utrustningstyp] star | dverensstammelse med de vasentliga egenskapskrav och
dvriga relevanta bestammelser som framgar av direktiv 1999/5/EG.
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How to setup VPN function?
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VPN Wizard

Introduction

VPN Basics

A Virtual Private Network (VPN) provides a secure connection between two remote private network users over the
public Internet. It provides authentication to secure the encrypted data communicated between the two remote end-
points.

There are two types of components in a VPN setup: VPN Server and VPN Client.

VPN server in charges of encapsulating and encrypting the passing traffic of its local domain so that the local traf-
fic can be hidden inside a normal packet to be routed over the Internet. VPN server plays the security role that ensures
only legitimate personnel can get access the private network that sits behind. EPG600 is a VPN server.

VPN Client is a software that allows user to establish a secured tunnel with a specific VPN server so that private
network can be accessible over the Internet. The VPN client needs to provide a legitimate username and password for
security check. There are many commercial software VPN Clients such as TheGreenBow. However, the most accessible
and convenient way is by using the Windows native VPN client.

EPG600 supports two types of VPN setups: Client-to-Site and Site-to-Site. The “Site” can be regarded as a pri-
vate network that holds important resource only accessible to legitimate client users in a VPN setup.
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Client to Site
o~ Site (Private Network) "~

3@88‘
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Single VPN server sits in front of the private network. The users use VPN client software to gain access to the pri-
vate network. For example, the sales on business travel can get remotely access company'’s confidential file stored in
headquarter (private network). Multiple clients/users can connect to VPN server concurrently.

Site to Site

Py Sitel (Private Network) \ P Site2 (Private Network) ‘N
| | \
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Two VPN servers, each in charges of its own private network. The users use VPN client software to gain access to
the private network. The users under these two LANs are allowed to the EPG600 can then exchange the data securely
using the VPN tunnel. For example, headquarter can establish a VPN over the Internet with a branch office at a remote
site so that users of both sides can link to each other as if they are under the same local network.
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EPG600 supports 4 types of VPN tunnels

IPSec (Internet Protocol Security)

L2TP over IPSec (Layer 2 Tunneling Protocol over Internet Protocol Security)
L2TP (Layer 2 Tunneling Protocol)

PPTP (Point to Point Tunneling Protocol)

P w NP

DDNS / WAN IP address / LAN IP address

Users are recommended to use the free DDNS address printed on the label at the back of the Gateway. This is be-
cause ISP often leases dynamic WAN IP address that changes from time to time. DDNS domain name will always be the
same even if the WAN IP address changes. The domain name can also be found on your DDNS configuration page lo-
cated under Tools section. As shown in the snapshot below, the DDNS domain name used for the example is 0f9e76a.
engeniusddns.com. Dynamic DN * Enable  Disable

* Default EnGenius DONS service
Default DDMS Mame (DBE?Ea.engeniusddns.cnm )

Admin Daomain Mame -engeniusddns. com
Time Check Available
DOMS Refresh Tirme 3HR v
Diagnosis Status Connected
. Use Other DDNS senvices
Firmware
Back-up Server Address 3322(ydns) ¥
Reset Host Name

Username

Password
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For users who really need to know the current WAN IP address and LAN/Gateway IP address on your Gateway,.
The IP Addresses can be found at the Network Setting page after Gateway login. For example, as shown on the snap-
shot below, the WAN IP address is 1.172.111.142 and the LAN/Gateway IP address is 192.168.0.1.

, Note: Administrator access to the operating system is required for client interface configuration.

doUter ESR-

Metwork Setting

Serial Mumber 137295134
Application Version  1.2.1

VAN Settings
Attain IP Protocal  PPPoE
IP Address  1.172.111.142

Subnet Mask 2552255255 255

Default Gateway  163.95.93. 254
MAC Address  88:DC:96:06:18:95
Primary DNS  168.95.1.1

Secondary DNS  168.95.152.1

LAMN Settings

IP Address  192.168.0.1
Subnet Mask 26525525510
DHCP Server  Enabled
MAC Address  88:DC:96:06:18:BA
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VPN Profile & Users Setting

Profile Setting

A VPN setting is stored as a profile. That is, a profile is a representation of VPN tunnel configuration.
VPN profile can be viewed under Profile Setting. You won’t be needed to create profile here if using VPN Wizard.

Status

Frofile Setting

User Setting

YWyizard
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If this is the first time your configure VPN on this Gateway, the profile list should be empty as shown below. User is
allowed to Add, Edit and Delete the selected profiles. Please refers to VPN manual Setup chapter for more detail.

Mo, Enable Mame Type Local Address  Remote Address Crypto-suite Gateway  Select
Add Edit Delete Selected Delete All

Apphy Cancel

The VPN profiles can be enabled or disabled dynamically. Click on the checkboxes under Enable column to set enable or
disable the profile.
Then, most importantly, click Apply button to apply the settings.

Mo, Enable  Mame Type Local Address  Hemaote Address Cgrmt;' Gateway  Select
1 Ld homewFM L2TP aver IPSec 192 168.0.0/24 152168 2100-200  N/A - 192168210
Add Edit Celete Selected Celete All

Ay cancel
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User Setting

EPG600 (VPN server) is responsible for user authentication. A list of users must be created before creating VPN profile.
For each profile, users must be assigned to the profile.

Status

Frofile Setting

User Setting

YWyizard
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The following example shows how to add a user named “peter” with a password “ax123456".
Click on User Setting under VPN section.

Type in peter for Name

Type in password ax123456

Click Add to add the user to the user table.

Marne |peter

Password I --------

Confirm I ........ |

| Add | | Reset |

Current WFEMN User Table

Mo Lzer Mame Select

| Delete Selected | | Delete &l | | Reset |

| Apply || Cancel |
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In this example, two users are added. Now select all the users by clicking on the check boxes beside User Name.
Click Apply to make is user table active for VPN profiles. This list of users will become available for selection when cre-
ating VPN profiles.

Marme
Fassword

Confirm

Add Feset

Current WM User Table

Mo, User MNarme Select
1 peter L
2 John L
Delete Selected Delete All Feset

Apply Cancel
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VPN Wizard: IPSec Site-to-Site

IPSec Site-to-Site VPN tunnels are used for connecting two remote sites (LANs). Under each site, there may be mul-
tiple devices that need to exchange confidential data while direct connection is not possible because of the fact that
they are under different domain. By establishing an IPSec Site-to-Site VPN tunnel the data is encapsulated and handled
by the VPN servers on each site so that the communication becomes possible.

Two EnGenius VPN compatible Gateways are required to establish a Site-to-Site VPN tunnel. You can set up the
VPN profile by either using a friendly, point-and-click Wizard or entering profile settings manually. To set up your VPN
profile in the quickest way possible, use the Wizard. If you are a technical user and prefer to set up your VPN profile
manually.

The following diagram illustrates the example given in this section. This example consists of two VPN Gateways
(servers) with unique DDNS 0f9e76a and 0f9e76b. IPSec site-to-site VPN tunnel will enable the PCs under these two
sites to communicate despite of the different LANs (192.168.1.X and 192.168.2.X) they are under.

R Site A (Private Network}.\ - Site B (Private Network:}..\

.
[

Domain: 192.162.2.100

'----‘
-

0f9e76dl .engeniusddns.com DfBe?Eb.engen iusddns.com
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Site A Configuration

Login into Gateway 0f9e76a.engeniusddns.com and use VPN Wizard. Click Next to start.

WEMN WWizard will quide you through the setup process for building a simple YEM

b Systern connection.

&3 Intermnet
6y Wireless 2 AisHz
6 Wireless 5GHz

Farental Control
SUest MNetwork

&
K
% IPv6
<)
o

Mext

Firewall

Status

Profile Setting

User Setting

(Wizard )
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Enter a name for VPN policy name; for this example we

enter SiteB (meaning that it is used to connect to SiteB).

Click Next to continue.

Step1: VPN Policy Mame

Flease enter the policy name

WM policy name

Mame (SiteEl 1eg10ﬁ'|ce‘v’F'N]|

Back MExE Cancel

Select IPSec and click Next to continue.

StepZ: VPN Connection Type

Flease choose VPN connection type

Choose this if you are using other 3rd

party WP client software or gateway

LZTF over IFSec  Choose this ifyou are using VWindows
WM client for connection

LZTF Choose this ifyou are using L2TPF client
for connection
FPTF Zhoose this if you are using PPTF client

for connection

Back Mext Cancel
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Select Site to Site and click Next to continue.

Stepd: VPN IPSec Mode

Flease choose the IPSec Mode

Clientto Site

* Site to Site

i_hoose this if you are setting up for
Telwork or home to office connection

Zhoose this if you are setting up a VM
connection between two dedicated WEMN

Senvers

Back

Mext

Cancel



Security Gateway Type: Select Domain Name

Security Gateway: enter the counter-site DDNS. In this case we enter 0f9e76b.engeniusddns.com which is the re-
mote site VPN server that SiteA needs to communicate with.

Enter Remote Address: enter the counter-site domain. In this case we enter 192.168.2.0 which is the SiteB LAN do-
main.

Remote Netmask: enter the netmask of the counter-site netmask. In this case we enter 255.255.255.0.

Once completed, click Next to continue.

Stepd: VPN Metworlk

Flease enter the IPSec gateway or the destination network for this VPN tunnel

Security Gateway Type Domain Mame ¥

Security Gateway Df¥e7Bb. engeniusddns.com

(eq:B62.100.100.100 or wwwy. google. corm. tw)
Remote MNetwork

Remote Address 192.168.2.0 ey 192.168.2.0)
Remote Metmask 2552552550 leq: 265.265.255.0)
Back Mext Cancel
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Enter the Shared Key (note: both sites MUST have the exact same key password). In this case, we enter “11112222".
This key will be used when configuring the VPN client for authentication purpose.
Note: You should use more sophisticated key to enhance security.

Click Next to continue.

StepS Shared key

Please enter the shared key for the WPM

=4 ESP-3DES-5HAT
Shared Key 11112222
(g apple123)

Back [MExt Cancel
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Make sure the checkbox “Enable this policy immediately” is selected.
Click Apply to create and enable this policy.

Setup Successiully

< Enable this policy immediately.

Back Apply Cancel

223



Site B Configuration

Login into Gateway 0f9e76b.engeniusddns.com and use VPN Wizard. Click Next to start.

WEMN WWizard will quide you through the setup process for building a simple VPN

b Systern connection.

&3 Intermnet
6y Wireless 2 AisHz
6 Wireless 5GHz

Farental Control
SUest MNetwork

&
K
% IPv6
<)
o

Mext

Firewall

Status

Profile Setting

User Setting

(Wizard )
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Enter a name for VPN policy name; for this example we enter SiteA (meaning that it is used to connect to Site A). Click
Next to continue.

Step T VPN Policy Mame

Flease enter the policy name

WM policy name

Mame (Siteﬂa ag:DfﬁceVF‘Nj

Back Mext Cancel
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Select IPSec and click Next to continue.

StepZ: VPN Connection Type

Flease choose VPN connection type

Zhoose this if you are using other 3rd

party WP client software or gateway

LZTF over IFSec  Choose this ifyou are using VWindows
WEM client for connection

LZTF Choose this if you are using L2TP client
for connection
FPTF Zhoose this if you are using PPTF client

for connection

Back Mext Cancel

Select Site to Site and click Next to continue.
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Stepd: VPN IPSec Mode

Flease choose the IPSec Mode

Clientto Site

= Site to Site

iZhoose this if you are setting up for
Telwork or home to office connection

Choose this if you are setting up a WFMN
connection between two dedicated WEMN

Senvers

Back

Next

Cancel



Security Gateway Type: Select Domain Name

Security Gateway: enter the counter-site DDNS. In this case we enter 0f9e76a.engeniusddns.com which is the re-
mote site VPN server that Site B needs to communicate with.

Enter Remote Address: enter the counter-site domain. In this case we enter 192.168.1.0 which is the Site A LAN
domain.

Remote Netmask: enter the netmask of the counter-site netmask. In this case we enter 255.255.255.0.

Once completed, click Next to continue.

Stepd: VPN Metwiorlk

Flease enter the IPSec gateway or the destination network; for this VPN tunnel

Security Gateway Type Domain Mame ¥

Security Gateway Offe/Ba. engeniusddns.com

1eg:B2. 100,100,100 or www. google. corm.tw)
Remote MNetwork

Remote Address 192.168.1.0 (eg: 192.165.2.0)
Remote Metmask 2662602650 (eg: 265 266 205.0)
Back MeExt Cancel
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Enter the Shared Key (note: both sites MUST have the exact same key password). In this case, we enter “12345678".
This key will be used when configuring the VPN client for authentication purpose.
Note: You should use more sophisticated key to enhance security.

Click Next to continue.

StepS: Shared Key

Flease enter the shared key for the VPN

SA ESP-3DES-SHAT
Shared Key ( 12345675 ]

(egapple1Z3)

Back M ext Cancel
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Make sure the checkbox “Enable this policy immediately” is selected.
Click Apply to create and enable this policy.

Setup Successiully

< Enable this policy immediately.

Back Apply Cancel
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VPN Wizard: IPSec Client to Site

The following diagram illustrates the example given in this section. This example consists of a VPN Gateway (serv-
ers) with unique DDNS 0f9e76a. A client device (PC or laptop) with the VPN-client software TheGreenBow installed.

— Site (192.168.0.X) mmm
"~ N OWPN Server:

FTP{192.168.0.116) j 192.168.2.10 Domain: 192 168.2.X

I

|

| 0 = —'%8
|

: \ —/

\

N

WAN (1.172.111.142)
LAN (192.168.0.1) !

CDOMNS domain: 0f9e?6a.engeniusddns.com
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Site Configuration

Under VPN section, choose Wizard.

Status

Profile Setting

User Setting
Wyizard

Assign a VPN profile name by typing homeVPN (or any other preferable name).

Click Next to proceed.
Step 1 VPN Folicy Mame

Flease enter the policy name

VPN policy name
MName home'FPr (eg:Office’vPN)

Back Mext Cancel
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Select IPSec and click Next

Step2: VPN Connection Type

Please choose WPM connection type

v |PSec

L2TP over IPSec

LZTP

PPTP

Choose this if you are using other 3rd
party YPM client software or gateway

Choose this if you are using VWindows

WM client for connection

Choose this if you are using L2ZTP client

far connection

Choose this if wou are using FFTP client

for connection

Back

MExt

Cancel

Select Client to Site and click Next

232

Stepd VPN IFSec Mode

Flease choose the IPSec Mode

* Clientto Site

Site to Site

Choose this if you are setting up for
Telwork or home to office connection

iChoose this if you are setting up a VPN
connection between two dedicated VPN
Servers

Back Mext

Cancel



Enter the shared key for your profile; for this example, enter “11112222"
This key will be used when configuring the VPN client for authentication purpose.

, Note: You should use more sophisticated key to enhance security.

Stepd: Shared Key

Flease enter the shared key for the VPN

=, E=ZP-3DES-5HA1
shared Keay 112222

leg:apple123)

Back Mext Cancel
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Click Apply to complete the server side configuration.

Setup Successiully

< Enable this policy immediately.

Back Apply Cancel
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Client Configuration

IPSec Client-to-Site VPN tunnel requires additional 3rd-party VPN client (TheGreenBow) with EnGenius VPN Gate-
way. This is one of the most popular IPSec VPN client software downloadable on the Internet. Please download the
software from TheGreenBow official web site https://www.thegreenbow.com/. Please note that you will have to
purchase a license after the trial period.

Start the application. First, we need to create a new tunnel.

T TheGreenBow [Psec ¥PH Client

Configuvationn Tools | 2
HE SN ==m = ) |

— 0] =]

1IPSec VPN Client

Save I apply I

[=] ¥PM Configuration Authentication I Adwvance d I Certificate I
i [E] alobal Parameters

=3 Gateway Addr

e o Tunnel

Interface I.C\ny vl
Remote Gakteveayw IDFge?E:a.engeniusddns.coml
Authentication
i+ preshared Kew I ........

“onfirm | ........

7 Certificate

IKE

Encryvption ISDES - I
Authentication ISHA*I - I
Key Group |DHZz (1024) =

2 | WPM Client readyw

235

Right-Click on VPN Configuration to get
the pop-up menu.

Select New Phase 1 to create.

WERL CanFinnieatinn
- Global Paramety  Expaort
Move to TEE. ..
Bave Ciel+s I
({3
TWizand .. n
Feload Test Config.
Feset Diel
Cloze all Tonmels
{ MNew Phazs 1 Cte+N |

The new item Gateway is now created.



Right Click on Gateway and click on New Phase 2 to create Phase 2.

[Z] ¥PN Configuration &uthentic,
Global Pararneters
o [y o
Export
Copy Ctrl4+C
Fename F2
Delete Tel
( HewPham2 sl Jue

Once completed, you should see something like the following. We will now start configuring the newly created items.

Save | Apply

[Z] ¥PN Configuration

------ alobal Parameters

-0 Gateway
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Click on Gateway on the left and then click on Authentication tab.

Select the network interface you will use to connect to the Internet. Then, enter the VPN Gateway DDNS. In this ex-
ample we enter 0f9e76a.engeniusddns.com.

As for the pre-shared Key we enter 11112222 (you may have a different shared-key, please type yours accordingly).

By default, the IKE setting does not require any modification; however, you should check if you have the same setting.
Please change it if it's not the same as shown below.

Encryption: 3DES
Authentication: SHA-1
Key Group: DHZ2 (1024)

Click on Save button when done.
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{ Save I apply |

[Z] ¥PN Configuration ( Awthentication II Advanced | Certificate |

-[2] alobal Parameters

------ 2 Tunne

Ell:l Addresses

Inkerface I":"”""

Remote Gateway IDFQE?Ea.engeniusddns.u:u:um|

Authentication

% preshared Key Inun"

Confirm I--------

™ Certificate

IKE

Encrvption ISDES j

Authentication [3Ha-1 =l

Key Group [DHZ (1024) ]

Click on Gateway on the left and then click on IPSec tab.
VPN Client address: 0.0.0.0.

Address type: select Subnet address

Remote LAN address: 192.168.0.0

Subnet mask: 255.255.255.0

Encryption: 3DES

Authentication: SHA-1

Model: Tunnel

Make sure PFS is un-checked.

Click Save when done.
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Apply

[] ¥PM Configuration (IF‘SEE ].ﬁ.dvanced | Seripts | Remote Sharing |
Global Parameters
-0 Gatewsa (" Addresses

YPM Client address I oo, 0

Address bype ISuI:unet address

Remoke LAN address I 192 168

1]

Subnet mask | 755 . 255

L 255,

ESP

PFS

Encryplion ISDES "I
Authentication ISHF'.-I "I
Maode ITunneI "I

Cow 3

We have now completed the IPSec VPN-client setup.
To establish the tunnel, right-click on Tunnel.

Click Open tunnel to start.
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|§_| ¥PM Configuration IPSec |.ﬁ.dvanced | Scripks |
= Global Parameters
ENE; Gateway Addresses
e o I - !
(' Open 1 CtlsO YPM Client :
Export &ddre
Copwr Ctl+C Remote LAN
ermote :
Eename F2 '
Dielete Ll Subre
ESP
En

Please pay attention to your system tray on the bottom right corner of your screen.
It may take a few seconds for the connection.

Tunnel opened.

232223332

When successfully connected, the message “Tunnel opened” will appear.
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VPN Wizard: L2TP over IPSec

The following diagram illustrates the example given in this section. A user, “peter”, has already been created in the
User Setting.

— Site (192.168.0.X) mmm
"~ N VPN Server:

FTP{192.168.0.116) | 192.168.2.10 Dormain: 192.168.2.X

I

|

NEw = —'%8
|

\

Y

WAN (1.172.111.142)
LAN {192.168.0.1) !

- -
CONS domain: 0f9e¥6a.engeniusddns.com

VPN Server Side Information:

Private Network domain: 192.168.0.X
Domain net mask: 255.255.255.0

DDNS domain: 0f9e76a.engeniusddns.com
LAN IP: 192.168.0.1

Pre-shared key: 11112222

User Name: peter

Password: ax123456

VPN Server Address: 192.168.2.10

Client Side:
VPN Client will be assigned with an IP address 192.168.2.X address when the tunnel is established.
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VPN Server (Gateway Side)

Under VPN section, choose Wizard.

Status

Profile Setting

User Setting

Wyizard
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Assign a VPN profile name by typing homeVPN (or any

other preferable name).

Click Next to proceed.

Step1: VPN Folicy Mame

Flease enter the policy name

VPN policy name
Mame horneP (e Office’PN)

Back

Select L2TP over IPSec and click Next to proceed.

Step2: VPN Connection Type

Flease choose VPN connection type

IPSec Choose this if you are using other 31
party VPN client software or gateway

o |2TP over IPSec  Choose this if you are using YWindows
VM client for connection

LZ2TF Choose this if you are using L2ZTP client
for connection
FFTP Choose this if you are using PPTP client

for connection

Back Mext
Mext Cancel
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Select a user (which created earlier in User Setting section) from the user list. In this example “peter” is selected.
VPN Server IP is given to the VPN server on EPG60O0. In this case, please type in 192.168.2.10.
Typein 192.168.2.100 and 200 into the Remote IP range fields.

Click Next to continue.
Stepd VPN LZTP Setting

Flease enter the setting of LZTP

LZTP Settings

Authentication MSCHAR W2 v
# User List
User Name t oeter N ,
peter fohn | (eq: guest)
password  [eesesses (eq: nk9543)
VPN Server [P Setting
Server [P 192.168.2.10 (eg: 10.0.174.45)
Hemoate IF range 192.168.2.100 - (200 (eq: 10.0.174.66 -100)

Back Mext Cancel

Note1: Server IP and Remote IP Range should be under the same domain. The server
will be listening to the traffic for from 192.168.2.X.

NoteZ2: Remote IP range is the range of IP addresses space reserved for VPN the con-
necting VPN clients.
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Enter 11112222 for the Shared Key.
This key will be used when configuring the VPN client for authentication purpose.

, Note: You should use more sophisticated key to enhance security.

Click Next to continue.

Stepd: Shared Key

Flease enter the shared key for the VPN

sS4, ESP-3DES-SHAT
shared Key 11112222

(egapple123)

| Back || MWext || Cancel |
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At this very last page, click Apply to enable the policy immediately.

Setup Successiully

¢ Enable this policy immediately.

It takes about 15 seconds for the Gateway to activate the VPN profile.

Module is reloading, please wait 1 3 seconds

Once the Gateway is ready, the page will be redirected to Profile Setting section where the new profile homeVPN is
shown.

Mo, Enable  Mame Type Local Address  Hemaote Address Cgriﬁt;' Gateway  Select
1 Ld homewFM L2TP aver IPSec 192.168.0.0/24 152168 2100-200  N/A - 192168210
Add Edit Celete Selected Delete All

Ay Cancel
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VPN Client

You will need a PC or Laptop running VPN enabled operating system. The following sections demonstrate how to use
built-in VPN client to establish a VPN tunnel with the VPN server.

Windows XP

Please ensure you have updated your Windows XP with latest service pack.
Before adding a new VPN connection to your XP system, we have to add a new registry to your system.

On the Start Menu, click Run...

Lag Off E}] T Off Computer

A1 Programs ¢

|4 staxt (5} &

Type in regedit to start the Registry Editor
Press Enter or click on OK

Run 2 x|

= Type the name of a program, Folder, document, or

9 Internet resource, and Windows will open it For wou,

Qpen: Iregedit j

Ik I Cancel | Browse, ., |
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You have to add a new registry value to your XP system to enable L2TP over IPSec.

Locate the registry HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Rasman\Parameters and add
the following registry value to this key:

Value Name: ProhibitlpSec

Data Type: REG_DWORD

Value: 1

" Registry Editor
File Edit View Favorites Help

#-_] HKEY CURRENT URER

= M Computer | | Name | Tape
D HEEY _CLARRER _ROOT iDefanlf) REG_REE

"] HEEY LOCAL MACHINE
] HARDWARE
w1 SAM

-] SOFTWARE
=] SYSTEM
-] ControlSetd01
1] ControlSet103
B- CurrentControlSet )
[++{_] Contmol
=-_7] Enum

Profiles

] NETCLE Dats
l:| HNET CLE Networ
-7 NET Data Provide
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Right-click on the last node, “Parameters”.
On the pop-up menu, select New and then DWORD Value.

Kew

atring Value
Binary Value

-] Raspti Delete 5

{:l Edbs= Benaime | DWORD Valve

% RDPCDD — VS

#-{Z1 RDFDD Expo .

{:I rpds Pe romissions... Expandable Btring Valve
#-{_1] RDENF

{.] RDPWD Copy Key Name

Type in ProhibitlpSec and press Enter

+ Favortes Help

F- qlizan o | | Wame | Tupe | Data

-] Rastied (Defanlt) REG_SZ (valne not set)

-] Rasfiuto 28] lpOutHighWaterm... RES_DWORD 000000005 (5)

(#-_1 Rasl2tp 28] [pOutlow Waterm...  REG_DWORD 0x00000001 (1)

=1 RasMan i REG_MULTI_3Z rastapi

-~ Enm Prohibiflplec REG_DWORD 0:00000000 {03
{3 Parameters REG_EXPAND 57  %fvsemRoot®System?irasmenszdll
-] PP
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Double click on ProhibitlpSec.
In the pop-up window, enter 1 for Value data.
Click OK to complete.

o2y voslatp MIPUUEDW WAamnn... RBELr_LIWUOELD WA THTRTH IR T A

=] RasMan [ab] Medias REG_MULTI SZ rastapi
{:| Enum .ProhihitIpSec REG_DWORD 000000000 (07
E“a Parameters Sen-iceD]l REG_EXPAND_3Z Fpstern P oot$Eyreatem 32 rasmans 411

L2 Qoaranting

o1 Becurity

|:| RasPppoe Yalue name:

-] Raspti |ProbibitlpS ec

-] Rdbss

l:l BDPCDD Walye data: Baze

D EDFOD (Iﬁ ' Hexadecimal

{:I rdpdx " Decimal

-] RDPHP

-] RDPWD

(1 RDSessMer [ ok | concal |

-] redbook |

M1 (T D omsemmbn i o

Your new registry should look like this.

' Registry Editor

+-_7] FasPppoe

+-(_] Raspti

Close the Registry Editor.

./ i | IMPORTANT: Please Reboot your system now, to make the new setting affective.

Wame | Tpe | Data

(Default) REG 52 {value not set)

8] IpOuiHighWaterm... REG_DWORD 00000005 (5)

8] IpOutlow Waterm... REG_DWORD 00000001 (1)

ab] Medias REG MULTI 87 rastap

8] ProhibiflpSec REG_DWORD 0x00000001 (13 )

(ab] Service Dl REG_EXPAND 87 %SystemRoot®System32iasmens. 1l
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Once we have added the registry, we can create the VPN connection for L2ZTP over IPSec now.

Start Menu - Control Panel & Network Connections - Net Connection Wizard

= i — = Game Controllers
g J Files and Settings Transfer -__, Control Panel ‘e P Internet Options
3 Wizard %etfl:';laé:mm Aecess and '_5 Network Comnections ? Wetwork Setup Wizard
efal .
. . = ",'ﬂ Wetwork Setop Wizand ! Wew Connection Wizard
A Rermote Asistance -2 e el T = _
= <= %y Power Options
. Y Printers and Faxes J
ST ommand Prompt g!/l Help and Suppart = : _
= W Regional and Language Options
IJ o =4, Scanmers and Cameras C
=7 Eun... ) Scheduled Tasks b
W) Security Center
@ Zounds and Audio Devices
|
¢ Bpeech
A1 Programs  » af Speec
S O g
LogOff [ Tum Off Computer offy Teskbar and Start Merm
81 User bocovnts o
st & & & . %|@ T @Y 10331
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Click Next to proceed.

New Connection Wizard

Welcome to the New Connection Wizard

Thiz wizard helps pou:
* Connect to the Internet.

* Connect toa private netwark, zuch az your work place
network.

* Set up a home or zmall office netwark.

To continue, click Mexst.

Cancel

Select Connect to the network at my workplace.

Click Next to proceed.

New Connection Wizard

Metwork Connection Type
Wwhhat do you want to do?

(" Connect to the Internet
Connect to the Intermet 20 vou can browse the YWeb and read email.

{* Connect to the network at my workplace

Connect to a buziness network [using dial-up or YPM] 20 vow can wark, from home,
a field office, or anaother location.

(" Set up a home or small office network

Connect to an exizting home or zmall office network, or set up a new one.

(" Set up an advanced connection

Connect directly to another computer using your zenial, parallel, or infrared part, or
zet up thiz computer 2o that ather computers can connect to ik,

¢ Back | Mest » |

)

Cancel
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Select Virtual Private Network connection.
Click Next to proceed.

New Connection Wizard

Metwork Connection
How dio wou want to connect to the network, at pour workplace?

Create the following connechion:

" Dial-up connection

Connect using a modem and a regular phone line or an Integrated Services Digital

MNetwork, [ISOMN] phone line.

* Mirtual Private Network connection

Connect to the network, uzing a virtual private network, fYPM] connection over the

[nternet.

¢ Back I Meut » I

Cancel

Enter a meaningful name; for instance, homeVPN is used
for the example. This name will be used as the description
of the new network interface you are about to create.

Click Next to proceed.

New Connection Wizand

Connection Hame
Specify a name for thiz connection to your wark place.

Type a name for thiz connection in the following bos,

Compaty Mame

Ihu:ume\-"F'Nl

Far example, vou could type the name of your workplace or the name of a server pou
will connect to.

< Back I Hest » I Cancel

253




Choose Do not dial the initial connection.

Click Next to proceed.

New Connection Wizarnd

Public Hetwork
Windows can make sure the public network, is connected first,

Windows can automnatically dial the initial connection to the Intermet or other public
netwark, before establizhing the wirtual connection.

v Do not dial the initial connection:

" Automatically dial this initial connection:

¢ Back I Meut > I

Cancel

Please enter the DDNS name of your VPN Gateway.
In this example, we enter 0f9e76a.engeniusddns.com.

Click Next to proceed.

New Connection Wizand

YPH Server Selection
Ww'hat iz the name or address of the YPM server?

Type the hozt name or Internet Pratocol [IP] address of the computer to which you are
cohnecting.

Hoszt name or IF address [for example, microzoft.com or 157.54.0.1 1

0927 a.engeniuzsddns. com

¢ Back I MHest > I Cancel
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Select Add a shortcut to this connection to my desk-
top for easy access to establish a connection.

Click Finish to complete the setup.

New Connection Wizard

Completing the New Connection Wizard

)

Y'ou have successfully completed the stepz needed to
create the following connection:

home¥PH
* Share with all ugers of thiz computer

The connection will be saved in the Network,
Connections folder.

W i4dd a shortcut to this connection ta my desktopg

To create the connection and cloze thiz wizard, click Finizh.

< Back I Finizh I Cancel |

Click on Properties.

Connect home¥YPN

Uzer name: I

Pazzword: I

[ Save thiz user name and password for the following users:
& e anly

£ Arpone whouzes this computer

| Connect I Cancel " Froperties || Help

e —
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Under Networking tab, select L2TP IPSec VPN.

Click OK to close the window.

# home¥PN Properties el

Generall Dptiu:unsl Securty Metworking I.ﬂ.dvancedl

Tupe aof %PH:

(TR - |
Settings |

Thiz connection uses the following items:
F Internet Pratocol [TCRAP]

®l 05 Packet Scheduler
.@ File and Printer Sharing for Microzaft Metworks
g Client for Microzoft Metworkz

Install... Urirztall Froperties

Dezcrption

Tranzmizzion Control Protocal/nternet Protocal. The default
wide area network, protocol that provides communication
acrogz diverse interconnected netwarks.

0k, I Cancel
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Select Advanced (custom settings)

Click on Settings

# home¥PN Properties d |

Generall Options ~ Security | Netwnrkingl .ﬁ.dvancedl

— Secunty options
{ Typical [recommended settings)

Walidate my identity az fallaws;
| -

utematicall use my wWindows logon name an
™ sutomaticall findows | d
pazzword [and damait if any]

[T Eeguire data encryption [disconnest if none|

@ Advanced [custom settings] )

[1zing theze settingz requires a knowledge
of zecurity protocols.

|BSer Settings...

k. Cancel




Select Required encruption (disconnect if sever de- Click OK to complete
clines)

Select Allow these protocols

Select Microsoft CHAP Version 2 (MS-CHAP v2)

Click OK to finish.

& home¥PN Properties 7] x|
Advanced Sceuriti ilil Generall Options ~ Security | Netwnrkingl .ﬁ.dvancedl

D ata encryption;

— — Security options
Require encryption [dizconnect if server declines) J j " Typical [recammended zettings)

Walidate my identity az follows;

— Logaon zecurity
" Use Extenzible Authertication Protocal [E4P) I j

I j [T Automaticalliuze my Windows logon name and

pasaword [and dommaim i aty]
Froperties |
@ Allowvs theze Eru:utu:u:u:uls)

[ Unencrypted passward [PAF) " Advanced [custom settings)

[ Shiva Pazeword Authentication Protocal [SPAF] II;IFSISZEII:LTE}? E;TEII:”D%I:_ P Z3 @ e

[T Eequire data encryption [dizzonnect it none]

[~ Challenge Handshake Authertication Protocal [CHAR)
[~ Microzoft CHAP [MS-CHAPE

- Allavy alder b 5-CHAP wersion foriWindows 35 seners |BSer Settings...
V¥ Microzoft CHAP Yersion 2 [M5-CHAP +2)

[ For M5S-CHAP based protocals, automatically use my
YWindows logon name and pagsword [and damain if any]

(o ) owe |
cord_| o

257



Enter peter for user name and ax123456 for the password.

Click on Connect to start connection.

Connect home¥PN d |

Uzer name: IDEtEf

Pazsword: I (TTTYTTYY

¥ Save thiz uzer name and pazsword for the following users:

" ke only

" Arwone who uses this computer

| Connect I Cancel Froperties Help

The client device can now access to the internal FTP server 192.168.0.116 over the Internet.
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Windows Vista

Currently connected to:

i Metwork

- Access: Local and Internet

Connect to a network
Metwork and Sharing Certer

On the Task Bar inlaishdilahtatadll | right click on the network interface icon & Left-Click on Network and
Sharing Center

Click on Set up a connection or network

Ev| Lt <« Network and Internet » Metwork and Sharing Center - | ﬂ-| | Search

— Network and Sharing Center

View computers and devices View full map

Connect to a network ‘ !' I EHI
Set up a connection or network ¢ =.q-"'_

TRIAL-PC Metwork Intemnet

Manage network connections (This computer)

Diagnose and repair

E_' MNetwork (Private network) Customize
Access Local and Internet
Connection Local Area Connection View status

Choose Connect to a workplace from the option menu.
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Click on Next to proceed.

@ Set up a connection or network

Choose a connection option

Connect to the Internet

Set up a wireless router or access point
Set up a new wireless network for your home or small business.

= Setup adial-up connection
r Connect through a dial-up connection to the Internet.

Connect to a workplace

Set up a dial-up or VPN connection to your workplace,

Set up a wireless, broadband, or dial-up connection to the Internet.

l Mext I[ Cancel

Choose Use my Internet connection (VPN) from the
option menu.

@ Connect to a workplace

How do you want to connect?

< Use my Internet connection (VPN)
Connect using a virtual private network (WVPN) connection through the Internet.

L "I * T

< Dial directly
Connect directly to a phone number without going through the Internet.

A

What iz a VPM connection?
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Internet address: type in the Gateway DDNS domain, in this example, 0f9e76a.engeniusddns.com.

Destination name: enter a meaningful name; for instance, homeVPN is used for the example. This name will be used
as the description of the new network interface you are about to create.

Select checkbox Don’t connect now; just set it up so | can connect later

Click on Next to proceed.

@ l!E_r-' Connect to a workplace

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: 0f9efba.engeniusddns.com

Destination name: homeVPN

lse a smart card

I [ Allow other people to use this connection

This option allows anyone with access to this computer to use this connection,

| Don't connect now; just set it up so I can connect later

Mext ]| Cancel
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Enter peter for user name and ax123456 for the pass- Now the profile has been created. Click Close to complete.
word.

Click on Connect to start connection.

@ Connect to a workplace

' Connect to a workplace The connection is ready to use

Type your user name and password

A [-ﬂh
™ I
User name: peter

Password: .oo-.oo-|

[7] Show characters
[T Remember this password

= Connect now
Dernain (optional):

Close

Create l[ Cancel
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Back to Network and Sharing Center, Click on Manage network connections.

. MNetwork and Sharing Center

View computers and devices

Connect to a network 1 ! |l E'I
Set up a connection or network =

- -l
Manage network connections TRIAL'PC Network
(This cormputer)
Diagnose and repair
5_' Metwork (Private netwark)
Access Local and Internet
Connection Local Area Connection

View full map

"

Internet

Customize

WView status

In the Network Connections window, find homeVPN (the new created VPN interface).

B Organize ~ o= Views

Marme Status Device Mame Connectivity Metwork
LAMN or High-5peed Internet (1)

~ | | Local Area Connection
_ Metwork
w Intel(R) PRO/A1000 MT Deskt...
Yirtual Private Metwork (1)

L-- homeVPN

=g Disconnected
@ WAN Miniport (PPTP)
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Right-click on homeVPN, and choose Properties.

m-ﬂ@ <« Metwork and Internet » Metwe

‘ Organize ~ G— Views ~ % Start this co

Mame Status Device Mame Co
LAMN or High-5peed Internet (1)
"h Local Area Connection
. . Metwork
=4 Intel(R) PRO/1000 MT Deskt...
Yirtual Private Metwork (1)

‘:- homeVPMN
| Dl:ccnnectecl

Connect
Status

5et as Default Connection
Create Copy

Create Shortcut
Delete

Rename

Click Security tab in the Properties window.
Choose Advanced (custom settings)

Click Settings...

= homeVPN Properties

| General | Dpﬂtiuns{ Security ]Nawurking I 5haring|

Security options
() Typical (recommended settings)

Werify my identity az followes:

Automatically use my Windows logon name and
password (and domain, i any)

Require data encryption (disconnect if none)

)

@ Advanced (custom seﬁings})

|Using these settings requires a knowledge )
of securty protocols.

See our online privacy statement for data collection and use
information.

| ok || Ccancel
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In Advanced Security Settings window, check if the setting Back to Properties window, click on Networking tab.
is the same the default shown below. For VPN type, choose L2TP IPsec VPN.
If yours is different, please adjust the settings accordingly.

Click OK when done.

= homeVPN Properties ()

| General | Options | Security [Nﬁ'ﬂ'ﬂﬂ'-'-iﬂg)| 5harir1g|

Data encryption: -
Require encryption (disconnect if server dedines) '] ' [LZTF‘ IPzec WVPM ] T]

Advanced Security Settings @

Lngnn Semrityl [ |F'BEC Sd'ﬁr'lgs ]
) Use Extensible Authentication Protocol (EAF) This connection uses the following tems:
: . i [ntemet Protocol Version 4{'I'CF‘;“IF"¢4}
LEE [ g File and Printer Sharing for Microsoft Metworks
i@ Allow these protocols g Qo5 Packet Scheduler
L i

[F] Unencrypted password (PAP) & Client for Microsoft Networks

Challenge Handshake Authentication Protocol (CHAF)

Microsoft CHAP Version 2 (MS-CHAP v2)

Automatically use my Windows logon name and = ; )
Dpasswurd (and domain, if any) [ I Install... Uninstall Properties

Description

TCP/IP version 6. The latest version of the intemet protocal
that provides communication across diverse interconnected
networks.

| ok || cancel

| oK || cancel
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Then, click on IPsec Settings. Back to Properties window, click on OK to complete.
Choose Use preshared key for authentication and enter

the Key 11112222.

Click OK when done.

. = homeVPN Properties
; homeVPN Properties (=]
_ | General | Options | Semrrl}r| Metwarking |5haring|
| General | Options | Semrrtjr| Metwarking |Sharir1g|
Type of VPN: M
Type of VPN |L2TP IPsec VPN -
| L2TP IPsec VPN -
G IPsec Settings... D
This cannection uses the following tems: ; - y
IPsec Settings l - Intemet Protocol Version 4 {TCP,-’IF‘v-i}
- v g File and Printer Sharing for Microsoft Networks
@ Use preshared key for authentication ‘] g QoS Packet Scheduler
Key: 11112222 J 1% Client for Microsoft Networks

(71 Use cerficate for authertication

Werify the Mame and Usage attributes of the server's cerificate

[ @ Install... Lninstall Properties

| oK || Cancel

Description

T — TCP/IP version 6. The |atest version of the intemet protocol
that provides communication acrogs diverse interconnected
netwaorks.

| oK Cancel
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Back to Network Connections, find homeVPN and right- A window prompts for user verification, enter peter for
click on the icon. user name and ax123456 for the password.

Click Connect to establish the VPN tunnel. Click on Connect to start connection.

Connect homeVPN

£ iuv|@ <« MNetwork and Internet » MNetwork Connections »

‘ Organize ¥ g= Views = Start this connection” O Rena

Mame Status Device Mame Connectivity Mety
LAM or High-5peed Internet (1)

"h Local Area Connection
-~ . Metwark

T Intel(R) PRO/1000 MT Deskt...
Yirtual Private Metwork (1)

User name: peter
. homeWVPM
~" Disronnectad Passward: I
gz WA Connect

Status Domain:

Set as Default Connection [ | Save this user name and password for the following users:

Create Copy Me only
l@ Anyone who uses this computer

Create Shortcut

Delete | Connect || Cancel || Propeties || Help
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The client device can now access to the internal FTP server 192.168.0.116 over the Internet.

Connecting to homeVPN...

* i Registering your computer on the netwark. ..
-3 "’l'
L

To verify the connection, please follow the instructions below.

L. ’ =
Press keyboard @/ + ““° torun File Explorer. Type in cmd then press Enter key to run Command Prompt

(=] e

F —
QO mrd ] -] [scom

‘ Organize ~ = Views ~ jJ System properties  *

Favorite Links MName Type : Total Size 53]
E Dacuments Hard Disk Drives (1) A
E Pictures ) Local Disk (C)

[;h Music - 347 GB free of 24.9 GB
More Devices with Removable Storage (2) ~
Folders W & & .
M Desktop A= = CD Drive (D:)
E trial
./ Public =4

+__ CD Drive (E)
L) Cormputer =

&, Local Disk (C:)
& CD Drive (Dz)
&% CD Drive (E)
¥ Metwork
@ Control Panel

m
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Under Command Prompt type in ping 192.168.0.116. Replies should be received as shown below.

. Command Prompt
\>ping 192.168_08.116

inging 192.168.8.116 with 32 hytesz of data:

eply from 192.168.8.116: bhytes=32 time=3mz TTL=128
eply from 192.168.8.116: hytes=32 time=2Zmz TTL=128
eply from 192.168.8.116: hytes=32 time=2Zmz TTL=128
eply from 192.168.8.116: bhytes=32 time=bmz TTL=128

ing statistics for 192.168.8.116:

Packetz: Sent = 4. Received = 4, Lost = B (8x loss>.
poroximate round trip times in milli-—seconds:

Minimum = 2Zm=z,. Maximum = 6mz,. Average = 3Ims

R
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Windows 7

Troubleshoot problems

Open Metwork and Sharing Center

T4 08 "

=228 | right click on the network interface icon Left-Click on Open Net-

S S )

On the Task Bar
work and Sharing Center.

Under Network and Sharing Center, click on Set up a new connection or network.

(o] & |5

d Internet » | Metwork and Sharing Center - | +3 | | Search Control Panel e

2

View your basic network information and set up connections

n&ﬁ: @ q See full map

WIMTTRIAL-PC HEEE Internet
(This computer)

View your active networks Cennect or disconnect
Access type: Internet
s
- HormeGroup: Ready to create
Home network ) e
: Connections: [ EF =S

Change your networking settings

‘E. @et up a new connection or network )
=]

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
peint.

"y Connectto a netwerk

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,
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Choose Connect to a workplace from the option menu. Click Use my Internet connection (VPN)

Click on Next to proceed.

& Connect to a Workplace

@ Set Up a Connection or Network
How do you want to connect?

Choose a connection option

< Use my Internet connection (VPN)
: Ceonnect using a virtual private network (VPN) connection through the Internet.

Connect to the Internet

Set up a wireless, broadband, or dial-up connection to the Internet. M &
1
4A E— E—

L et up a new network
s, Configure a new router or access point.

= Dial directly

Cet up a dial-up or VPN connection to yvour workplace Connect directly to a phone number without going through the Internet.

= Setup a dial-up connection . ==
Connect to the Internet using a dial-up connection. W -

What is a VPM connection?

Connect to a workplace

Mext |[ Cancel
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Internet address: type in the Gateway DDNS domain, in this example, 0f9e76a.engeniusddns.com.

Destination name: enter a meaningful name; for instance, homeVPN is used for the example. This name will be used
as the description of the new network interface you are about to create.
Select checkbox Don't connect now; just set it up so | can connect later

Click on Next to proceed.

@ L;LI Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address,
Internet address: 0f9efba.engeniusddns.com

Destination name: homeVPN

lze a smart card

g [ Allow other people to use this connection
This option allows anyone with access to this computer to use this connection,

| Don't connect now; just set it up so T can connect later

Mext ]| Cancel
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Click Close to finish.

The connection is ready to use

Ay

< Connect now

Go back to Network and Sharing Center

Click on Change adapter settings to view all network

lk adapters.

H: p———

PARY)

:‘: « MNetwork and Internet » MNetwork and Sharing Center -

Control Panel Home . . . .
View your basic network information an

@hange adapter settings) Eh-h /?
— o

Change advanced sharing

: WINTTRIAL-PC HERE
ett =
e (This computer]
View your active networks

L/_‘.m;

ﬂl_l/" Home network
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In the Network Connections window, find homeVPN (the
new created VPN interface) and right-click on it.

In the Properties window, click on Security tab.
Change Type of VPN to Layer 2 Tunneling Protocol

In the pop-up menu, click on Properties. with IPSec (L2TP/IPSec)
__{,-.\\ = - -
@Uv| &/ <« Network and Internet » Network Connections » = homeVPN Properties @
_ _ _ _ _ | General I Options | Securty | Metworking | Sharing|
Organize = Start this connection Rename this connection Delet
Type of WPN:
l: homeVPN .:- ERES | Layer 2 Tunneling Protocel with IPsec (L2TP/IPSec) -|
-q,:'-' ; Disconnected o EE [ S ]
i@l Conasect ST Intel(R) PRO/1000 M Dats encyption: cer sellnas
Status [ Require encryption (disconnect if server declines) - ]
Set as Default Connection Authentication
(71 Use BExtensible Authentication Protocol (EAF)
Create Copy
Create Shortcut Properties
@I Delete @ Allow these protocols
'@' Rename
%
L= b - [] Unencrypted password {PAF)
Challenge Handshake Authentication Protocol (CHAF)
Microsoft CHAP Version 2 (MS-CHAP v2)
[] Automatically use my Windows logon name and
password (and domain, i any)

| ok || cancel
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Click on Advanced settings
In the Advanced Properties, choose Use preshared key for
authentication.

Enter the Key 11112222 and click OK to close the win-
dow.

é homeVPM Properties @ SRR
| General | Options | Security | Metwarking | Sharing|

Type of VPN: ktop Ad...

| Layer 2 Tunneling Protocol with IPsec (L2TF/IPSec) -

([ Advanced settings D
Diata encrvotion: .
E Advanced Properties @
LITP
@ Use preshared key for authentication
Key: 11112222

(71 Use certificate for authentication

Verify the Mame and Usage attributes of the server’s certificate

[ Ok ] [ Cancel

Once completed all changes, click on OK to complete the
setting.

= homeVPN Properties @
| General I Options | Security | Metworking | Sharing|
Type of WPN:
| Layer 2 Tunneling Protocal with IPsec (L2TP/IPSec) - |
[ Advanced settings ]
Data encryption:
[ Require encryption (disconnect if server declines) - ]
Authentication

(7 Use Bdensible Authertication Protocol (EAP)

Properties

i@ Allow these protocols

[] Unencrypted password (PAF)
Challenge Handshake Authentication Protocal (CHAR)
Microsoft CHAP Version 2 (MS-CHAP w2)

[] Automatically use my Windows logon name and
password {and domain, if any)

| ok || cancel
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Back to Network Connections, find homeVPN and right-click on the icon.

Click Connect to establish the VPN tunnel.

:;u'| £/ « Network and Internet » Netw

Organize * Start this connection Renar

l:_ homeVP M I

e | Disconnected -

Hz WAN Mininort (1 TP
Connect

Status
5et as Default Connection
Create Copy

Create Shortcut
'@‘.‘ Delete
'@' Rename

'@' Properties
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A window prompts for user verification, simply enter peter for user name and ax123456 for the password.

Click Connect to start connection.

& Connect homeVPN

Iser name: peter
Passwurd: FERREREEE
Domain:

[] Sawe this user name and password for the following users:

Me onhy
@ Aryone who uses this computer

[ Connect ][ Cancel ][ Properties ][ Help
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Depends on the location and network traffic of your region this may take a while.

Connecting to homeVPM...

l:, Connecting to 1.172.111.142 using WAN Minipart
- (LZTPY...

Cancel

Once VPN tunnel is established successfully homeVPN will be marked Connected.
The client device can now access to the internal FTP server 192.168.0.116 over the Internet.

@Uv| E-' « MNetwork and Internet » Metwork

Organize - Disconnect this connection R

— h VPN :
Ko o K
o Connected F

@z WAN Miniport (L2TF)
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To verify the connection, please follow the instructions below.

| my | =
Press keyboard @ + L to run File Explorer.

Type in cmd then press Enter key to run Command Prompt

Camputer Wiewy

v A ([ ) v| = | searchThispC o

©

4 Folders (B}

1M This PC
[F‘h benson (glendy-pc) Desktop
g Desktap
| Docurnents
8 Dowenloads F Docurnents

W hsinan thsinan-pc)

W‘h ljsung {vaio)
s h Downloads
W Music -

=] Pictures

[w R R RA-1 g If'QII{HF'I—I"Il'\I
27 iterns

hAusic
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Under Command Prompt type in ping 192.168.0.116.

Replies should be received as shown below.

B Command Prompt
:\rping 192.168.8.116

inging 192.168.8.116 with 32 bhytes of data:

eply from 192.168.8.116: hytes=32 time=3ms TTL=128
eply from 192.168.8.116: hytes=32 time=2ms TTL=128
eply from 192.168.8.116: hytes=32 time=2ms TTL=128
eply from 192.168.8.116: hytes=32 time=6ms TTL=128

ing statistics for 192.168.8.116:

Packetz: Sent = 4, Received = 4, Lozt = @
pproximate round trip times in milli-seconds:
3

Bz loss>.
Minimum = Zms, Maximum = 6ms,. Average = Ims

R
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Windows 8

Troubleshoot problems

| Open Metwork and Sharing Center |

On the Task Bar

3:30 PM

o o @ &f 90 fe ENG - Tl

SR | right click on the network interface icon

Left-Click on Open Network and Sharing Center.

Under Network and Sharing Center, click on Set up a new connection or network.

1T ‘i: <« All Control Panel ltems » Metwork and Sharing Center v 0 Search Control Panel

Control Panel Home

Change adapter settings

Change advanced sharing
settings

See also
HomeGroup
Internet Opticns

Windows Firewall

View your basic network information and set up connections
Wiew your active networks

w3 Access type: Internet

H G : loined
Private network omebroup oine

Connections: [H] Ethernetl

Change your networking settings

i (’:':_et up a new connection or nehﬁorg

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.
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Choose Connect to a workplace from the option menu. Click on Use my Internet connection (VPN).

Click on Next to proceed.

How do you want to connect?

Choose a connection option

2 Use my Internet connection (VPN)
Connect using a virtual private network (WPM) connection through the Internet.

Connect to the Internet

Setup a broadband or dial-up connection to the Internet, o i
%' Set up a new netuvork *] 0

cam . Setup a new router or access point,

E.' Manually connect to a wireless network = Dial directly

cae Connectto a hidden network or create a new wireless profile, Connect directly to a phone number without going through the Internet.

L

Mext || Cancel
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Internet address: type in the Gateway DDNS domain, in this example, 0f9e76a.engeniusddns.com.
Destination name: enter a meaningful name; for instance, homeVPN is used for the example. This name will be used
as the description of the new network interface you are about to create.

Click on Create to proceed.

Type the Internet address to connect to

YWour network administrator can give you this address,

Internet address: Ufge?ﬁa.engeniusddns.cum|

Destination name: haorneWPM

[ ]Use a srmart card
[#] Rermernber rry credentials

'@' [l &llow other peaple to use this connection

This option allows arone with access to this computer to use this connection,

Create || Cancel
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T

Please wait for a few seconds. The creation process will Left click on the network interface icon on the task
be completed once the following window disappear. bar. The new interface homeVPN should be found as
shown below.

.1, Connect to a Workplace

Creating the connection... NEtWO rkS

Ay | _‘i} Airplane mode

Connections

l|l;| e 3

Q..Z,) homeVPN
Go back to Network and Sharing Center and click on

Change adapter settings.
Wi-Fi

Metwork and Sharing Center On

T = <« Al Control Panel lterns » Metwork and Sharing Center

View your basic network information and :
Control Panel Home

View your active networks

(_Change adapter settings_)
Change advanced sharing g 3
settings Private network
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In the Network Connections window, find homeVPN icon  |n the Properties window, click on Security tab.
and right-click. Change Type of VPN to Layer 2 Tunneling Protocol
with IPsec (L2TP/IPsec)

Choose Properties to continue setting.

Click on Advanced settings

@ v 1 B« Neto » Networ., v & | | Search Netwark Conne.. 0 In the pop-up window, enter 11112222 for the preshared
Organize = Startthis connection = . 0 @ key used for this example. Click OK to close the window.
&-? -' E';‘:tzf::ff@& &_& | %hﬁg”;ﬂ g homeWPN Properties D
' & 0 Bluctooth == (E A ESER @ Realtek PCle GBE Farnily Controller : N

= - | General | Options K:Secunty) M etwarking | Sharing| ety
L. hu_:ume'\f'F'I'\.I | TheGreenBow _
m‘ra Disconnected ‘kp =  [Metwork cable unplugged Tupe of WFN: et b M
\ x @ TheGreenBow Wirtual Miniport &d... E_a 2T ling Protacal with |Psec [L2TRAR ) Vl
Connect § Disconnect wer 2 Tunneling Protacol with 1Psec 280
Status : I Lif;unnected [ﬁ.dvanced settings] " conne

Drata encryption:

x dﬂ Cualcamm Atheros ARSBWYBZ22 ...

Set as Default Connection sthetl

Create Copy

Create Shortcut
L2TP |
'@' Delete

@' Renarme e preshared key For authentication
—

& ( Properties ) key: ( |11112222]
——

() Use certificate for authentication

o | Werify the Mame and Usage attributes of the server's certificate

Cox ) ame
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Change Require encryption (disconnect if server de- To connect to the VPN, click on homeVPN.

clines) When the Connect button appears, click on Connect to
Click Allow these protocols and check Microsoft CHAP initiate the link.

Version 2 (MS-CHAP v2)

Connections

I|I;| g 3

Click OK when completed.

= homeWPN Properties

Q.ZJ homeVPN

General | Options | Secuity | Metworking | Sharing
Type aof WPN:

Laver 2 Tunneling Protocol with |Pzec [L2TP/IPzec] W

| Advanced zettings

D ata encryphior;

Require encroption [dizconnect if zerver declines]) W

Authentication
() Use Extensible Authentication Protocal [EAF)

Propertiesz

(@- Allow theze pru:-tu:u:u:uls)

[ ] Unencrpted pazsword (FAP)
[ ] Challenge Handshake Authentication Pratacal [CHAP)
Microsoft CHAP Version 2 (M5 -CHAF v21)

[ ] Automatically use my 'Windows logon name and
pazsword [and domain, iF any)
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Now type in the username and password. In this example Depends on the location and network traffic of your re-
our user name is peter and password is ax123456. gion this may take a while.

If you don't know the user name and password, please go
back to User Setting under VPN section for detail.

(© Networks

Click Ok to start continue. o0 homeVPN

**** Connecting to 1172111142

. Connecting to 1.172.111.142

Sign-in
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Once the VPN tunnel is established successfully, you To verify the connection, please follow the instructions

should see your VPN interface labeled Connected. below.
The client device can now access to the internal FTP serv- — =
N,
er 192.168.0.116 over the Internet. Press keyboard L_j, + “~ torun File Explorer.

Type in ecmd then press Enter key to run Command
Connections Prompt

l|l;| R 3

AN N T This PC = - oIEN
Qz.: homeVPN Computer  Views
© - 'r(;l.-' crnd| ) v| = Search This PC J]
A
: 4 Folders i)
M This PC
wh .
I benson (glendy-pc) | Desktop
m Desktop
2 Documents
& Downloads | & Documents

B hsinan thsinan-pc)
:E'" [sung fvaia)

-Iﬁn m {rosi) JT;‘ Dowynloads
o Music
= Pictures J FE" Music
I.R" <ngan fensan-net 7 -
¢ iterms =
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Under Command Prompt type in ping 192.168.0.116. Replies should be
received as shown below.

B Command Prompt
:\rping 192.168.8.116

inging 192.168.8.116 with 32 bhytes of data:

eply from 192.168.8.116: hytes=32 time=3ms TTL=128
eply from 192.168.8.116: hytes=32 time=2ms TTL=128
eply from 192.168.8.116: hytes=32 time=2ms TTL=128
eply from 192.168.8.116: hytes=32 time=6ms TTL=128

ing statistics for 192.168.8.116:

Packetz: Sent = 4, Received = 4, Lozt = 8 (8x lossl.
pproximate round trip times in milli-seconds:

Minimum = Zms, Maximum = 6ms,. Average = Ims

R
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VPN Wizard: L2TP

The following diagram illustrates the example given in this section. A user, peter, has already been created in the User
Setting.

— Site (192.168.0.X) mmm
"~ N VPN Server:

FTP{192.168.0.116) j 192.168.2.10

Domain: 192.168.2.%

I

|

NEw = 4%8
|

\

~

WAN (1.172.111.142)
LAN {192.168.0.1) !

- -

CONS domain: 0f9e?6a.engeniusddns.com

VPN Server Side Information:

Private Network domain: 192.168.0.X
Domain net mask: 255.255.255.0

DDNS domain: 0f9e76a.engeniusddns.com
LAN IP: 192.168.0.1

User Name: peter

Password: ax123456

VPN Server Address: 192.168.2.10

Client Side:
VPN Client will be assigned with an IP address 192.168.2.X address when the tunnel is established.
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VPN Server (Gateway Side)

Under VPN section, choose Wizard.

Status

Frofile Setting

Llser Setting

Wyizard

Assign a VPN policy name by typing homeVPN (or any other preferable name).

Click Next to proceed.
Step 1 VRN Policy Mame

Flease enter the policy name

YN policy name
Mame hameFr leg: Office’FPR)

Back Mext Cancel
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Select L2TP and click Next to proceed.

StepZ: VPN Connection Type

Flease choose YFPN connection type

IPSec Choose this if you are using other 31
party VPN client software or gateway

L2TP over IPSec  Choose this if you are using Windows
YEM client for connection

o L2TF Choose this if you are using L2TP client
for connection
FFTF Choose this if you are using PFTF client

for connection

Back M et

Cancel
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Select a user (which created earlier in User Setting section) from the user list. In this example “peter” is selected.
VPN Server IP is given to the VPN server on EPG60O0. In this case, please type in 192.168.2.10.
Typein 192.168.2.100 and 200 into the Remote IP range fields.

Click Next to continue.

Step3 VPN LZTP Setting
Flease enter the setting of L2TP

LZTF Settings

Authentication MSCHAR W2 v
¥ User List
Uzer Name t e ,
peter ohn | (eq: guest)
password  [eesesses (eq: nk9543)
VPN Server [P Setting
Server [P 192.168.2.10 (eg: 10.0.174.45)
Femaote IF range 192 168.2.100 - (200 (eg: 10.0.174. 66 -100)

Back Mext Cancel

Note1: Server IP and Remote IP Range should be under the same domain. The server will be listening to
the traffic for from 192.168.2.X.
Note2: Remote IP range is the range of IP addresses space reserved for VPN the connecting VPN clients.
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At this very last page, click Apply to enable the policy immediately.

Setup Successiully

¢ Enable this policy immediately.

Back Apply Cancel
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It takes about 15 seconds for the Gateway to activate the VPN profile.

Module is reloading, please wait | 3 seconds

Once the Gateway is ready, the page will be redirected to Profile Setting section where the new profile homeVPN is
shown.

Mo. Enable  MName  Type Local Address  FHemote Address Crypto-suite Gateway  Select
1 ¥ homevPH L2TP  1592.165.0.0/24 192.1658.2.100-200 M, 192.168.2.10

A Edit Celete Selected Delete All

Apply Cancel
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VPN Client

You will need a PC or Laptop running VPN enabled operating system. The following sections demonstrate how to use
built-in VPN client to establish a VPN tunnel with the VPN server.

Windows XP

Please ensure you have updated your Windows XP with latest service pack.
Before adding a new VPN connection to your XP system, we have to add a new registry to your system.

On the Start Menu, click Run...

A1 Programs  #

Lag Off E}] T Off Computer

|4 /staxt (3} &

Type in regedit to start the Registry Editor
Press Enter or click on OK

Run 2l x|

— Type the name of a program, Folder, document, or
9 Internet resource, and Windows will open it For wou,

Cpen: Iregedit j

Ik I Cancel | Browse, ., |
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You have to add a new registry value to your XP system to enable L2TP.

Locate the registry HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Rasman\Parameters and add the
following registry value to this key:

Value Name: ProhibitlpSec
Data Type: REG_DWORD
Value: 1

&' Registry Editor
File Edit View Favoriter Help

-] HKEY_CLASSES_ROOT [ab] Defanlt) REG 37
-] HKEY CURRENT USER

= B My Computer j N arme | Type

| HEEY LOCAL MACHINE
-] HARDWARE
w0 SAM

(] SECURITY
- SOFTWARE
=7 SYSTEM
#-] ControlSetln]
[+ ControlSetd03
= CurrentContolSet )

[#+{_] Contno]

{71 NET Data Provide
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Right-click on the last node, “Parameters”.
On the pop-up menu, select New and then DWORD Value.

Eey

- Btring Value
Binary Valne

-] Raspti Delete a
-] Rdbss Remname | DWORD Value

#-(] RDFCDD Binlti-String Valoe
#-{_] RDFDD Export o .

: Expandable String ¥al
.D rdpdr EEI'.I'.I'.IJ.ZSZSZIDHS =7 2 IS5 e
&1 RDPNE

{1 RDPWD oy Ly s

Type in ProhibitlpSec and press Enter

+ Favortes Help

F-L qllzan & | | Wame | Tupe | Diata

#-1 Rasficd (Defanlf) REG 87 {value not st

(] Rasfiuto [2¥] IpOuHighWaterm... REG_DWORD 010000005 (5)

#-_1 RasiZtp [2%) IpOutlow Waterm...  REG_DWORD 0=00000001 1)

=1 RasMan i REG_MULTISZ  rastapi

Frohibitlplec REG_DWORD 0x00000000 ()

' REG_EXPAND 57  %fvsemRoot®System®irasmenszdll
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Double click on ProhibitipSec.
In the pop-up window, enter 1 for Value data.
Click OK to complete.

T Sy (i | LD IL O AT . BT LY YL L UHULLULLL 1)
E| |:| RasMan Medi&s REG_MUOLTI_3Z rastapi
: D Enum .Pru:nhibiﬂpSec REG_DWORD 000000000 {7
Ea Paremeters ServiceD]l REG_EXFPAND 32 FrstemBl oot FSwstermn 32 asmans. 11
L] Qmarantine
o ca e 2
o Security
. -] RasPppoe YWalue name;
(] Raspti |ProhibitlpSec
--{j Rdbzs
D REDPCDD JE data Baze
w1 RDPDD Iﬁ ) &+ Hewxadecimal
|:| dpdr " Decimal
{:I EDINF
~{_] RDPWD
-] RDSessMer [ ok ) cencel |
{:I redbook |
[l e T - TR,

Your new registry should look like this.

o Registry Editor

Fﬂe Edit Wiew Faworites Help

Hame | Tvpe | Diata
{Diefaulf) REG 57 fvalue not s=f)
@8] IpOuiHighWaterm . REG_DWORD 000000005 (53
-3 § @4 IpOutLow Waterm...  REG_DWORD 000000001 (1)
' ab] Medias REG MULTI §Z rastapi
Bl D FFE { (& Prohibifipiec REG_DWORD 0x00000001 (1) )
(1 Secuity i ServiceDll REG_EXPAND 52 %ystemBoot®System3Zirasmans 41l
#-_7] RasPppoe
-] Raspti

Close the Registry Editor.

'/t i | IMPORTANT: Please Reboot your system now, to make the new setting affective.
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Then, we have to turn off IPSec service.
In the Control Panel, find Administrative Tools and double-click on Services.

F Control Panel =10 x|

File Edit View Favorites Tool: | Help -.1.'

3 L L= 1, >
O Back - d - LE fj Bearch i Folders =P k3 x n
Address | Control Penel ~| B3

& = -
Acoesibility  Add Hardweare Date and Time
Options

8 @ b
Diizplacr Falder Optons Fomts Crame Dinternet

e & 4 w e

Network  Network Setup Power Optons  Printerzand  Eegional and
Connechnmns T izand, Fames Language ...
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In the Services window, please find IPSEC Services.
Right-click on IPSEC Services.
On the pop-up menu, click on Stop (note that this service will start again if you reboot).

File  Action View Help
o mEFRR 2E 8w
%SEWEES {Local) &3, Bervices (Local)

IPSEC Services Name | Statns | Stortup Twpe | Log

By Fast User Switching Co_.  Started  Manmal Local
atop the srvice %Healﬂi Ee and Certific Mammal Local
Eestart the service %Help and. Support Manual Lacal

S HTTP 351 Mannal Loca]
B TTo o T i Local

ogal Disk Manager

8t Logical Disk Manager ..
S M3 Software Shadow C... Fapse al
%Het Logon Eesume al
%Hetwnrk Arcess Protect. . Festart al
%Hetwnrk Connechons Started al
6 Netvork DDE allTaks  * L)
£ Network DDE DSDM Befresh al
%Hetwnrk Location Awar... Started — L]
8 Network Provisioning §... Properties 1
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Once we have added the ProhibitlpSec registry and stop IPSEC Services, we can create the VPN connection for L2TP
over IPSec now.

Start Menu - Control Panel & Network Connections = Net Connection Wizard

R . — T Game Controllers
g J Wil con] et Tzt l"’ Comtrol Panel » ; __,’ Internet Orptions
55 Wizerd %&tfl’;laé:mm Access and ® Network Connections 2 Wetwork Setup Wizard
efa; .
R A = % Wetwork Setop Wizard B YNew Connection Wizard
- BIna g N Py —
=~ statans = Printers and Faxes (%, Power Options

! Y Printers and Faxes *
P ooand, Prompt g_") Help and Svpport =l i _
= W Fegional and Language Options
i"} search C&, Branmners and Cameraz 3
=7 Eun.. () Scheduled Tasks b

'&3' security Center
@ Soundsand Avdio Devices

L |
Al Programs b ¢ Fpeech
Log Off E}] Tumn Off Computer gy Taskbar and Start Menu
81 Teer Accounts
st & (5 & . B @ 70w s
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Click Next to proceed.

New Connection Wizard

Welcome to the New Connection Wizard

Thiz wizard helps you;
* Connect to the Intermet,

* Connect to a private nebwork, such az your workplace
niebwork,

* Setup a bome or zmall office netwark.

To continue, click Mext.

Cancel

Select Connect to the network at my workplace.

Click Next to proceed.

New Connection Wizard
Metwork Connection Type
YWwhat do pou want o do’?

(" Connect to the Internet
Connect to the Internet 2o you can browse the Web and read email.

{* Connect to the network at my workplace

Connect to a busineszs network, [uzing dialup or %¥PM] 20 vou can work from home,
a field office, ar another location,

" Set up a home or small office network
Connect to an existing home or small office network, or zet up a new one.

" Set up an advanced connection

Connect directly to another computer uzing vour senal, parallel, ar infrared port, ar
zet up thiz computer 2o that other computers can connect to it

¢ Back | Mewt » | Cancel
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Select Virtual Private Network connection.

Click Next to proceed.

New Connection Wizard

Metwork Connection
How do you want to connect to the netwark, at pour workplace?

Create the following connechion:

" Dial-up connection

Connect uzing a modemn and a regular phone line or an Integrated Services Digital

Metwork [ISDM] phone line.

* Mirtual Private Network connection

Connect to the network, uzing a virtual private network, fYPM] connection over the

Internet.

< Back I Hext » I

Cancel

Enter a meaningful name; for instance, homeVPN is used
for the example. This name will be used as the description
of the new network interface you are about to create.

Click Next to proceed.

New Connection Wizand

Connection Hame
Specify a name for thiz connection to your wark place.

Type a name for thiz connection in the following bos,

Compaty Mame

Ihu:ume\-"F'Nl

Far example, vou could type the name of your workplace or the name of a server pou
will connect to.

< Back I Hest » I Cancel
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Choose Do not dial the initial connection. Please enter the DDNS name of your VPN Gateway.

In this example, we enter 0f9e76a.engeniusddns.com.
Click Next to proceed.

Click Next to proceed.

New Connection Wizarnd
New Connection Wizard ————

Public Hetwork VPN S Selecti
Windows can make sure the public network, is connected first, Erver selection
P YWhat iz the name or address of the WYPM server?
Windows can automnatically dial the initial connection to the Intermet or other public .
el el estal:ulishinyg e withue] Ererrereian > Type the host name or Internet Protocol [IP] addrezs of the computer to which vou are
i ’ conneching.

v Do not dial the initial connection:

Hozt name or IP addrezs [for example, microzoft com or 157.54.0.1 ];

0F9=7Ea. engeniusddns. com

" Automatically dial this initial connection:

Cancel

¢ Back I Meut > I Cancel < Back IWI
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Select Add a shortcut to this connection to my desktop for  Click on Properties.
easy access to establish a connection.

Connect home¥YPN

Click Finish to complete the setup.

New Connection Wizard

Completing the New Connection Wizard

)

Y'ou have successfully completed the steps needed to
create the following connection: Uzer name: I

home¥PH

* Share with all ugers of thiz computer Bassward. I

[T Save thiz uzer name and pazsword for the following users:

% e only

The connection will be zaved in the Metwork, £ Aryone whouses this computer
Connections folder.

¥ i4dd a shorteut to this connection ta my desktop | Conrect I Cancel " Properties || Help

e —

To create the connection and cloze thiz wizard, click Finizh.

< Back I Finizh I Cancel
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Under Networking tab, select L2ZTP IPSec VPN.

Please note that since XP does not support pure L2TP, we
have to choose L2TP IPSec VPN.

This is the reason why we need to turn off IPSEC Service
at the beginning of this chapter.

Click OK to close the window.

& home¥FN Properties ed

Generall Dptiu:unsl Securty Metworking I.ﬁ.dvancedl

Tupe of %PH:

(T - |
Settings |

Thiz connection wuzes the following tems:

T Intemnet Protocal [TCRAR]

Bl 05 Packet Scheduler
B File and Printer Sharng for Microsoft Nebworls
g Client for Microzoft Metwork.s

Inztall... rirwztall Froperties

D ezcription

Tranzmizzion Contral Pratocal/l nternet Protocal. The default
wide area network, protocol that provides communication
acrozs diverse interconnected nebworks.

ak. I Cancel
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Under Security tab.
Select Typcial (recommended settings)
Uncheck Require data encryption.

Click OK when done.

Generall Optiohs  Security | Netwarkingl .-’-'-.u:l'-.fann::edl

f+ Typical [recommended settings§

Walidate my identity az fallaws:

IHequire gecured pazsword j

[ Autornatically uze my Windows logon name and
pazzword [and domain if any]

(r Require data encryption [dizconnect if none] )

" Advanced [custom settings]

|l zimg these zettings requires a knowledge G ettinms |
af secuity protocalz. 2EHngE. -

|PSec Settings... |

ak I Cancel




Click OK to complete Enter peter for user name and ax123456 for the pass-

word.
General | Options  Security | Networking | Advanced Click on Connect to start connection.

— Secunty options
{ Typical [recommended settings)

C t home ¥PN il
- 2=

utematicall use my wWindows logon name an
™ sutomaticall findows | d
pazzword [and damait if any]

[T Eeguire data encryption [disconnest if none|

&+ Advanced [custom settings)

Ilzing theze settingsz requires a knowledge

of zecurity protocols. [T
Uszer name: Ipeter
Pazzword: I TIIIIL

|BSer Settings...

¥ Save thiz user name and password for the following users:

' Me only

™ Anyone whao uzes this computer

| Cancel | | Conrect I Cancel Properties Help

The client device can now access to the internal FTP serv-
er 192.168.0.116 over the Internet.
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Windows Vista

As part of Windows 7 limitation, using L2TP requires extra setting. To be able to use L2ZTP VPN tunnel, IKE AuthlIP IP-
sec service on the client device must be disabled. Please note that disabling this service may affect other IEK/IPsec
dependent applications.

Click on Windows Start icon, type in services and press enter to open services window.

. Services

- Search Bverywhere

- Search the Internet

1
p—
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Right-click on IKE AuthlP IPsec Keying Modules and choose Properties.

o senvies =
File Action Wiew Help

&= |[EE .= HmE panwp

Eﬂ Services (Local)

IKE and AuthlP IPsec Keying
Modules

Stop the service
Festart the service

Description:

The IKEEXT service hosts the
Internet Key Exchange (IKE) and
Authenticated Internet Protocol
(AuthIP) keying modules, These
keying modules are used for
authentication and key exchange
in Internet Protocol security
{IPsec). Stopping or disabling the

T LT e L T

I II'KE and AuthlP IPsec Keying Modules

| E.aj KtrnRm for Distributed Transaction ...

-~

Mame

£ Human Interface Device Access

-%Intera ctive Services Detection
-E_%Internet Connection Sharing (IC5)
-%Internet Explorer ETW Collector Servi...
L5 IP Helper

m

-%IPSEC Policy Agent

E.a} Link-Layer Topeology Discovery Map...
L5 Media Center Extender Service
-%Micmsuﬂ JMET Framework MGEM v2....

- 1.'| I

Description

Enables gen...

Start
Stop
Pause
Resume

Restart
All Tasks
Refresh

Properties

Status

Startup Ty

Manual

Automatig

Manual

Manual
Manual
Automatic
Manual
Manual
Manual
Disabled
Dizabled

S

Extended ,H:Standard f
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For Startup type choose Disabled.

Then click on Stop to stop the service immediately.

Click Apply to apply the changes.
Finally, click OK to complete.

IKE and AuthlIP IPsec Keying Modules Properties (Local Computer) w83

General | Log On | Recovery Dapendmci&i|

Service name: IKEEXT
Display name: IKE and AwuthlP IPsec Keying Modules

Descrintian: e [KEEXT service hosts the Intemet Key o
Sescription F;E::hange [IKE) and Authenticated Intemet Protocol i

Path to executable:
CAWindows'system 32 svchost.exe & netsves

Startup type: ' [ Dizabled ] =

Help me configure service startup options.

Service status:  Started
Start Stop Pause Besume

You can specily the start parameters that apply when you start the service
from here.

Start pararmeters:

ok J[ Cancd || ooy
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Currently connected to:

= Metwaork

-am Access: Local and Internet

Connect to a network
Metwork and Sharing Certer

On the Task Bar iiaiabdilakablitall | right click on
¥

the network interface icon Left-Click on Network
and Sharing Center




Click on Set up a connection or network

;©v| s+ <« Network and Internet » Metwork and Sharing Center - | +3 | | Search
o Network and Sharing Center
View computers and devices View full map
Connect to a network = =
- . A A
Set up a connection or network . e
Manage network connections THIAL_PC Network Internet
(This computer)
Diagnose and repair
E_' Network (Private network) Customize
Access Local and Internet
Connection Local Area Connection View status
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Choose Connect to a workplace from the option menu. Choose Use my Internet connection (VPN) from the

option menu.
Click on Next to proceed.

. @ Connect to a workplace
@ Set up a connection or network

?
Choose a connection option How do you want to connect:

< Use my Internet connection (VPN)
Connect to the Internet ) ) Connect using a virtual private network (VPM) connection through the Internet.
Set up a wireless, broadband, or dial-up connection to the Internet.

Set up a wireless router or access point 5 &
Set up a new wireless network for your home or small business. ‘ ~

7= Set up a dial-up connection
™ Connect through a dial-up connection to the Internet. &> Dial dil’ECﬂ_‘y’

Connect directly to a phone number without geing through the Internet.

] VI

What iz a VPN connectien?

Connect to a workplace

Set up a dial-up or VPN connection to your workplace

I Mext |[ Cancel -Cancel

313



Internet address: type in the Gateway DDNS domain, in this example, 0f9e76a.engeniusddns.com.

Destination name: enter a meaningful name; for instance, homeVPN is used for the example. This name will be used
as the description of the new network interface you are about to create.

Select checkbox Don’t connect now; just set it up so | can connect later

Click on Next to proceed.

@ lI_E_r-' Connect to a workplace

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: 0f9elba.engeniusddns.com

Destinaticn name: homeVPN

lse a smart card

I 7] Allow other people to use this connection
This opticn allows anyone with access to this computer to use this connection,

| Don't connect now; just set it up so [ can connect later

Mext ]| Cancel
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@ Connect to a workplace

Type your user name and password

User name: peter

Password: o.tot.ool

[C] Show characters
[] Rernember this password

Dernain (optional):

[ Create ][ Cancel

315

Now the profile has been created. Click Close to com-

plete.

@ Connect to a workplace

The connection is ready to use

A&

< Connect now

W

Close



Back to Network and Sharing Center, Click on Manage network connections.

Tasks

View computers and devices

Connect to a network
Set up a connection or network
Manage network connections

Diagnose and repair

MNetwork and Sharing Center

TRIAL-PC
(This computer)
E_' Metwork (Private network)

Access

Connection

Local and Internet

Local Area Connection
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View full map

Internet

Customize

Wiew status



In the Network Connections window, find homeVPN

(the new created VPN interface).

Device Mame Metwaork

Mame Status

Connectivity
LAMN or High-5peed Internet (1)
‘h' Local Area Connection
§ Metwork
e Intel(R} PRO/A000 MT Deskt...
Yirtual Private Metwork (1)

‘:. homeVPN

=y [licconnected
@2 WAN Miniport (PPTP)

Right-click on homeVPN, and choose Properties.

317

(:K)v|@ <« Metwork and Internet » MNetwc

‘ Organize ~ = Views ~ s Startthis co

Mame Status Device Mame Co

LAMN or High-5peed Internet (1)
‘h' Local Area Connection
§ Metwork
& Intel(R) PRO/1000 MT Deskt...
Virtual Private Metwork (1)

‘:. homeVPM
" [Ill.:-‘c.clrjrlec.tecl

Connect
Status

5et as Default Connection
Create Copy

Create Shortcut
Delete

Rename




Click Security tab in the Properties window. Back to Properties window, click on Networking tab.
Uncheck Require data encryption (disconnect if none) For VPN type, choose L2TP IPsec VPN.

= homeVPN Properties = homeVPN Properties
| General | 0p=tions| Security | Metwarking I 5haring| | General | Options | Security [Nfﬁ'ﬂ'ﬂﬂ'-'jﬂgm 5haring|
Security options :
i@ Typical frecommended settings) [|_2'|'|:| IPsec VPN ] v]
Verify my identity as follows: [ IPsec Settings... ]
[Hequire secured password '] This connection uses the following tems:

[] Automatically use my Windows logon name and i fy
password (and domain. i any) I = Intemet Protocol Version 4 (TCP/IPvé)
(D Require data encryption (disconnect if none) ) [+ g File and Printer Sharing for Microsoft Metwors
=l 005 Packet Scheduler
& Cliert for Microsoft Networks

() Advanced {custom settings)

Ilzing theze settings requirez a knowledge

of securnity protocols. Settings...

See our online privacy statement for data collection and use
irformation. [

@ Install... Uninstall Properties

Description

TCP/IP version 6. The latest version of the intemet protocaol
that provides communication across diverse interconnected
networks.

| oK || Ccancel | oK || Ccancel
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Back to Properties window, click on OK to complete. Back to Network Connections, find homeVPN and right-
click on the icon.

= homeVPN Properties
[ General | Options | Securty | Networking | Sharing | Click Connect to establish the VPN tunnel.
Type of YPN: [,
| L2TP IPsec VPN -
OO?|@ « MNetwork and Internet » MNetwork Connections »
[ |Psec Settings ]
‘ Organiz = Views ~ m Startthis connection O Rena
: : N Stat Device N Connectivi Nety
] -+ Intemet Protocol Version 4 (TCP/IPvé) i svice ame ennectivity
[+ g File: and Printer Sharing for Microsoft Networs LAN or High-5peed Internet (1)
g QoS Packet Scheduler "h Local Area Connection
& Cliert for Microsoft Networks kﬁ Metwork

ST Intel(R) PRO/L000 MT Deskt...

Virtual Private Metwork (1)

L homeVPM
= Disponnactad

¢ Install... Uningtall Properties N
[ w [&; Wiy Connect

Description
Status

TCP/IP version &. The latest version of the intemet protocal

Lh;tw[;r:;‘?des communication across diverse interconnected Set 3¢ Default Connection
Create Copy

i QK Cancel Create Shortcut

Delete

319



A window prompts for user verification, simply enter peter for user name and ax123456 for the password.

Click on Connect to start connection.

Connect homeVPN

ser name: peter
Password: Ty}
Domain:

[7] Save this user name and password for the following users:

Me onfy

¥ Anyone who uses this computer

[ Connect ][ Cancel H Properies H Help

The client device can now access to the internal FTP server 192.168.0.116 over the Internet.

Connecting to homeVPM...

* i Reqistering your computer an the networ...

<

320



To verify the connection, please follow the instructions below.

%), ) o
Press keyboard &= + ““ to run File Explorer.

Type in emd then press Enter key to run Command Prompt

—,
%vh-;l Icmdl l - | +4 | | Search

~ i System properties

Favorite Links Name Type : Total Size »
E| Documents Hard Disk Drives (1) A
E Pictures o Local Disk (C:)

E‘ Music - 347 GE free of 249 GE
More Devices with Removable Storage (2) A
Folders v s

-
-f____,.- CD Drive (Dn)

B Desktop = W
E?' trial

) o
. Public . CD Drive (E)

1M Computer FE_E.’J
£, Local Disk (C)
&2 CD Drive (D9
&2 CD Drive (E)
@ Metwork o
@ Control Panel

m
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Under Command Prompt type in ping 192.168.0.116. Replies should be received as shown below.

B Command Prompt
:\rping 192.168.8.116

inging 192.168.8.116 with 32 bhytes of data:

eply from 192.168.8.116: hytes=32 time=3ms TTL=128
eply from 192.168.8.116: hytes=32 time=2ms TTL=128
eply from 192.168.8.116: hytes=32 time=2ms TTL=128
eply from 192.168.8.116: hytes=32 time=6ms TTL=128

ing statistics for 192.168.8.116:

Packetz: Sent = 4, Received = 4, Lozt = 8 (8x lossl.
pproximate round trip times in milli-seconds:

Minimum = Zms, Maximum = 6ms,. Average = Ims

R
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Windows 7

As part of Windows 7 limitation, using L2TP requires extra setting. To be able to use L2ZTP VPN tunnel, IKE AuthlIP
IPsec service on the client device must be disabled. Please note that disabling this service may affect other |IEK/IPsec
dependent applications.

Click on Windows Start icon, type in services and press enter to open services window.

1 IUHIUIIIJ ity

( 54 Services )

= .
&= Component Services

®] services
Control Panel (&)

[+] View local services
Fi Manage Information Cards that are used to log on to online ser...
E Windows CardSpace
1B Allow remote access to your computer
1B Allow Remote Assistance invitations to be sent frem this COM.

1B Select users who can use remote desktop

e
4+~ 5ee more results

| | sErvices I * | [ Shut down | * |
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In the Services window, right click on the service name IEK and AuthlP IPsec Keying Modules
Click on Properties.

':.rr Services E
File Action Wiew Help

&2 |[EE = HmEl v e nmp

. Services (Local) E‘J‘ Services (Local)
IKE and AuthIP IPsec Keying Mame . Description Status Startup Ty
Modules ‘% Human Interface Device Access Enables gen... Manual
E " -l
Stoo the service i .-.ﬂz, 143 andAmI'i]P Psec Kel.rlg Modules S Automati
Rectart the service Lo Interactive Services Detection d Manual
.',;Q;Internet Connection Sharing (IC5) Stop Manual
o E .',}f;Internet Explorer ETW Collector Servi... Pause Manual
Description: 5 1P Hel Autornati
The IKEEXT service hosts the " TEper Resume Hromatie
Internet Key Exchange (IKE) and | -wﬁ:IPSEC Policy Agent Bestart Manual
Authenticated Internet Protocol S KtmRen for Distributed Transaction .. Manual
E{Au.thlpj k?”;g deUIe:fThese “ Link-Layer Topology Discovery Map... All Tasks b | Manual
aﬂ#neiﬂztiEnesa:::lekue;reexcirange ...r Media Center Extender Service Refresh Disabled
. res|
in Internet Protocol security Lo Microsoft MET Framework MGEM v2.... Dizabled
(IPsec). Stopping or disabling the  _ ‘.'| ! ( Properties ) —
Extended ,H: Standard f
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At Startup type, set to Disabled and press OK or Apply to apply the change.
The IKE AuthlP IPsec service is now disabled.

IKE and AuthIP IPsec Keying Modules Properties (Local Computer)

General | Log On | Recovery Dependencies|

Service name: |[KEEXT
Digplay name: |KE and AuthIP IPsec Keying Modules

Description: ’The IKEEXT =ervice hosts the Intemet Key -

Exchange {IKE) and Autherticated Intemet Protocel _

Path to executable:
CWindows system 32 svchost exe 4 netsves

.
Startup type: ﬂDisabled ] w7

Help me configure service starup options.

Service status:  Started

Start ' Stop ) Fause Fesume

You can specify the startt parameters that apply when you start the service
from here.

Start parameters:

| ok || cancel || Apoly |
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Troubleshoot problems

Open Metwork and Sharing Center

T 08: "
On the Task Bar =528 | right click on the network interface icon
Left-Click on Open Network and Sharing Center.

CHe - % @ %20

Under Network and Sharing Center, click on Set up a new connection or network.

=N [R5

d Internet » | Metwork and Sharing Center - | +4 | | Search Control Panel e

o

View your basic network information and set up connections

ﬂ&: [/? “ See full map
= N

WINTTRIAL-PC EE Internet
(This computer)

View your active networks Connect or disconnect
Access type: Internet
s
- HomeGroup: Ready to create
L Home network ) T
= Connections: [ EFE:E

Change your networking settings

‘E. (’_Set up a new connection or network )
- -}

Set up a wireless, broadband, dial-up, ad hec, or VPN connection; or set up a router or access
point.

-y Connectto a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
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Choose Connect to a workplace from the option menu.

Click on Next to proceed.

@ Set Up a Connection or Metwork

Choose a connection option

Connect to the Internet

L4 et up a new network
<a, Configure a new router or access point.

Connect to a workplace

Set up a dial-up or VPN connection to your workplace,

= Setup adial-up connection
m# Connect to the Internet using a dial-up connection.

Set up a wireless, broadband, or dial-up connection to the Internet.

[ Mext I[ Cancel
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Click Use my Internet connection (VPN)

|Ih Connect to a Workplace

How do you want to connect?

< Use my Internet connection (VPN)

Connect using a virtual private network (VPM) connection through the Internet.

.
=35 -
= Dial directly

Connect directly to a phone number without going through the Internet.

A
8 _ - ki

What is a WPM connection?




Internet address: type in the Gateway DDNS domain, in this example, 0f9e76a.engeniusddns.com.

Destination name: enter a meaningful name; for instance, homeVPN is used for the example. This name will be used
as the description of the new network interface you are about to create.

Select checkbox Don’t connect now; just set it up so | can connect later

Click on Next to proceed.

@ L;LI Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address,
Internet address: 0f9elBa.engeniusddns.com

Destinaticn name: homeVPM

Usze a smart card

% || Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

| Don't connect now; just set it up sol can connect later

et ]| Cancel
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Click Close to finish.

The connection is ready to use

Ay

= Connect now
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Go back to Network and Sharing Center
Click on Change adapter settings to view all network adapters.

= o
/“\..,./'I vx =« Network and Internet » Metwork and Sharing Center - | +4 | | Search Control Panel
Control Panel Home . . . . .
View your basic network information and set up connections
@hange adapter setting5) L%L /'? q
- e
Ch d d shari .
SEt:i:gesa wvanced sharing WINTTRIAL.PC P Itermt
(This computer)
Wiew your active networks Connect ¢
Access type: Internet
/‘ o Hu:umthrju':upu : Ready to create
Lr.ﬁl_l/" Home network B =i im

Connections: ) EfES

In the Network Connections window, find homeVPN (the new created VPN interface) and right-click on it.
In the pop-up menu, click on Properties.

o < _
@Uv| £} «« Metwork and Internet » Metwork Connections »

Organize = Start this connection Rename this connection Delets
— homeVPM - EFES
l‘*'-:.'pl Disconnected ‘ -&%}- 258
& Connect @= Intel(R) PRO/1000 M

Status

Set as Default Connection

Create Copy
Create Shortcut
@' Delete
@' Rename

r@' ( Properties :l
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In the Properties window, click on Security tab.
Change Type of VPN to Layer 2 Tunneling Protocol with IPSec (L2TP/IPSec)
Change Data encryption to No encryption allowed (server will disconnect if it requires encryption)

Click OK to apply the change

é homeVPN Properties @

| General | Options | Security | Metwarking I Sharing|
:I_'me af WPHM:
[[ Layer 2 Tunneling Protocol with [Psec (LZTP/IPSec) - D

[ Advanced settings ]

Data encryption:
[Nu encryption allowed (server will disconnect if it requires encry TD

Authentication
(71 Use Extensible Authentication Protocol (EAP)

Properties

@ Allow these protocols

[] Unencrypted password (PAP)
[#f] Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP Version 2 (M5-CHAFP v2)

[ Automatically use my Windows logon name and
password (and domain, if any)

| ok || Ccancel
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Back to Network Connections, find homeVPN and right- A window prompts for user verification, simply enter peter
click on the icon. for user name and ax123456 for the password.

Click Connect to establish the VPN tunnel. Click Connect to start connection.

. Fi i
L « Metwork and Internet »  Metwn .
@u | & & Connect homeVPN

Organize = Start this connection Renat

': homeVPM I
"':.'-h'l Disconnected -

B WAN Mininor (1 2T
Connect

Status

5et as Default Connection

Create Copy User name: peter
Create Shortcut Password: TIIIITY
'@'.' Delete Domain:

'@'.' Rename
[] Save this user name and password for the following users:

'@:‘ Properties

Me onhy

@l Aryone who uses this computer

[ Connect ][ Cancel ][ Properties ][ Help
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Depends on the location and network traffic of your region this may take a while.

Connecting to homeVPM...

‘-_, Connecting to 1.172.111.142 using WAN Minipart
it (L2TPY...

<

Cancel

Once VPN tunnel is established successfully homeVPN will be marked Connected.
The client device can now access to the internal FTP server 192.168.0.116 over the Internet.

@U'| E-' <« Metwork and Internet » Metwork

Organize = Disconnect this connection R

— homeVPM :
L\ﬁ t‘h , Connected l--..

Ez WAN Miniport (L2TP)

333



To verify the connection, please follow the instructions below.

| my | =
Press keyboard @ + L to run File Explorer.

Type in cmd then press Enter key to run Command Prompt

Camputer Wiewy

v A ([ ) v| = | searchThispC o

©

4 Folders (B}

1M This PC
[F‘h benson (glendy-pc) Desktop
g Desktap
| Docurnents
8 Dowenloads F Docurnents

W hsinan thsinan-pc)

W‘h ljsung {vaio)
s h Downloads
W Music -

=] Pictures

[w R R RA-1 g If'QII{HF'I—I"Il'\I
27 iterns

hAusic
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Under Command Prompt type in ping 192.168.0.116. Replies should be received as shown below.

. Command Prompt
\>ping 192.168_08.116

inging 192.168.8.116 with 32 hytesz of data:

eply from 192.168.8.116: bhytes=32 time=3mz TTL=128
eply from 192.168.8.116: hytes=32 time=2Zmz TTL=128
eply from 192.168.8.116: hytes=32 time=2Zmz TTL=128
eply from 192.168.8.116: bhytes=32 time=bmz TTL=128

ing statistics for 192.168.8.116:

Packetz: Sent = 4. Received = 4, Lost = B (8x loss>.
poroximate round trip times in milli-—seconds:

Minimum = 2Zm=z,. Maximum = 6mz,. Average = 3Ims

R
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Windows 8

Troubleshoot problems

| Open Metwork and Sharing Center |

3:30 PM
adsiaiai | right click on the network interface icon

m | @ i %] 4 ENG

On the Task Bar

Left-Click on Open Network and Sharing Center.

Under Network and Sharing Center, click on Set up a new connection or network.

1T "-.L: <« All Control Panel ltems » Metwork and Sharing Center v 0 Search Control Panel

View your basic network information and set up connections
Contrel Panel Home

Wiew your active networks
Change adapter settings

Change advanced sharing HEE 3
settings Private network

HAccess type: Internet
HomeGroup: Joined
Connections: [ Ethernetl

Change your networking settings

See also i (’:'s_et up a new connection ornehﬁora

HomeGroup Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Internet Options @ Troubleshoot problems

Windows Firewall Diagnose and repair network problems, or get troubleshooting information.
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Choose Connect to a workplace from the option menu.

Click on Next to proceed.

Choose a connection option

Connect to the [nternet
Zet up a broadband or dial-up connection to the Internet,

"L Setup a new netwark
sam . Setup anew router or access point,

h"',.' Manually connect to a wireless network
=, Connecttoa hidden network or create a new wireless profile,

‘ Connect to aworkplace
Set up a dial-up or WPN connection to yourworkplace

Mext | | Cancel
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Click on Use my Internet connection (VPN).

How do you want to connect?

% Use my Internet connection (VPN)
Connect using a virtual private network (VPM) connection through the Internet,

@ B

< Dial directly
Connect directly to a phone number without going through the Internet.

T p—

Cancel
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Internet address: type in the Gateway DDNS domain, in this example, 0f9e76a.engeniusddns.com.
Destination name: enter a meaningful name; for instance, homeVPN is used for the example. This name will be used
as the description of the new network interface you are about to create.

Click on Create to proceed.

Type the Internet address to connect to

YWour network administrator can give you this address,

Internet address: Ufge?ﬁa.engeniusddns.cum|

Destination name: haorneWPM

[ ]Use a srmart card
[#] Rermernber rry credentials

'@' [l &llow other peaple to use this connection

This option allows arone with access to this computer to use this connection,

Create || Cancel
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Please wait for a few seconds. The creation process will be completed once the following window disappear.

Creating the connection...

A i
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Left click on the network interface icon on the task bar. The new interface homeVPN should be found as shown
below.

Networks

Airplane mode

Off

Connections

l|1;| g 3

o.g,) homeVPN

Wi-Fi

On
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Go back to Network and Sharing Center and click on Change adapter settings.

T L e All Control Panel lterns » Metwork and Shating Center

View your basic network information and :
Control Panel Home

View your active networks

(:Change adapter settings )
Change advanced sharing HEE 3
settings Private network

In the Network Connections window, find homeVPN icon and right-click.
Choose Properties to continue setting.

@ - 4 -@« Met.. » Metwar.., v & Search Metwork Conne... 2
Organize « Start this connection ¥ ﬂ: hd m (7]
~ || Bluetooth A R5EE ~| | Ethernet]
kg Mot connected i s 3
x @ Bluetooth 2258 (8 A [EIEHE @ Resltek PCle GBE Farnily Controller
."- hameWPR — | TheGreenBow
a.h“(m Disconnected *g Metneork cable unplugged
Connect f Disconnect x TheGreenBow Virtual Miniport Ad...
Status { Wi-Fi
i Mot connected
St = Dl Connasian . R Enﬂ CQualcomim Atheros ARSBVYEZ222 ..

Create Copy

Create Shortcut

'@' Delete
'@' Renarme

'@ l Properties '
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In the Properties window, click on Security tab.

Change Type of VPN to Point to Point Tunneling Protocol (PPTP)
Change Require encryption (disconnect if server declines)

Click Allow these protocols

Click OK to apply the change
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To connect to the VPN, click on homeVPN.
When the Connect button appears, click on Connect to initiate the link.

Connections

I|I;| ﬂﬂlﬁ 3

o.z,) homeVPN

Now type in the username and password. In this example our user name is peter and password is ax123456.
If you don’t know the user name and password, please go back to User Setting under VPN section for detail.
Click Ok to start continue.

[TTITTIL] o

Domain:
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Depends on the location and network traffic of your region this may take a while.

(© Networks

Q.Z.) homeVPN

! Connecting to 1.172.111.142

Once the VPN tunnel is established successfully, you should see your VPN interface labeled Connected.
The client device can now access to the internal FTP server 192.168.0.116 over the Internet.

Connections

l|l;| R 3

QZJ homeVPN
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To verify the connection, please follow the instructions below.

| my | =
Press keyboard @ + L to run File Explorer.

Type in cmd then press Enter key to run Command Prompt

Camputer Wiew

®©

- (% crnd Yol > SearchThis pc P

4 Faolders (&)

1M This PC
W benson {glendy-pc) Desktop
i Desktop
| Dacurnents
8 Downloads F Cocuments

[F‘h hisinan thsinan-pc)

W‘h [sung feaio)
W - h Downloads
W Music -

=] Pictures

I’ﬁ" stan farsan-net
22 iterns

hAusic
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Under Command Prompt type in ping 192.168.0.116. Replies should be received as shown below.

B Command Prompt
:\rping 192.168.8.116

inging 192.168.8.116 with 32 bhytes of data:

eply from 192.168.8.116: hytes=32 time=3ms TTL=128
eply from 192.168.8.116: hytes=32 time=2ms TTL=128
eply from 192.168.8.116: hytes=32 time=2ms TTL=128
eply from 192.168.8.116: hytes=32 time=6ms TTL=128

ing statistics for 192.168.8.116:

Packetz: Sent = 4, Received = 4, Lozt = 8 (8x lossl.
pproximate round trip times in milli-seconds:

Minimum = Zms, Maximum = 6ms,. Average = Ims

R
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PPTP

The following diagram illustrates the example given in this section. A user, peter, has already been created in the User
Setting.

— Site (192.162.0.X) mmm
”~ S VPN Server:

FTP(192.168.0.116) 192.168.2.10 Domain: 192.168.2.X

|

|

NEw = —*%8
|

: \ 1/

\

N

WAN (1.172.111.142)
LAN (192.168.0.1) !

- -

CONS domain: 0f9e76a.engeniusddns.com

VPN Server Side Information:

Private Network domain: 192.168.0.X
Domain net mask: 255.255.255.0

DDNS domain: 0f9e76a.engeniusddns.com
LAN IP: 192.168.0.1

User Name: peter

Password: ax123456

VPN Server Address: 192.168.2.10

Client Side:
VPN Client will be assigned with an IP address 192.168.2.X address when the tunnel is established.
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VPN Server (Gateway Side)

Under VPN section, choose Wizard.

Status

Profile Setting

ser Setting

Wyizard

Assign a VPN policy name by typing homeVPN (or any other preferable name).

Click Next to proceed.
Step 1 VRN Policy Mame

Flease enter the policy name

VPN policy name
Mame home%w'PN (eg: Office’PN)

Back Mext Cancel
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Select PPTP and click Next to proceed.

StepZ VPN Connection Type

Flease choose WPN connection type

IPSec Choose this if you are using other 31
party VPN client software or gateway

LZTF over IPSec  Choose this if you are using YWindows
YEM client for connection

L2TP _hoose this ifyou are using L2TP client
for connection
» FPTP Choose this if you are using PFTF client

for connection

Back MeExt

Cancel
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Select a user (which created earlier in User Setting section) from the user list. In this example “peter” is selected.
VPN Server IP is given to the VPN server on EPG60O0. In this case, please type in 192.168.2.10.
Type in 192.168.2.100 and 200 into the Remote IP range fields.

Click Next to continue.

Stepd VPN FPPTF Setting

Flease enter the setting of PFTP

FFTF Settings
Authentication MSCHARP W2
Encryption: 128-bit *

# Usger List  peter v
Joer Narme peter (eq: guest)
Pagsword  |=eeeeees (eq: nk3543)
VRN Server IP Setting
Server IP 192.168.2.1 (eg: 10.0.174.45)
Remaote IF range 192.168.2.101 - req: 10.0.174.66 -100)

Back MeExt Cancel

traffic for from 192.168.2.X.

Note1: Server IP and Remote IP Range should be under the same domain. The server will be listening to the
s Note2: Remote IP range is the range of IP addresses space reserved for VPN the connecting VPN clients.
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At this very last page, click Apply to enable the policy immediately.

Setup Successiully

¢ Enable this policy immediately.

Back Apply Cancel

It takes about 15 seconds for the Gateway to activate the VPN profile.

Module is reloading, please wait | 3 seconds
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Once the Gateway is ready, the page will be redirected to Profile Setting section where the new profile homeVPN is
shown.

Mo, Enable  Mame  Type Local Address  Hemote Address Crypto-suite Gateway  Select
1 ¥ homevPN PFTP 1521650024 192.1658.2.101-200 M, 192.168.2.1

A Edit Delete Selected Celete All

Apply Cancel
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VPN Clients

You will need a PC or Laptop running VPN enabled operating system. The following sections demonstrate how to use
built-in VPN client to establish a VPN tunnel with the VPN server.

Windows XP

Please ensure you have updated your Windows XP with latest service pack.
Before adding a new VPN connection to your XP system, we have to add a new registry to your system.

On the Start Menu, click Run...

Loz Off E}] Turn Off Computer

&1 Programs  #

|4 start (&

Type in regedit to start the Registry Editor
Press Enter or click on OK

Run 2 x|

= Tvpe the name of a program, Folder, document, aor
- Internet resource, and Windows will apen it Far waa,

Qpen; Iregedit LI

Ok I Cancel Browse. .. I
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You have to add a new registry value to your XP system to enable L2TP over IPSec.

Locate the registry HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Rasman\Parameters and add the
following registry value to this key:

Value Name: ProhibitlpSec

Data Type: REG_DWORD

Value: 1

&' Registry Editor
File Edit View Favoriter Help

-] HKEY_CLASSES_ROOT [ab] Defanlt) REG 37
-] HKEY CURRENT USER

= B My Computer j N arme | Type

-[_] HKEY_LOCAL MACHINE
#-_] HARDWARE
-0 SAM
{1 SECURITY
- SOFTWARE
=1 STITEM
#-] ControlSetln]
-] Controletlls
=1 ComentContraliet )

[#+{_] Contno]

{71 NET Data Provide
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Right-click on the last node, “Parameters”.
On the pop-up menu, select New and then DWORD Value.

Eey

Btring Value
Binary Talue
DWORD Value
Mulbi-String Value
Expandable String ¥alve

-] Raspti Delete

#-(1 RDPCDD

#-{ RDELD Expout

{:I rdpdr Permdssdons. ..
-] RDPNF

{.] RDPWD Copy Key Name

Type in ProhibitlpSec and press Enter

* Favorites Help

-1 11280 a| | Warne | Type | Data
#-] Rastied {Default) REG 57 fvalue not sf)
-] Rashutn 28] lpOutHighWaterm... REG_DWORD 000000005 (5)
[#-_] Rasl2ip 28] IpOutlow Waterm...  REG_DWORD 0=00000001 1%
= Rashlan i REG_MULTI_3Z rastapi
{:| Enum Profibitineen REG _DWORD C-00000000 )
-3 Parameters REG_EXPAND 37  %vstemRoot®System32irasmans.dll
[#-{_] FFF
L) Security
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Double click on ProhibitlpSec.
In the pop-up window, enter 1 for Value data.
Click OK to complete.

|I| ] Lwoslalpr

=[] Rasban

(] Raspti
#-1 Rdbss
#-_1 RDPCDD
-1 RDFDD
{:I wpdr

=] redbock

e T = P S

(i | LD IL O AT . BT LY YL L UMILLULOU L 1L )
Media;s EEG_MULTI_3Z rastapi
.Pru:nhibiﬂpSec REG_DWORD 010000000 407
Sewice]:l]l REG_EXPAND 37 SaenraternF oo tRE wretern 3 rasmans. 11
Edit DWORD Yalue d |
YWalue name;
|ProhibitlpSec

Baze

1= data:
@

" Decimal

i Hesadecimal

o ) oo |
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Your new registry should look like this.

" Registry Editor

File Edit WView Faworites Help

Close the Registry Editor.

Name | Tpe | Diata.
- {Default) REG_SZ (value not set)
B8] IpOutHighWaterm... REG_DWORD 00000005 (5)
- i B8] IpOutLow Waterm... REG_DWORD 000000001 (1)
' ab]Medias REG MULTI $Z rastapi
-0 FFP (28 Prohibitlpsec REG_DWORD 000000001 (13 )
1 Security ab]Service DIl REG_EXPAND 52 %dvsternRoot%System 3 2smmans d1l
#-{_1 RasPppoe
- Raspti

( i | IMPORTANT: Please Reboot your system now, to make the new setting affective.
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Once we have added the registry, we can create the VPN connection for PPTP now.

Start Menu - Control Panel & Network Connections - Net Connection Wizard

o .
,Lf) J Files and Settings Transfer
IV Wizand

&
1 Eemote Asistance

oA oviriand Prompt

T Came Controllers

d P Internet Options

% Network Connections
7 Network Setop Wizard
%y Power Options

'y Printers and Faxes

? Eegiomal and Language Options
=4, Scanmers and Cameras

) Rcheduled Tasks

'-ijl securiby Center

@ Zounds end Ludio Devices

'i.—- Comntro]l Panel

Set Program Access and
Defanlts

= Printers and Faxes

-

g!/] Help and Suppoxt

I;) Search

oy 3 h
A1 Programs ¢ .;W' b
S O
LogOff  [0) Tum Off Computer o Taskbar and Stert Menu
81 User bocovnts
|#/start @ (& & .

%) Wetwork Setup Wizaxd

“omnecton Wizamd

[Eieet i

=

-

D 10334

=Jile]
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Click Next to proceed.

New Connection Wizard

Welcome to the New Connection Wizard

Thiz wizard helps you;
* Connect to the Intermet,

* Connect to a private nebwork, such az your workplace
niebwork,

* Setup a bome or zmall office netwark.

To continue, click Mext.

Cancel

Select Connect to the network at my workplace.

Click Next to proceed.

New Connection Wizard

Hetwork Connection Type
Ww'hat do you want to do?

{" Connect to the Internet
Connect to the Internet so you can browse the “web and read email,

{+ Connect to the network at my workplace

Connect to a business netwark [uzing dial-up or %P 20 pou can wark from home,
a field office, or another location.

(" Set up a home or zmall office network
Connect to an exigting home or zmall office nebwork or 2et up a new one.

(" Set up an advanced connection

Connect directly to another computer using vour senial, parallel, or infrared port, or
zet up thiz computer za that other computers can connect ba it

< Back | Hent » |

)

Cancel
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Select Virtual Private Network connection.

Click Next to proceed.

New Connection Wizard

Metwork Connection
How do you want to connect to the netwark, at pour workplace?

Create the following connechion:

" Dial-up connection

Connect uzing a modemn and a regular phone line or an Integrated Services Digital

Metwork [ISDM] phone line.

* Mirtual Private Network connection

Connect to the network, uzing a virtual private network, fYPM] connection over the

Internet.

< Back I Hext » I

Cancel
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enter a meaningful name; for instance, homeVPN is used
for the example. This name will be used as the description
of the new network interface you are about to create.

Click Next to proceed.

New Connection Wizard

Connection Mame
Specify a name for thiz connection to your workplace.

Type a name far this connection in the fallowing box.

Compary Mame

Ihnme‘JPNl

For example, pou could type the name of your workplace or the name of a gerver pou
will connect to.

¢ Back I Meut > I Cancel




Choose Do not dial the initial connection. Please enter the DDNS name of your VPN Gateway.

In this example, we enter 0f9e76a.engeniusddns.com.
Click Next to proceed.

Click Next to proceed.

New Connection Wizarnd
Puhliq Metwork _ _ _ Hew Connection Wizard
Windows can make sure the public nebwork, is connected first,

¥PN Server Selection
What iz the name or address of the VPN server?
Windows can automatically dial the initial connection to the Internet or other public
network,, before establishing the wirtual connection.
@ . — ey Type the host name or Internet Protocol [IP] addrezs of the computer ta which vou are
* Do not dial the initial connection. connecting

O Autornatically dial this initial connection: Host name or IP address [for example, microsoft com or 157.54.0.1 J;

j 0F9=7Ea. engeniusddns. com

¢ Back I Meut > I Cancel

¢ Back I Meut » I Cancel
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Select Add a shortcut to this connection to my desk- Click on Properties.
top for easy access to establish a connection.

Connect home¥YPN

Click Finish to complete the setup.

New Connection Wizard

Completing the New Connection Wizard

)

“ou have successfully completed the steps needed to
create the following connection:

homeVYPH Pazzword: I
* Share with all ugers of thiz computer

Uzer name: I

[T Save thiz uzer name and pazsword for the following users:
% e only

r .
The connection will be saved in the Network, aryonz who uszs i compizr

Connections folder.

v idd & shortcut to this connection to my desktop | Lornect I Cancel |[ Froperties n Help

e —

To create the connection and cloze thiz wizard. click Finizh.

¢ Back I Finizh I Cancel
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Under Networking tab, select PPTP VPN.

Click OK to close the window.

& home¥YPN Properties ed |

Generall I:Ipticunsl Securty  Mebworking |.i'-.|:|van|:eu:||

Tupe of WPH:

Settingz |

Thiz connection uzes the following items:

7 Internet Protocol [TCRPAR]

Bl 05 Packet Scheduler

.@ File and Printer Sharing for Microzoft Metworks
% Client for Microzoft Metwork s

[nztall... Wnirztall Properties

Dezcription

Tranzrmizzion Contral Pratocaldnternet Pratocal. The default
wide area nebwork, protocaol that provides communication
acrozs diverse interconnected networks.

k. I Cancel

Select Advanced (custom settings)

Click on Settings

# home¥PN Properties d |

Generall Options ~ Security | Netwnrkingl .ﬁ.dvancedl

— Secunty options
{ Typical [recommended settings)

Walidate my identity az fallaws;
| -

utematicall use my wWindows logon name an
™ sutomaticall findows | d
pazzword [and damait if any]

[T Eeguire data encryption [disconnest if none|

@ Advanced [custom settings] )

[1zing theze settingz requires a knowledge
of zecurity protocols.

|BSer Settings...

k. Cancel
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Select Required encruption (disconnect if sever de- Click OK to complete
clines)

Select Allow these protocols 20 x|
SE|ect MicrOSOft CHAP ‘IerSion 2 (MS'CHAP VZ) Generaﬂl [Cptions SecLrty | Netwmkingl ,ﬁ,d\fancedl

— Secunty options

Clle OK to f|n|Sh " Typical [recommended settings]

W alidate my identity 2z fallaws;

Advanced Security Setlings 7| x| I

™| sutomatically wse my Windows logon name and
Data encryption: pazzword [and|domain it any]

=%
Fequire encroption [disconnect if server declines) J j ™| Require data encryption [disconnect if none]

— Logon zecurity
™ Uze Extenzible Authertication Protacal [EAP] Using these seftings requires a knowledge

I j aof security protocaols.

Properties |

&+ Advanced [custom settings)

@ Allowvs theze Eru:utu:u:u:uls)
[ Urencrypted pazsward [FAF]
[~ Shiva Pazsword Authentication Protocal [SPAR]
" Challenge Handshake Suthentication Protocol [CHAP]
[ Microzoft CHAP [MS-CHAPE

|_ Allovy older t5-EHAR wersion for Windows 85 servers | Cancel |

|ESec Settings...

v Microzsoft CHAP Wersion 2 [M5-CHAP 2]

[” Eor MS-CHAP based protocals, automatically use my
YWindows logon name and pazsword [and damain if any]

Cancel |
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Enter peter for user name and ax123456 for the password.

Click on Connect to start connection.

Connect home¥PN d |

Uzer name: IDEtEf

Pazsword: I (TTTYTTYY

¥ Save thiz uzer name and pazsword for the following users:

" ke only

" Arwone who uses this computer

| Connect I Cancel Froperties Help

The client device can now access to the internal FTP server 192.168.0.116 over the Internet.
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Windows Vista

Currently connected to:

=y Metwork

g Access: Local and Internet

Connect to a network
Metwork and Sharing Cerger

On the Task Bar inlalshalahtatadll | right click on the network interface icon Left-Click on Network and
Sharing Center

Click on Set up a connection or network

@‘ﬂ "';: <« Metwork and Internet » Metwork and Sharing Center - | ﬂ-| | Search

o Network and Sharing Center

View computers and devices View full map

Connect to a network oy | =
_ _ 1&] - A
Set up a connection or network e

TRIAL-PC Netwaork Internet

Manage network connections (This computer)

Diagnose and repair

_E_' MNetwork (Private network) Customize
Access Local and Internet
Connection Local Area Connection View status
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Choose Connect to a workplace from the option menu.
Click on Next to proceed.

@ Set up a connection or network

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

Set up a wireless router or access point
Set up a new wireless network for your home or small business.

= Setup a dial-up connection
m% Connect through a dial-up connection to the Internet.

Connect to a workplace

Set up a dial-up or VPN connection to your workplace

I Mext |[ Cancel

Choose Use my Internet connection (VPN) from the

option menu.

368

@ Connect to a workplace

How do you want to connect?

< Use my Internet connection (VPN)

Connect using a virtual private network (VPM) connection through the Internet.

N @

< Dial directly
Connect directly to a phone number without geoing through the Internet.

| VI -

What iz a VPN connection?



Internet address: type in the Gateway DDNS domain, in this example, 0f9e76a.engeniusddns.com.

Destination name: enter a meaningful name; for instance, homeVPN is used for the example. This name will be used
as the description of the new network interface you are about to create.

Select checkbox Don’t connect now; just set it up so | can connect later

Click on Next to proceed.

@ lI_E_rJ Connect to a workplace

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: f9elba.engeniusddns.com

Destinaticn name: homeVPN

=g a smart card

I 7] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

| Don't connect now; just set it up so [ can connect later

Mext ]| Cancel
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@ Connect to a workplace

Type your user name and password

Uszer name: peter
Password: --------|
[] Show characters

[ Remember this password

Domain (optional):

Now the profile has been created. Click Close to com-
plete.

370

@ Connect to a workplace

The connection is ready to use

A b

< Connect now

o

Close



Back to Network and Sharing Center, Click on Manage network connections.

Tasks

View computers and devices

Connect to a network
Set up a connection or network
Manage network connections

Diagnose and repair

Network and Sharing Center

TRIAL-PC
(This computer)
E! Network (Private network)

Access

Connection

Local and Internet

Local Area Connection

371

View full map

Internet

Customize

Wiew status



In the Network Connections window, find homeVPN (the new created VPN interface).

v|@ <« Metwork and Internet » Metwork Connections »

‘ Organize ~ gc Views -
MNarme Status Device Mame Connectivity Metwork
LAM or High-5peed Internet (1)
‘h' Local Area Connection
. Metwork
T Intel(R) PRO/1000 MT Deskt...
Virtual Private Metwork (1)

‘:_ homeVPN

=y Dlisconnected
g% WAN Miniport (PPTP)

Right-click on homeVPN, and choose Properties.

%?|@ <« Metwork and Internet » MNetwe

‘ Organize ~ g=

Mame Status Device Mame Co

~ mp Start this co

LAN or High-5peed Internet (1)
‘h' Local Area Connection
. Metwork
GED Intel(R) PRO/1000 MT Deskt...
Virtual Private Network (1)

L-. homeVPN

e | Disconnected

Connect
Status

Set as Default Connection
Create Copy

Create Shortcut
Delete

Rename
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Click Security tab in the Properties window. In the Advanced Security Settings, ensure you have the

Click on Advanced (custom settings) then Settings same settings below.
button Set Data encryption to Require encryption (discon-

nect if server declines)
Set Allow these protocols and check on Microsft Chap
= homeVPN Properties == Version 2 (MS-CHAP v2)

| General | Options | Security | MNetworking I Sharing|

Securty options
i) Typical (recommended settings)
Advanced Security Settings @
Data encryption:

Automatically use my Windows logon name and [Require encryption (disconnect if server dedines) ] v]

password (and domain, f any] h = s

R q d . ) Logon security

\equire data encryption (disconnect if none )

SR (1 Use Extensible Authentication Protocol (EAF)

(@- Advanced (custom settings}}

Using these settings requires a knowledge - -
of securty protocels. —

See our online privacy statement for data collection and use (?' Allows these protocols )
information. [ Unencrypted password (PAF)

[] challenge Handshake Authentication Protocol (CHAF)
( Microsoft CHAP Version 2 (MS-CHAP vZ) )

[ Automatically use my Windows logon name and
password (and domain, if any)

OK || Cancel

[ Ok ] [ Cancel
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Click on Networking tab.
For VPN type, choose PPTP VPN

Click on OK to complete.

= homeVPN Properties

| General | Options | Semnt1.r| Metworking |Sharir1g|

Type of YPN:

PPTPVPN |

—

This connection uses the following items:

] -a. Intemet Protocol Version 4{TCF‘IIFM}

[+ g File and Printer Sharing for Microsaft Netwaorks
Bl o5 Packet Scheduler

& Client for Microsoft Networks

|Psec Settings...

| @ install. Uninstall Propetties

Description

TCF/IP version &. The latest version of the intemet protocaol
that provides communication across diverse interconnected
networks.

| ok || Cancel

Back to Network Connections, find homeVPN and right-
click on the icon.

Click Connect to establish the VPN tunnel.

®v|@ « MNetwork and Internet » Metwork Connections »

Organiz — Views = = Startthic connection OOl Rena

Marme

Status Device Mame

LAMN or High-5peed Internet (1)

"h Local Area Connection
. - Metwork

@2 Intel(R) PRO/1000 MT Deskt...
Yirtual Private Metwork (1)

L homeVPN
. D|rr_r_~n.n.r.r_tsr|

l&; n.'-u'-—'!
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Connectivity Mety

Connect
Status

5et as Default Connection
Create Copy

Create Shortcut
Delete




A window prompts for user verification, simply enter peter for user name and ax123456 for the password.

Click on Connect to start connection.

Connect homeVPN (3]

User name: peter
Password: SRR ERS
Domain:

[] Save this user name and password for the fallowing users:

Me only

[Gl Aryone who uses this computer

[ Connect ][ Cancel ][ Properties ][ Help

The client device can now access to the internal FTP server 192.168.0.116 over the Internet.

Connecting to homeVPM...

; i Reqistering your computer an the networ...

N
=
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To verify the connection, please follow the instructions below.

%), ) o
Press keyboard = + ““ to run File Explorer.

Type in cmd then press Enter key to run Command Prompt

—,
%vh-;l Icmdl l - | +4 | | Search

~ i System properties

Favorite Links Name Type : Total Size »
E| Documents Hard Disk Drives (1) A
E Pictures o Local Disk (C:)

E‘ Music - 347 GE free of 249 GE
More Devices with Removable Storage (2) A
Folders v s

-
-f____,.- CD Drive (Dn)

B Desktop = W
E?' trial

) o
. Public . CD Drive (E)

1M Computer FE_E.’J
£, Local Disk (C)
&2 CD Drive (D9
&2 CD Drive (E)
@ Metwork o
@ Control Panel

m
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Under Command Prompt type in ping 192.168.0.116. Replies should be received as shown below.

B Command Prompt
:\rping 192.168.8.116

inging 192.168.8.116 with 32 bhytes of data:

eply from 192.168.8.116: hytes=32 time=3ms TTL=128
eply from 192.168.8.116: hytes=32 time=2ms TTL=128
eply from 192.168.8.116: hytes=32 time=2ms TTL=128
eply from 192.168.8.116: hytes=32 time=6ms TTL=128

ing statistics for 192.168.8.116:

Packetz: Sent = 4, Received = 4, Lozt = 8 (8x lossl.
pproximate round trip times in milli-seconds:

Minimum = Zms, Maximum = 6ms,. Average = Ims

R

377



Windows 7

Troubleshoot problems

Open Metwork and Sharing Center

_H oy |.f |i| 'iJ:=| il

On the Task Bar , right click on the network interface icon Left-Click on Open Net-

work and Sharing Center.

Under Network and Sharing Center, click on Set up a new connection or network.

(=[]

d Internet » | Metwork and Sharing Center - | +3 | | Search Control Panel Lo

o

View your basic network information and set up connections

ﬂ#&: @ q See full map

WINTTRIAL-PC HEEE Internet
(This computer)

View your active networks Connect or disconnect
Access type: Internet
L
= HormeGroup: Ready to create
L Home network ) T
- Connections: [ EffiEE

Change your networking settings

‘fﬁ. @et up a new connection or network )
-

Set up a wireless, broadband, dial-up, ad hec, or VPN connection; or set up a router or access
point.

s Connecttoa network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
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Choose Connect to a workplace from the option menu.

Click on Next to proceed.

@ Set Up a Connection or Network

Choose a connection option

Connect to the Internet

L i Setup a new netwaork
s, Configure a new router or access point,

Connect to a workplace
Set up a dial-up or VPN connection to your workplace

#= Setup a dial-up connection
m% Connect to the Internet using a dial-up connection.

Set up a wireless, broadband, or dial-up connection to the Internet.

Mext

| ’ Cancel

Click Use my Internet connection (VPN)

379

|Ih Connect to a Workplace

How do you want to connect?

< Use my Internet connection (VPN)

Connect using a virtual private network (VPN) connection through the Internet.

A »
4 L
< Dial directly

Connect directly to a phone number without going through the Internet.
'I " &
4

What iz a VPN connection?

Cancel



Internet address: type in the Gateway DDNS domain, in this example, 0f9e76a.engeniusddns.com.
Destination name: enter a meaningful name; for instance, homeVPN is used for the example. This name will be used
as the description of the new network interface you are about to create.

Select checkbox Don’t connect now; just set it up so | can connect later

Click on Next to proceed.

@ L;LI Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address,
Internet address: 0f9efba.engeniusddns.com

Destination name: homeVPN

lze a smart card

% "] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection,

| Don't connect now; just set it up so T can connect later

Mext ]| Cancel
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Click Close to finish.

The connection is ready to use

A o

< Connect now

Close

Go back to Network and Sharing Center
Click on Change adapter settings to view all network adapters.

:f « MNetwork and Internet » MNetwork and Sharing Center - | 4 | | Search Control Panel

@

Control Panel Home . . . . .
View your basic network information and set up connections

@hange adapter settings) E,'awh /? q Seef
st - [ .

Change advanced sharing WINTTRIAL-PC s Intermnet
- fEEE ntern

settings )
J (This computer)
View your active networks Connect or disc
/‘ e Access type: Internet
HomeGroup: Ready to create
E )
L"l—l//' Home network Connections: [ EfFEE
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In the Network Connections window, find homeVPN (the
new created VPN interface) and right-click on it.
In the pop-up menu, click on Properties.

s, = .
@Uv| B/ e« Network and Internet » Network Connections »

Organize - Start this connection Rename this connection Delet:
homeVPN — EFESR
-h,‘--h.l Disconnected ‘ =-L-.g'!€ HEiE
& Connect W= Intel(R) PRO/L000 M-
Status

Set as Default Connection
Create Copy

Create Shortcut
'&i‘ Delete
'@' Rename

%

In the Properties window, click on Security tab.

Change Type of VPN to Point to Point Tunneling Proto-
col (PPTP)

Change Require encryption (disconnect if server declines)

Click OK to apply the change

§ homeVPM Properties @
| General | Options | Security | MNetworking | Sharing|
Type of VPN:
(Peit to Paint Tunneling Protocol (FFTF) ) - |
Advanced settings
Diata encryption:
IIF{equire encryption (disconnect i server dedines}) v]
Authentication

(71 Use Bxtensible Authentication Protocol (EAF)

Properties

@ Allow these protocols

[ Unencrypted password (PAP)
Challenge Handshake Authentication Protocol (CHAF)
Microsoft CHAP Yersion 2 (MS-CHAFP v2)

[] Automatically use my Windows logon name and
password (@and domain, if any)

| ok || Ccancel
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Back to Network Connections, find homeVPN and right- A window prompts for user verification, simply enter pe-

click on the icon. ter for user name and ax123456 for the password.
Click Connect to establish the VPN tunnel. Click Connect to start connection.
§U'| &/ « Network and Internet » Netwi & Connect homeVPN
Organize - Start this connection Renar
‘: homeVPM I
""-'-h'l Disconnected -
Hz WAN Mininor (1 2TPY
| Connect
Status
Set as Default Connection
Iser name: peter
Create Copy
Passwurd: FEERREEE
Create Shortcut
@I Delete Domain:
@I Rename [] Save this user name and password for the following users:
'@‘.‘ Properties Me aniy

@ Aryone who uses this computer

[ Connect ][ Cancel ][ Properties ][ Help
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Depends on the location and network traffic of your region this may take a while.

Connecting to homeVPM...

l'-, Connecting to 1.172.111.142 using "WAN Miniport
- (L2TPY...

Cancel

Once VPN tunnel is established successfully homeVPN will be marked Connected.
The client device can now access to the internal FTP server 192.168.0.116 over the Internet.

@U'| E-' « Metwork and Internet » Metwork

Organize - Disconnect this connection R
— homeVPM :
L S Connected l
e | -

Ez WAN Miniport (LZTP)
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To verify the connection, please follow the instructions below.

| my | =
Press keyboard @ + L to run File Explorer.

Type in emd then press Enter key to run Command Prompt

Camputer Wiew

®©

- (% crnd Yol > SearchThis pc P

4 Faolders (&)

1M This PC
W benson {glendy-pc) Desktop
i Desktop
| Dacurnents
8 Downloads F Cocuments

[F‘h hisinan thsinan-pc)

W‘h [sung feaio)
W - h Downloads
W Music -

=] Pictures

I’ﬁ" stan farsan-net
22 iterns

hAusic
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Under Command Prompt type in ping 192.168.0.116. Replies should be received as shown below.

B Command Prompt
:\rping 192.168.8.116

inging 192.168.8.116 with 32 bhytes of data:

eply from 192.168.8.116: hytes=32 time=3ms TTL=128
eply from 192.168.8.116: hytes=32 time=2ms TTL=128
eply from 192.168.8.116: hytes=32 time=2ms TTL=128
eply from 192.168.8.116: hytes=32 time=6ms TTL=128

ing statistics for 192.168.8.116:

Packetz: Sent = 4, Received = 4, Lozt = 8 (8x lossl.
pproximate round trip times in milli-seconds:

Minimum = Zms, Maximum = 6ms,. Average = Ims

R
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Windows 8

Troubleshoot problems

| Open Metwork and Sharing Center |

330 PM

m " @ i 70 4 ENG , , ; - =
ZIEEEN | right click on the network interface icon Ml

On the Task Bar

Left-Click on Open Network and Sharing Center.

Under Network and Sharing Center, click on Set up a new connection or network.

1 == <« All Control Panel ltems » MNetwork and Sharing Center v O Search Control Panel

View your basic network information and set up connections
Contrel Panel Home

Wiew your active networks
Change adapter settings

Change advanced sharing HEE 3
settings Private network

Access type: Internet
HomeGroup: Joined
Connections: [ Ethernet]

Change your networking settings

See also i (’:':-et up a new connection or nehﬁorg

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

HomeGroup

Internet Options @ Troubleshoot problems

Windows Firewall Diagnose and repair network problems, or get troubleshooting information.
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Choose Connect to a workplace from the option menu. Click on Use my Internet connection (VPN).

Click on Next to proceed.

How do you want to connect?

= Use my Internet connection (VFN)
Connect using a virtual private network (WPM) connection through the Internet.

Choose a connection option *] _— 0 _ i

Connect to the Intermet = Dial directly
Set up a broadband or dial-up connection to the Internet, Connect directly to a phone number without going through the Internet.

i;.' Set up a new network .
cam, Setup anew router or access point, -

= | Manually connect to awireless netwark
- Connectto a hidden netwark or create a new uireless profile.
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Internet address: type in the Gateway DDNS domain, in this example, 0f9e76a.engeniusddns.com.
Destination name: enter a meaningful name; for instance, homeVPN is used for the example. This name will be used
as the description of the new network interface you are about to create.

Click on Create to proceed.

Type the Internet address to connect to

Wour network administrator can give you this address,

Internet address: Ufge?ﬁa.engeniusddns.cum|

Destination narme: horneWPM

[ ]Use a srmart card
[#] Bernernber my credentials

'@' [ &l ather people to use this connection

This option allows areone with access to this computer to use this connection,

Create || Cancel
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Please wait for a few seconds. The creation process will be completed once the following window disappear.

Creating the connection...

A B

Go back to Network and Sharing Center and click on Change adapter settings.

T _"-_E < Al Control Panel tems ¢ Metwark and Sharing Center

View your basic network information and :
Control Panel Home

View your active networks

(:Change adapter settings )
Change advanced sharing HEE 3
settings Private network
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In the Network Connections window, find homeVPN icon In the Properties window, click on Security tab.

and right-click. Change Type of VPN to Point to Point Tunneling Proto-
col (PPTP)

Choose Properties to continue setting. Change Require encryption (disconnect if server declines)
Click Allow these protocols
Click OK to apply the change

@ - 7T @ <« Met., » Metwoar., v & Search Metwark Conne,., 2
Organize * Start this connection 2 i,‘Z: ~ [ @
= | Bluetooth i@ BeiEs = | Ethernetl | GEeneral | Elptinns| Security |Netwnrking I Sharing|
Mot connected %{b SR 3 T .
; e of WPM:
x @ Bluetonth 855 (E A B E W Realtek PCle GRE Family Controller _|,|p. - -
= - Faint ta Point Tunneling Protocal (FRTF) ] W |
i homePMN | TheGreenBow - -
= ""‘ohtﬂ Dizconnected &1&  Metwork cable unplugged Advanced settings
. K WP ThereenBow Virtual Miniport &d... Data encynting
Connect § Disconnect - .t
Status = WA-Fi [ Require encryption [disconnect F server dechines) ] Vl
Mot connected - — -
Set as Default Connection S 4 ‘:ﬂ Qualcornen Atheros ARIBM/BZZZ .. Authertication

() Uze Extenzible Authertication Pratocol [EAP]
Create Copy

Create Shortcut

@ Delete
B Renarne (®) Allows these protacols

@l Properties )

Properties

[] Urencrypted pazsword [FAP)
[ ] Challenge Handshake Authentication Protocol [CHAR)
Microsoft CHAP Yerzion 2 [MS-CHAP +2)

[ ] Automatically uze my 'Windows logon narme and
pazzword [and domain, if any)

(] | | Cancel
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To connect to the VPN, click on homeVPN.
Left click on the network interface icon on the task

bar. The new interface homeVPN should be found as When the Connect button appears, click on Connect to

shown below. initiate the link.

NEW'S Connections

Airplane mode - ﬂﬂ%:_

Off

Q..Z,) homeVPN

Connections

l|l;| HRE 3

n..ZJ homeVPN

Wi-Fi

On
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Now type in the username and password. In this example Depends on the location and network traffic of your re-
our user name is peter and password is ax123456. gion this may take a while.
If you don't know the user name and password, please go
back to User Settin der VPN section for detail.
ack to ing under section for detai @ Networks

Click Ok to start continue. op homeVPN

i(:i Networks .
- ! Connecting to 1.172.111.142

Connecting to 1.172.111.142

Once the VPN tunnel is established successfully, you
should see your VPN interface labeled Connected.

The client device can now access to the internal FTP serv-
er 192.168.0.116 over the Internet.

Sign-in

Connections

l|l;| R 3

Domain:

n.? homeVPN
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To verify the connection, please follow the instructions below.

| my | =
Press keyboard @ + L to run File Explorer.
Type in ecmd then press Enter key to run Command Prompt

®©

Camputer Wiew

- cmd|

JEE

1M This PC

W benson {glendy-pc)

i Desktop
| Dacurnents

8 Downloads

[F‘h hisinan thsinan-pc)
W‘h [sung feaio)

W’ m (s

W Music

=] Pictures

B iisan foisanone

27 iterms

4 Faolders (&)

[

F Dacuments

']
b

Desktop

Dowvinloads

hAusic

Search This PC
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Under Command Prompt type in ping 192.168.0.116. Replies should be received as shown below.

B Command Prompt
:\rping 192.168.8.116

inging 192.168.8.116 with 32 bhytes of data:

eply from 192.168.8.116: hytes=32 time=3ms TTL=128
eply from 192.168.8.116: hytes=32 time=2ms TTL=128
eply from 192.168.8.116: hytes=32 time=2ms TTL=128
eply from 192.168.8.116: hytes=32 time=6ms TTL=128

ing statistics for 192.168.8.116:

Packetz: Sent = 4, Received = 4, Lozt = 8 (8x lossl.
pproximate round trip times in milli-seconds:

Minimum = Zms, Maximum = 6ms,. Average = Ims

R
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VPN Manual Setup (Server Side Only)

Status

Fraofile Setting

Iser Setting
Wizard

This chapter demonstrates VPN manual setup on the server side using Profile Setting under VPN section. For VPN
Client setup, please refers to VPN Wizard chapter for instructions.

If this is the first time you setup this VPN Gateway, the profile list should be empty as shown below.
User is allowed to Add, Edit and Delete the selected profiles.

Mo, Enahle Mame Type Local Address  Remote Address Crypto-suite Gateway  Select
A Edit Delete Selected Delete All

Apply Cancel
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Enable/Disable Profile
The VPN profiles can be enabled or disabled dynamically.
Click on the checkboxes under Enable column to set enable or disable the profile.

Then, most importantly, click Apply button to apply the settings.

Crypto-
suite

1 @ homevPMN L2TP over IPSec 192.168.0.024 192165.2.100-200  NAA - 192168210

Mo, Enable  Mame Type Local Address  Hemaote Address Gateway  Select

Add Edit Celete Selected Celete All
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Add Profile

Mo,  Enable Mame Type Local Address Hemote Address Crypto-suite Gateway  Select
A Edit Delete Selected Delete All

Apphy Cancel

Click Add to create a new VPN profile.

General ( LY )(Netwnrk)(ﬁdvanced)

Marne office’FM

Caonnection Type IPSec v
Authentication Type pre-shared key ¥

shared Key 11222

Canfirm 1111222,

Local ID Type Domain Mame ¥

Local ID MfYedBa. engeniusddns. com
Feer ID Type IP Address v

Feer 1D 172111 .22

Apphy Cancel

On the Add page, user can switch between functional tabs (General, SA, Network, Advanced) to modify the profile setting.
Please note that the page content will be slightly different depends on the profile VPN type (the diagram shows the con-
tent type IPsec).

After modifying the page content, click on Apply to create the profile.
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Edit Profile

Mo, Enable  Mame Type Local Address Hemaote Address Csrmteu_ Gateway  Select
1 L homevFM L2TP aver IPSec 192.168.0.0/24 192168 2100-200 NA - 192163210 @
2 L FFTF FPTP 192.168.0.0/24 192168.2.201-230 M 19216521

Ao Celete Selected Celete All

Ay cancel

To modify a profile, select the profile to be edited.
Click on Edit button.

Genaral (_ L2TP ) (_Netwnrla

Mame home''PHN
Connection Type LZ2TF over IPSec
shared Key 11222
Canfirm 11112222

Apphy Cancel

On the Edit page, user can switch between functional tabs (General, L2ZTP & Network) to modify the profile setting.
Please note that the page content will be slightly different depends on the profile VPN type (the diagram shows the
content of type L2TP over IPsec).

After modifying the page content, click on Apply to update the change.
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Delete Profile(s)
To delete a single profile, select the profile to be deleted.

Click on Delete Selected button.

Crypto-
suite

1 L4 homewPM L2TP aver IPSec 192168 0.0,24 1921682100200  N/A - 192.168.2.10 @
2 L4 FPTP FFTF 192.168.0.0/24 192168.2201-230  MA 19216821

Mo, Enable  Mame Type Local Address  Hemaote Address Gateway  Select

Add Edit (_' Delete Selected ) Delete Al

Apphy Cancel

Click OK to confirm.

Message from webpage @

lel Do you really want to delete the selected entry?

400



To delete all VPN profiles, click on Delete All button.

Mo, Enable  Mame Type Local Address  Remote Address C;mt;_ Gateway  Select
1 ¥ homeVPN L2TP over IPSec 192168.00/24 192 168.2.100-200  MAA - 192168210
2 L4 PPTF PPTF 192168 .0.0/24 192 168.2.201-230  MN/A - 19216821

A Edit Celete Selected Celete All

Apply Cancel

Click OK to confirm.

Message from webpage ==

[9} Do you really want to delete the all entries?

QK l | Cancel
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IPsec

The following diagram illustrates the example given in this section. This example consists of two VPN Gateways (serv-
ers) with unique DDNS 0f9e76a and 0f9e76b. IPSec site-to-site VPN tunnel will enable the PCs under these two sites
to communicate despite of the different LANs (192.168.1.X and 192.168.2.X) they are under.

Rt Site A {Private Network}.\ = Site B (Private Network}-.\

f
(]
|

Domain:192.168.1.100 Domain: 192.168.2.100

'----‘
S -

0f9e76d.engeniusddns.com DfBe?Eb.engen iusddns.com

402



Site A Configuration

Status

Fraofile Setting

Lser Setting

YWizard

Click on Profile Setting under VPN section.

Mo, Enable Mame Type Local Address Remote Address Crypto-suite Gateway  Select
Add Edit Celete Selected Celete All

Apphy cancel

Click on Add button to create a new VPN profile.
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General Tab

General S Metwork Advanced

Mame siteB

Connection Type IPSec v
Authentication Type pre-shared key ¥

ohared Key 11112222

Confirm 11112222

Local ID Type Damain Mame ¥

Local ID Offefba. engeniusddns.com
Feer ID Type Domain Mame ¥

Feer ID Offe/Eb. engeniusddns.com

Ay cancel

Name Enter a name for the profile; for this example we enter Site B (meaning that it is used to connect to SiteB).
Connection Type: IPSec

Shared Key Create a shared key 11112222 for the profile and Confirm the shared key.

Local ID Type Select Domain Name.

Local ID: Type in the local DDNS 0f9e76a.engeniusddns.com

Peer ID Type: Select Domain Name.

Peer ID: Type in 0f9e76b.engeniusddns.com
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SA

Unless otherwise defined by other vendor, please leave the default setting for this example.

M Metwiark Advanced

IkE(FPhase 11FProposal

Exchange

DH Group

Encryption

Authentication

Life Tirme

IFSeciFhase 2)Froposal

Protacal
Encryption

Authentication
Ferfect Farward Secrecy

DH Group

Life Tirme

bain Mode v

Group 2 v

JDES v

SHAT ¥

23500 (1080-86400 Secs)

ESF v
JOES T
SHAT

Enahle ® Disable

Group 2 ¥

28500 (1080-86400 Secs)

Apply

Cancel
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Network

Security Gateway Type: select Domain Name

Security Gateway: enter 0f9e76b.engeniusddns.com (the peer DDNS).
Local Address: enter 192.168.1.100 (the address of this Gateway)
Local Netmask: enter 255.255.255.0

Remote Address: enter 192.168.2.0 (remote network domain)
Remote Netmask: enter 255.255.255.0

Securty Gateway Type Domain Mame ¥

security Gateway Df¥e?Bb. engeniusddns.com
Local Metwiork

Local Address 192.168.1.100

Local Metmask 2652652550

Femote Networlk
Remote Address 192.168.2.0

Remote Metmask 265.205.265.0

Apphy Cancel
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Advanced

Unless otherwise defined by other vendor, please leave the default setting for this example.

General =A, Metwiork Advanced

MAT Trawersal * Enahle Disable

Dead Peer Detection Enable '™ Disahle

Ay Cancel

Click Apply to finish the creation process.
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L2TP over IPsec

— Site (192.168.0.X) mmm
"~ N VPN Server:

FTP{192.168.0.116) | 192.168.2.10

Domain:192.168.2. X

I

|

NEw = —*%8
|

\

b

WAN (1.172.111.142)
LAN {192.168.0.1) !

- -

DDNS domain: 0f9e76a.engeniusddns.com

VPN Server Side Information:

Private Network domain: 192.168.0.X
Domain net mask: 255.255.255.0

DDNS domain: 0f9e76a.engeniusddns.com
LAN IP: 192.168.0.1

Pre-shared key: 11112222

User Name: peter

Password: ax123456

VPN Server Address: 192.168.2.10

Client Side:
VPN Client will be assigned with an IP address 192.168.2.X address when the tunnel is established.
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Status

Frofile Setting

Lser Setting

YWyizard

Click on Profile Setting under VPN section.

Mo, Enable Mame Type Local Address  Remote Address Crypto-suite Gateway  Select
Add Edit Delete Selected Delete Al

Apply Cancel

Click on Add button to create a new VPN profile.
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General Tab

Name: Assign a VPN profile name by typing homeVPN (or any other preferable name)
Connection Type: select L2TP over IPSec

Shared Key: enter 1111222

Confirm: enter 11112222

Click on L2TP tab to proceed.

General LITP Metwiork

Mame hame'wPH
Connection Type LATP aver IPZec ¥
shared Key 1112222
Confirm 112222
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L2TP Tab

Authentication: leave as default MSCHAP_V?2.
Add user peter to Member list by clicking on peter and then click >> button.

General .Ei. Metwiork

LZTP Settings
Authentication MSCHAP W2

Available Users Member

(P

=<

Once the user is added, the user name peter will appear under the Member list.

General .Ei. M etweark

L2 TP Settings
Authentication MSCHAP W2 »

Avallable Lsers Member

John s (peter )

A

Click on Network Tab to proceed.
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Network Tab

VPN Server IP Setting: enter 192.168.2.10
Remote IP range: type in 192.168.2.100 and 200 into the Remote IP range fields.

Click Apply to finish the creation process.

General L2TP Metwark

VPN Server IP Setting
Server [P 192.168.2.10

Remote IP range 192.168.2.100 - 200

The created profile will be shown on the Profile Setting section. At this stage, the profile is not yet enabled.
To enable the profile, click on Enable.

Finally, click on Apply.

Crypto-

" Gateway  Select
suite

Mo, Enable  Mame Type Local Address  Remote Address

1 @ homeYPMN L2TP over IPSec 192.168.0.0/24 192168 2.100-200  NWAA - 192.168.2.10

Add Edit Delete Selected Delete All

Module is reloading, please wait 1 3 seconds

The new profile is now activated.
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Site B Configuration

Status

Fraofile Setting

Lser Setting

YWizard

Click on Profile Setting under VPN section.

Mo, Enable Mame Type Local Address Remote Address Crypto-suite Gateway  Select
Add Edit Celete Selected Celete All

Apphy cancel

Click on Add button to create a new VPN profile.
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General Tab

General =4

Metwork Advanced

Marne

Connection Type
Authentication Type

Shared Key
Confirm
Local ID Type
Local 1D
Feer ID Type

Feer D

Sited

IPZec T
pre-shared key ¥

11112222

11112222

Domain Mame ¥
0fHedBb. engeniusddns. com
Damain Mame ¥

0fHef/Ba. engeniusddns. com

Apply Cancel

Name Enter a name for the profile; for this example we
enter siteA (meaning that it is used to connect to Site A).
Connection Type: IPSec

Shared Key: Create a shared key 11112222 for the pro-
file and Confirm the shared key.

Local ID Type Select Domain Name.

Local ID: Type in 0fSe76b.engeniusddns.com (local DDNS)
Peer ID Type: Select Domain Name.

Peer ID: Type in 0f9e76a.engeniusddns.com (peer DDNS)
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SA

Unless otherwise defined by other vendor, please leave
the default setting for this example.

M Metwiark Advanced

IkE(FPhase 11FProposal

Exchange

DH Group

Encryption

Authentication

Life Tirme

IFSeciFhase 2)Froposal

Protacal
Encryption

Authentication
Ferfect Farward Secrecy

DH Group

Life Tirme

bain Mode v

Group 2 v

JDES v

SHAT ¥

23500 (1080-86400 Secs)

ESF v
JOES T
SHAT

Enahle ® Disable

Group 2 ¥

28500 (1080-86400 Secs)

Apply

Cancel
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Network

Security Gateway Type: select Domain Name

Security Gateway: enter 0f9e76b.engeniusddns.com (if this Gateway is Site A).
Local Address: enter 192.168.2.100 (the address of this Gateway)

Local Netmask: enter 255.255.255.0

Remote Address: enter 192.168.1.0 (remote network domain)

Remote Netmask: enter 255.255.255.0

Securty Gateway Type Domain Mame ¥

security Gateway Df¥e?Bb. engeniusddns.com
Local Metwiork
Local Address 192.168.1.100

Local Metmask 256,265 26560

Femote Networlk
Remote Address 192.168.2.0

Remote Metmask 265.205.265.0

Apphy Cancel
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Advanced

Unless otherwise defined by other vendor, please leave
the default setting for this example.

General oA Metwiork
NAT Traversal * Enahle Disable
Dead Peer Detection Enahle '™ Disahle

Apply

Click Apply to finish the creation process.

Cancel
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Client-to-Site

The following diagram illustrates the example given in this section. This example consists of a VPN Gateway (servers)
with unique DDNS 0f9e76a. A client device (PC or laptop) with the VPN-client software TheGreenBow installed.

— Site (192.168.0.X) mmm
"~ N VPN Server:

FTP(192.168.0.116) 192.168.2.10 Domain: 192.168.2.X

I
|

|

|

\

WAN(1.172.111.142)

LAN (192.168.0.1) ,l

\_-----------#

DDMNS domain: 0f9e7ba.engeniusddns.com

Click on Profile Setting under VPN section.

Status

Frofile Setting

Lser Setting

YWyizard

Click on Add button to create a new VPN profile.

Mo, Enable Mame Type Local Address  Remote Address Crypto-suite Gateway  Select

Add Edit Celete Selected Celete All

Apply Cancel
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General Tab

Name: Assign a VPN profile name by typing homeVPN (or any other preferable name)
Connection Type: IPSec

Shared Key: 11112222

Confirm: enter 11112222 again.

Local ID Type: Select Domain Name.

Local ID: Type in Of9e76a.engeniusddns.com for this example.

Peer ID Type: Leave default

Local ID: Leave blank

General S8 Metwork Advanced

Mame homevFN

Connection Type IPSec v
Authentication Type pre-shared key ¥

Shared Key 11112222

Confirm 11112222

Local ID Type Domain Mame ¥

Local 1D 0fBe76a. engeniusddns. cor|
Feer ID Type IP Address v

Feer D

Apply Cancel
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SA Tab

Unless otherwise defined by other vendor, please leave the default setting for this example.

M Metwark Advanced
IKE(Fhase 1)Proposal
Exchange bain Mode v
DH Graup Graup 2 ¥
Encryption J0ES v
Authentication SHAT -
Life Time 2aa00 (1080-86400 Zecs)

IFseciFPhase 2)Froposal

Protocal
Encryption

Authentication
Ferfect Forward Secrecy

OH Group

Life Time

ESF v
J0ES v
SHAT T

Enable '® Dizable

Group 2 ¥

28500 (1080-86400 Secs)

Apply

Cancel
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Network Tab

Security Gateway Type: select Domain Name
Security Gateway: leave it blank

Local Address: enter 192.168.0.1 (the address of this Gateway)

Local Netmask: enter 255.255.255.0
Remote Address: leave it blank
Remote Netmask: leave it blank

security Gateway Type P Address v

oecurity Gateway
Local Metwork
Local Address 192.168.0.1

Local Metmask 255,205 26560

Femote MNebwork

Remote Address

Remote Metmask

Ay

Cancel
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Advanced Tab

Unless otherwise defined by other vendor, please leave the default setting for this example.

Click Apply to complete the setting.

Genearal SA, Metwiork

MAT Traversal * Enahle Disable

Dead Peer Detection Enahle ™ Disable

Apply Cancel
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L2TP

— Site (192.168.0.X) mmm
"~ N VPN Server:

FTP{192.168.0.116) | 192.168.2.10

Domain:192.168.2. X

I

|

& (78
: g —1/

\

e

WAN (1.172.111.142)
LAN {192.168.0.1) !

- -

DDNS domain: 0f9e76a.engeniusddns.com

VPN Server Side Information:

Private Network domain: 192.168.0.X
Domain net mask: 255.255.255.0

DDNS domain: 0f9e76a.engeniusddns.com
LAN IP: 192.168.0.1

User Name: peter

Password: ax123456

VPN Server Address: 192.168.2.10

Client Side:
VPN Client will be assigned with an IP address 192.168.2.X address when the tunnel is established.
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Status

Frofile Setting

Lser Setting

YWyizard

Click on Profile Setting under VPN section.

Mo, Enable Mame Type Local Address  Remote Address Crypto-suite Gateway  Select
Add Edit Delete Selected Delete Al

Apply Cancel

Click on Add button to create a new VPN profile.
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General Tab

Name: Assign a VPN profile name by typing homeVPN (or any other preferable name)
Connection Type: select L2TP

Click on L2TP tab to proceed.

General L2TP Metwork

Marme hormewPM

Connection Type LZTF v

Ay Cancel

425



L2TP Tab

Authentication: leave as default MSCHAP_V?2.
Add user peter to Member list by clicking on peter and then click >> button.

General .Ei. Metwork

LZTP Settings
Authentication MSCHARP w2 -

Available Usars Mambear

(P

L

Once the user is added, the user name peter will appear under the Member list.

General .Ei. Metwork

LZTF Settings
Authentication MISCHARP W2
Available Lsers hember

1ohn s (peter J

Ed

Click on Network Tab to proceed.
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Network Tab

VPN Server IP Setting: enter 192.168.2.10
Remote IP range: type in 192.168.2.100 and 200 into the Remote IP range fields.

Click Apply to finish the creation process.

General L2TP etwark

WM Server IP Setting
Server |P 192.168.2.10

Remote IP range 192.168.2.100 - 200

The created profile will be shown on the Profile Setting section. At this stage, the profile is not yet enabled.

To enable the profile, click on Enable.
Finally, click on Apply.

Mo, Enable  Mame  Type Local Address Hemote Address Crypto-suite Gateway melect
1 @ homew PN LUTF  182.168.0.024  192.163.2.100-200 M2, 192.168.2.10

Ard Edit Delete Selected Delete All

Module is reloading, please wait 1 3 seconds

The new profile is now activated.
427



PPTP

— Site (192.168.0.X) mmm
"~ N VPN Server:

FTP{192.168.0.116) | 192.168.2.10

Domain:192.168.2. X

I

|

NEw = —*%8
|

\

b

WAN (1.172.111.142)
LAN {192.168.0.1) !

- -

DDNS domain: 0f9e76a.engeniusddns.com

VPN Server Side Information:

Private Network domain: 192.168.0.X
Domain net mask: 255.255.255.0

DDNS domain: 0f9e76a.engeniusddns.com
LAN IP: 192.168.0.1

User Name: peter

Password: ax123456

VPN Server Address: 192.168.2.10

Client Side:
VPN Client will be assigned with an IP address 192.168.2.X address when the tunnel is established.
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Status

Frofile Setting

Lser Setting

YWyizard

Click on Profile Setting under VPN section.

Mo, Enable Mame Type Local Address Remote Address Crypto-suite

Add Edit Celete Selected Celete All

Click on Add button to create a new VPN profile.
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General Tab

Name: Assign a VPN profile name by typing homeVPN (or any other preferable name)
Connection Type: select PPTP

Click on PPTP tab to proceed.

Seneral PPTP Metwaork

Marme hormesF i

Connection Type FFPTF v
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PPTP Tab

Authentication: leave as default MSCHAP_V?2.
Add user peter to Member list by clicking on peter and then click >> button.

General .Hii’ Metwork

FPTP Settings

Authentication MSCHAP W2 v
Encryption: 128-bit *
Available Users Member

(peter )
john

<

Once the user is added, the user name peter will appear under the Member list.

General .iii’ Metwiork

FPTF Settings

Authentication MSCHARP W2 v
Encryptian: 128-bit v
Available Users Member
john peter

oF

L4

Click on Network Tab to proceed.
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Network Tab

VPN Server IP Setting: enter 192.168.2.10
Remote IP range: type in 192.168.2.100 and 200 into the Remote IP range fields.

Click Apply to finish the creation process.

General PRPTP Metwiark

YN Server P Setting
Server |P 192,168 2.1

Remote IP range 192.168.2.100 - 200

The created profile will be shown on the Profile Setting section. At this stage, the profile is not yet enabled.
To enable the profile, click on Enable.
Finally, click on Apply.

Mo. Enable  Mame  Type Local Address  Hemote Address  Crypto-suite Gateway — Select
1 @ homewFN LEITP  192.165.0.0/24 192.1658.2.100-200 MiA, 192.168.2.10

Acd Edit Delete Selected Cielete All

Module is reloading, please wait | 3 seconds

The new profile is now activated.

432



How to use EnShare function?
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EnShare

The EnShare interface allows user to connect storage devices such as USB flash-disk or portable/external hard-

disk. The USB configuration functions can be located under USB port section. The following guide will demonstrate how
to make use of the major functions easily.

EnGenius Cloud Services
@ EnShare | Storage Sharing
@ EnRoute | GPS Location Tracking

EnViewer | [P cam viewer
Note: Supports EnGenius IP-Cam only.

| start |

Login into your Gateway Portal page and click on EnShare.

ABBOADE

Or login into your Gateway management page and click on Network Setting.
Click on EnShare to open the sub-menu.

Cloud
Services
<, EnShare
® EnRoute
@ EnTalk

@ EnViewer
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the Gateway has been pre-configured and is accessible on the Internet using DDNS domain name. Both File

Note:For demonstration purpose, the following guide uses a USB flash-disk as an example. In this example,
2
===¥ Sharing and File Server are enabled.

USB Storage B m

loT Gateway

Modem

Mobile Device
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Guest Account

If you are the only user (administrator) that will accesses the shared files, please skip this section.
Since files can be shared by many people, there will be times where you want to limit some users to see only specific
files. The user of limited access is referred to as a “guest”. While you are using Administrator account, the guest should

use a Guest Account with a different user name and password to access the files.

Guest Account is the place you can manage the guest account.

« |USEPort

File Sharing

File Server

Guest Account

DILMA,
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By default the guest account is disabled.

Enable ® Dizable
Login Mame guest
Old Password
Mew Password
Repeat Mew Password

Guest Folder Mame Guest

Ay Cancel

Login Mame guest
Old Password
Mew Pagsword | |=eeseees
Repeat Mew Passwaord | [=eeeeees
Guest Folder Name Guest

Apply Cancel
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File Sharing (EnShare & Samba)

& |USE Fort

File Sharing

File Server

Guest Account

DLA,

The File Sharing function supports EnShare and Samba:

EnShare is a proprietary feature that allows user to access the files through web browser and the free EnShare APP
on mobile phones. EnShare allows user to convenience access the files remotely over the Internet while offering securi-
ty protection.

Samba is a file sharing function widely used among Windows operating system users. However, Samba file sharing is
limited to local access only (within homes/office).
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Hardware Setting

This Gateway supports any USB 2.0 compatible storage devices. If you are using a portable/external hard-disk, it is rec-
ommended to use external power source to ensure disk stability.

Plug in the USB device (which contains the files to be shared over the Internet) into the USB interface on the side of
the Gateway.

The Gateway should recognizes and initiate the device automatically.

Gateway Setting

Samba Service Dizahle

Ay Cancel

By default, you should have your File Sharing function enabled.
Please check your File Sharing setting and make sure Samba Service has been Enabled.
If not, please click on Enable and Click Apply to enable the service.
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Web Browser
Administrator Access

On your web browser, enter in the DDNS domain name of your Gateway into the web browser. (Check the label on the
back of Gateway for the unique DDNS domain. The DDNS domain name can also be found in DDNS setting under Tools
on the Gateway management page.)

For this example, 0f9e76a.engeniusddns.com.

i
/f EnGenius Wireless Router % \_

o e _(Df?)e?fia.engeniusddns.com)

Flease select a function to start

Fouter Management

Al
[- @ Storage Sharing J
Q

IP Cam Viewer
Mote: The "IP Camera” function supports EnGenius IP-Cam product only.
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Administrator is allowed to access all the files and folders of the attached USB storage device. If the files are to be

shared by users other than yourself, it is recommended to provide the user with Guest Account user name and pass-
word so that important files are secured.

Please select user role. Click Admin for this example.

Admin (The Admin user is allowed to access all the folders of the storage
' ¥ page)

ﬁ Guest (The Guest user has right to access the Guest folder only)

Start
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A list of available attached USB storage devices will be shown on the page.
There is only one device listed Ut165 USB Flash Disk.
You should click on the one that has the file to be accessed. In this case, we click UT165 USB Flash Disk.

EnsShare Web Access

sted if there is no device shown on the list,

@

o« Utles USB Flash Disk ,3.683G / 4G

When encountering the security prompt, please enter your administrator account user name and password.
It is the same user name and password your use to enter the Gateway management page.

Windows Security @

The server 0f9elba.engeniusddns.com is asking for your user name and
passward. The server reports that it is from .

Warning: Your user narme and password will be sent using basic
authentication on a connection that isn't secure.

| admin |

M= |

Remember my credentials

1

[ 0K ] | Cancel
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Once passed the security check, the page will be directed to file list. As shown, these are the files we placed in the USB
flash disk.
To open or download the file, simply click on the file name.

Note1: EnShare Web Access supports most of the web browsers available today, even on mobile phones. Please
’ note that there are several folders created by the system automatically; please do not delete them.

L NoteZ2: Folder "Guest” is used for storing files to be shared by guest users. Files placed under “video” folder is to
be used by DLNA services.

EnShare Web Access

Index of fusb_admin/fsdal/f

Marme Last Modified Size Type Fename Select
= Parent Directary - Directory
Alburm_Uploads 2014-Feb-16 12:17:45 - Directory ,-f
GLuest 2014-Feb-24 07:15:56 - Directory ,-f
video 2014-Feb-25 07:04:18 - Directory ,-f
Manual,pdf 2014-Feb-07 14:34:34 7.5M  application/pdf ,-f
FEADME Tyt Z014-Feb-18 10:45:19 21K textinlain ,f‘
Woork.docs 2014-Feb-25 06:50:41 11.2K application/octet-stream ,-f
I3 rmyMusict.mp3 2013-Nov-10 13:31:30 10.7M  audio/mpeg rd
J3 myMusic2.mp3 2013-Nov-16 11:28:12  2.2M  audio/mpeg rd
I3 rmyMusica.mp3 2013-Dec-13 19:38:56 6.0M  audio/mpeg rd
4 picturel.jpg 2014-Feb-25 06:53:55 0.8k image/ipeq ,-f
A picture2.jpg 2014-Feb-25 06:55:30 0.7k image/fipeg ,-f
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Users are allow to perform basic file operation including upload, move, delete and create folder.
Upload

To upload a file remotely into the shared device, click on Upload icon.
Click Browse to choose the file to be uploaded.

| | Upload file to ... X

Storage Free Size: 3.675
File Upload -

Upload
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Select the file to be uploaded by selecting the file and then click Open.
In this example, a file named “newfile.txt" is to be uploaded from the Desktop.

@ Choose File to Upload @
—,

@u*ﬂ' Desktop » - | 3 | | Search Desktop o
Organize « Mew folder - 0 @
S Eavorites il 'ﬁ System Folder

Bl Desktop

win7trial
i Downloads l% System Folder s

. y
=l Recent Places

. | Computer
1 Libraries == ,-. Systern Folder

3 Documents

J’J Music — t Metwork
] Pictures | System Folder

E Videos . newfile
Text Document 1
ad, Homearnun i 0 bytes i
File name: newfile > |AllFiles (+) -

( open )| Concal |

R —

m

m
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The path of the file is now inserted.
Click Upload to start uploading the file,

-~ Upload file to ... X

Storage Free Size: 3.673G
File Upload : C:\Users‘winT7trial\Deskto| Browse..

Upload

Please note that it may take a very long time to upload a large file under very slow network environment.
Therefore, large files are recommended to be copied into the device before attaching to the Gateway for sharing.
Once upload is complete, click on OK on the message box.

Message from webpage @

l 3 File upload success!!
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The file “newfile.txt” is now available for sharing over the cloud.

EnShare Web Access

Index of fusb _admin/sdal/

Name Last Modified Size Type
= Parent Directory - Directory
Album_Uploads 2014-Feb-16 12:17:46 - Directory
Guest 2014-Feb-24 07:15:56 - Directory
video 2014-Feb-25 07:04:18 - Directory
Manual.pdf 2014-Feb-07 14:34:34 7.5M application/pdf
README. <t 2014-Feb-18 10:46:19 2.1K text/plain
Work.docx 2014-Feb-25 06:50:41 11.3K application/octet-stream
JJ myMusicl.mp3 2013-MNov-10 12:21:30 10.7M  audio/mpeg
JJ myMusic2.mp3 2013-Mov-16 11:28:18 3.3M  audio/mpeg
JJ myMusic3.mp3 2013-Dec-13 19:38:55 6.0M  audio/mpeg
:_ newfile. bt 2014-Feb-25 07:45:29  0.0K text/plain _)
#| picturel.jpg 2014-Feb-25 06:53:55 0.8K image/jpeg
#| picture2.jpg 2014-Feb-25 06:55:320 0.7K  image/jpeqg

Fename Select

AARARRARARARARRAN
OooOooooOooood
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Move

Users are allowed to move files from one folder to the other.
Click on the Select boxes of the files to be moved. In this example, three MP3 files were selected.
Then, click on Move icon.

EnShare Web Access

Index of fusb_admin/sdal/

Name Last Modified Size Type Rename Select

Z Parent Directory - Directory O
Album_Uploads 2014-Feb-16 12:17:46 - Directory ,-f ]
Guest 2014-Feb-24 07:15:56 - Directory K4 O
video 2014-Feb-25 07:04:18 - Directory ,-f ]
Manual.pdf 2014-Feb-07 14:34:34 7.5M  application/pdf K O
README.txt 2014-Feb-18 10:46:19 2.1K text/plain ,f ]
Work.docx 2014-Feb-25 06:50:41  11.2K  application/octet-stream ,-f L]

Jd myMusic1.mp3 2013-Nov-10 13:31:30 10.7M audio/mpeg K

J3 myMusic2.mp3 2013-Nov-16 11:28:18 3.3M  audio/mpeg K4

Jd myMusic3.mp3 2013-Dec-13 19:38:56 6.0M  audio/mpeg K
newfile. bt 2014-Feb-25 07:45:39  0.0K text/plain ,-f O

# picturel.jpg 2014-Feb-25 06:53:55 0.8K image/jpeag ,f‘ O

#| picture2.jpg 2014-Feb-25 06:55:30 0.7K image/jpeg ,f‘ ]
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Then, choose the destination folder. In this case, we choose Guest.

e

— Movefileto ...

Guest

video

&lbum_Uploads

The path is now changed to the Guest folder.
Click on Move.

e

- Movefileto ...

Album_Uploads

Move Cancel
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When done, click on OK.

Message from webpage @

! Operation is success,

The files are now moved to the Guest folder.

EnShare Web Access
Index of fusb_admin/sdal/Guest/

Mame Last Modified Size Type Rename Select
= Parent Directory - Directory ]
Album_Uploads 2014-Feb-16 12:17:486 - Directory ,f‘ ]
(7T myMusicl.mp3 2013-Nov-10 13:31:30 10.7M audio/mpeg & O
:,',@ myMusic2.mp3 2013-Nov-16 11:28:18 3.3M audio/mpeg ,f‘ ]
JJ myMusic3.mp3 | 2013-Dec-13 19:38:56 6.0M  audio/mpeg ¢ O
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Delete

To delete the file, click on the Select box of the file and then click on Delete icon. In this example, three "README.txt"
is selected.

B @ [

Mame Last Maodified Size Type Fename Select
= Parent Directory - Directory |
Album_Uploads 2014-Feb-16 12:17:456 - Directory ,f‘ O]
Guest 2014-Feb-25 08:04:59 - Directory K4 O
video 2014-Feb-25 07:04:18 - Directory ,f‘ ]
Manual.pdf 2014-Feb-07 14:34:34 7.5M  application/pdf ke ]
README.txt 2014-Feb-18 10:46:19 2.1K  text/plain ,f‘ @
Work.docx 2014-Feb-25 05:50:41 11.3K application/octet-stream ,f‘ L]
newfile.txt 2014-Feb-25 07:45:39 0.0K text/plain ,f‘ ]
4| picturel.jpg 2014-Feb-25 06:53:55 0.8K  image/ipeqg ,-f ]
“| picture2.jpg 2014-Feb-25 05:55:30 0.7K image/ipeg ,f‘ ]
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Click on OK to confirm.

Message from webpage @

I The files or directories you select will be deleted, are you sure?

Ok ] ’ Cancel

The file “README.txt" is now deleted.

Mame Last Modified Size Type Fename Select

(& Parent Directory - Directory ]

—| album_Uploads 2014-Feb-16 12:17:46 - Directory ,,’1 O

) Guest 2014-Feb-25 08:04:59 - Directory K4 O

—| video 2014-Feb-25 07:04:18 - Directory ,f‘ ]
Manual.pdf 2014-Feb-07 14:34:34 7.5M  application/pdf K4 n
Work.docx 2014-Feb-25 06:50:41 11.3K application/octet-stream ,f‘ ]
newfile.txt 2014-Feb-25 07:45:39 0.0K  text/plain K4 n

M| picturel.ipg 2014-Feb-25 06:53:55 0.8K  image/ipeg rd ]

M| picture2.jpg 2014-Feb-25 06:55:30 0.7K  image/fjpeg ,f‘ ]
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Create Directory/Folder

Directory is also known as Folder.

To delete a directory/folder, click on the Create Directory icon.

In the pop-up box, enter the new directory name. In this example, a new directory named pictures is to be created.

Click OK when done.

Enter Directory name l |pictures ]

| OK || cancel |
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The new directory/folder is now created.

Message from webpage @

! Operation is success,

The new folder picture is now available for access.

EnShare Web Access

Index of fusb_admin/fsdal/

Mame Last Maodified Size Type Fename Select
= Parent Directory - Directory ]
Album_Uploads 2014-Feb-16 12:17:486 - Directory ,f‘ ]
Guest 2014-Feb-25 08:04:59 - Directory ke O
() pictures ) 2014-Feb-25 08:17:07 - Directory P4 O
video 2014-Feb-25 07:04:18 - Directory ke O
Manual.pdf 2014-Feb-07 14:24:34 7.5M  application/pdf ,-f |
Work.docx 2014-Feb-25 05:50:41 11.3K application/octet-stream ,f‘ ]
newfile.txt 2014-Feb-25 07:45:3%9 0.0K text/plain ,f‘ ]
# picturel.jpg 2014-Feb-25 06:53:55 0.8K  image/jpeg ,f‘ ]
4 picture2.jpg 2014-Feb-25 06:55:30 0.7K  image/jpeqg ,f‘ ]
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Guest Access

To login as a Guest, you must first use the gust account user name and password. The default gust account user name
is guest and the password is also guest. Please refer to Guest Account chapter for changing the guest account user
name and password. In this example, we have changed the user name to myguest and password to “12345678". I
you did not change the guest password, then your password is “12345678".

The guests are only allowed to access the files under the Guest folder of the attached USB storage device. Therefore,
files that are not intended to share with the guests MUST NOT be placed under this folder.

Please select an account

Admin (The Admin user is allowed to access all the folders of the storage
o page)

ﬁ Guest (The Guest user has right to access the Guest folder only)

Start
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Enter Guest account user name myguest and password 12345678.
Click OK when done.

Windows Security @

The server 0f9e76a.engeniusddns.com is asking for your user name and
password. The server reports that it is from .

Warning: Your user name and password will be sent using basic
authentication on a connection that isn't secure,

| myguest |

[7] Remember my credentials

| ok || Cancel
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Once passed the security check, the guests can get access to the files as shown in the diagram.

EnShare Web Access

Index of fusb_guest; guestl/

Mame Last Maodified Size Type Rename Select
= Parent Directory - Directory [l
Album_Uploads 2014-Feb-16 12:17:46 - Directory 4 ]
JJ myMusic1.mp3 2013-Nov-10 13:31:30 10.7M audio/mpeg # L]
J3 myMusic2.mp3 2013-MNov-16 11:28:18 3.3M audio/mpeg # ]
JJ myMusic3.mp3 2013-Dec-13 19:38:56 6.0M  audio/mpeg # L]

Guests are also allowed to upload, move and delete files just like the administrator; however, the operation is limited
to operations under guest folder. For more detail on using the file operation functions, please refer to Administrator
Access section.

B = W &
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How to use FTP function?
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File Server (FTP)

This Gateway has FTP server function embedded and allows user to share file locally and remotely. File Transfer Proto-
col (FTP) is a common protocol used to transfer files. Users can use FTP client software to get access to the files on the

FTP server (which hosts the files of the USB storage device).

& |USE FPort

File Sharing

File Server

Guest Account

DLMA
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File Server Configuration

¢ Enable FTF Service

Fart Murnber 21

Laogin Timeout S0

Stay Timeout S0

Login Users 5 (Max Users : 20)
=hare Mode FeadMrite v

LIse anonymous login

FTP Fermote Access * Enable Dizahle

Apply Cancel

Enable FTP Service: Select this to enable the FTP service to share files on the USB device

Port Number: Define the port number (default: 21) to open for the FTP service.

Login Timeout: Define the period of inactivity (default: 90) before a user is logged out.

Stay Timeout: Define the lockout period (default: 90) before a user is allowed to attempt a login.
Login User: Define the number of concurrent users to access the service (Max: 20 users)

Share Mode: Define the type of share privilege: Read/Write, Read only.

Use Anonymous Login: Select this to allow anonymous user login.

FTP Remote Access: Select Enable if files are intended to be accessed over the Internet.

Please ensure Enable FTP Service box is checked and leave the other setting as default.

'II Note: If you want to open your files to all the users click on the Use Anonymous Login (not recommended).
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Client: Windows

File Explorer on Windows XP/Vista/7 and 8 support basic FTP protocol functions. No additional software is required.
To access the files press & + ““ to run File Explorer.
The user interface may look slightly different between these Windows platforms.

Type in the FTP server address that begins with “ftp://" followed by the DDNS domain name address.
In this example the address is ftp://0f9e76a.engeniusddns.com. Press Enter when finish.

& My Computer

Fle Edit ¥iew Favontes Tools Help GU |;? &tp:ffﬂfge?ﬂa.engeniusddns.cumu v| - | | Search
Y EBack + £ - ) Search || Fold | B . —
\‘—) lm; IL' e >‘ ‘ Organize ¥ gz Views ~ 2 System properties gl Uninstall or change a progr
Address |_ ftp:i0f0e 76a engeniuad dns.com| I I T D
verde | ke Mame Type Total Size Free Space
Folders 4 Hard Disk Drives Favorite Links
Hard Dhsk Drives (1)
@ Desktop EE. Documents _
L) My Documents = _ B Pictures - Local Disk (C:)
= .:J by Computer w Local Disk (23 L ——
) EQ' Music 3.69 GB free of 24.9 GB
e Local Digl (T2
8% VirtnalBox Guest Additions Devi R b S Mare » Devices with Removable Storage (2)
'3 1 on hoxary' (E:) EvICEes Wi emoYa tora, = - a
Control Panel & _ D Drive (D
[} Control Pane - B Desktop - & » rive (D)
B trial ‘ ‘
; Public "; & S s

Windows XP File Explorer
Indow e exp Windows Vista File Explorer
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e | u-,;(ﬂp:ffﬂfge?ﬁa.engeniusd d ns.com| J

5]

Organize « System properties Uninstall or change a prograrm

Map network drive

r Favorites — 4 Hard Disk Drives (1)
B Desktop Local Disk (C:)
4 Downloads U mmm— —
“5 Recent Places 10.3 GB free of 24.8 GB
4 Devices with Removable Storage (1)
. Libraries D Drrive (D) VirtualBox Guest
I| Documents d Additions
&) Music = Y 0 bytes free of 61.1 MB
[=] Pictures 4 Network Location (1)
i Yideos _ share (\\wboxsrv) (E:)
o
L il ICT D frmm ~F ACD 2D

Windows 7 File Explorer

Computer Wi e
4 4= B = N @ E™
o T - - B4 System
Properties Cpen Fename  Access Map nebwork Add a network  Open Cantral a
media = drive = location Panel *’ Manag
Location Metwark Syt

T |uqﬂp:ffﬂfge?ﬁa.engeniusddns.cumﬂ ]

8 This PC 4 Folders (&)
13

 benson (glendy-pc) Desktap
e Desktop

| Daocurnents

& Downloads F Cocuments

Windows 8 File Explorer
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? To log on ko this FTP server, type a user name and password, ? To log on ko this FTP server, tyvpe a user name and password,
FTP server: 0f9e76a,.engeniusddns, com FTP setver: 0f9e76a,engeniusddns, com
™
Llzer name: adrnir W User name: Anonymous
Password; |""""| E-mail Address; ||
L™
Afker wou log an, you can add this server bo wour Favaorites and return ko it easily, Afker wou log an, wou can add this server ko wour Favorites and return ko it easily,
The FTP server will use the e-mail address to identify anonymous users,
& FTP does not encrypt or encode passwords or daka before sending them to the & FTP does not encrvpt or encode passwords or data before sending them to the

server, To prokect the security of wour passwords and data, use WebDaY instead, server, Toprokect the security of wour passwords and data, use WebDaY instead.

[ |Log an ananymausly [ ]save password Log on gnu:unymnusly]

| Log On l Zancel l Log on

For administrator, please enter the Gateway's administrator user name and password.
If the Anonymous Login is set enabled on the Gateway(FTP server), then simply click on Log on anonymously and
leave everything blank.

jp

Cancel

Click Log On button to proceed.

It may take a few seconds for the FTP server to respond.

463



K /[ £ » Thelntemet » 0f3eT6.engeniusddns.com » +[4|[=  Once passed the security check, double click on sda1 folder.
This is the place where files are stored.

Organize =
- Favorites sdal
B Desktop | File folder

4. Downloads

15
=\ Recent Places

1 Libraries
3 Documents
J’- Music =
The snapshot below shows the shared files of the USB stor-
K3\ w| | « 0fseTbo.engeniusddns.com ¥ sdal ») < [ 43| [ Search sdat age device plugged on the remote Gateway. The files can
Organize ~ now be accessed exactly the same way as if they were on
A Favorites n Alburm_Uploads o the local disks. Please note that since the files are stored
- EES“TP d F . Flefolder F . Flefolder at the remote site, therefore the file operations may take
& Downloads .
= Recent Places pictures video |Onger t|me 'tO process
| File folder | File folder . .
S If files are intend to be shared read/download only please
w 1 b= . .
? Documents |~ | Menualpdt newtile bt go back to File Server section and set Share Mode to
@' Music 3 o " "
=/ Pictures — _ _ — _ . Read-0n|y .
H Videos . picturel ,jpg . pictured,jpg

'HE' Homegroup | Work.docx
uacﬂ
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Client: FileZilla

FileZilla Client is a popular and free FTP client software downloadable at its official web-site https://filezilla-project.
orgl/.

It can also be used to access the FTP server on the Gateway. FileZilla offers a convenient interface for user to transfer
files between local and remote site. In comparison with the Windows File Explorer, FileZilla has many advanced features
and allow user to manage local and remote site concurrently.

€« C & Gttps:ﬁfiIezilla-project.org)

IFAFileZilla........

T Overview

FileZilla wielcome to the homepage of FileZilla, the free FTP solution, Both a client
Features the terms of the GMU General Public License
Scoreenshots

Download Support is available through our forums, the wiki and the bug and feature

Documentation

. ) In addition, you will find documentation on how to compile FileZilla and nic
FileZilla Server

Download ¢ Quick download links
Community
Forum Download Download

Project page FileZilla Client FileZil

la Server

Al platforms nly

General

rmtact
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Start the FileZilla Client software.

Type in the Host name (which is the Gateway DDNS domain name or WAN IP address).
For Instance, DDNS domain name for this example is ftp://0f9e76a.engeniusddns.com.
Type in Username and Password.

Press Enter as soon as you finished typing the Password.

File Edit “iew Transfer Server Bookmarks Help
|~ ||HTO|ES 2 v B &P I ENT N

| Host: [ftD:HDf‘E‘E?Ela-EHQEII Lisername:; [admin Password: (| seessees| Port: | | | Ouickconnect |E|
ELOOr=e, [o0 Cbere Cornes oe orecoory ey,

~
Response: 226 Directory send Ok,
Status: Directory listing successful W
Local site: [CUsersy YDesktop?!, w | Remote site: |f W

..- Desktap R EEY
[ | Documents

Click OK to proceed.

wiould you like FileZilla to remember passwords?

When allowing FileZila to rememnber passwords, wou can
reconnnect without having to re-enter a password
after restarting Filezila.

®Remember passwords:

() Do not remember passwords

(04 | | Cancel
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Please check the message box on the top and make sure the connection is successful.
On the left side of the window is the local file system. On the right side of the window is the remote site, which is the
FTP server (Gateway) hosting the files on the USB storage device. Double click on sda1 to see all the files under.

Host: 0f9e?6a.engeniusd Username: | admmin Passwiord:, esssssss Port:

' BTy TS LT,
Response: 226 Directory send Ok,

StatLs: |: Directaory listing SuccezzﬁJI}
Local site: |CiLUsers), \Desktoph, v | Remote site: |f

= Desktop Al E- S
L | Docurnents

.48 This PC
—i, i (Acen
© - $RecycleBin
: BAROCS BT

Filename Filesize Filetype Last modified A | Filename

1] File falder &f2ef 2014 3:51:50.., l ) sdal '
) SouthEasthsia File folder

22172014 25550 .,
i uns File folder 2724724 4:20:28 .
J Ut File folder 22624 41745
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As shown in the snapshot there are 6 files and 4 directories.

Remote site: |f5dal W
=
- sda
Filename Filesize Filetype Last modified Permissians  *
Album_... File folder Hef204 181, drnscrnsoa
Guest File folder 272524 0., draccracsriae
pictures File folder 225,214 817, drnerieric
video File folder 22524 70, drasriesrae:
ihﬂanual.... F20262  Adobe Acr., 27204 2300, -Roccrnccnng
[ newile.tet 0 TXTFile 2/25/2014 7250, -rasrusnaz v
< >
Bfiles and 4 directories. Total size: 7,933,423 bytes
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Download File

On the local site, click on the place where the file is going to be download to. In this case, Desktop is selected.

On the remote site, click on the file or folder which is to be downloaded. In this case, Manual.pdf is to be downloaded.
Once the file is selected, right-click on the file again.

Click on Download in the pop-up menu.

Local site: |C:"|,USEFSI'|. T TADesktop!, v | Remote site: |f5dal
-4
G- | sdal
Ei i (Acen
- [ $Recycle.Bin
h BSIRITIORAS  RT v
Filename Filesize Filetype Last muodified A | Filename Filesize Filetype Last1
| pictures File folder 2§25
3D File folder 2f26/2M4 3:51:50 .. Jwiden File folder 2§20
| SouthEastlsia File folder 22172014 25559, p5 Manual pdf

|t File folder 2124204 4:20:28 .. [ mrewfile.tet I
S kA File falder A 2Ma 41745 Bz picturel.jpg B¢ Ldd files ta queue
2 | desktopuini 282 Configuration ... 2/16/2014 3:3746 .., Bz pictured.jpg WiewEdit
| ESR1200_1730-F... 12,292,224 DLF File 21572014 833:05 ..~ |0 Work.docx
= > < Create directory
11 files and 4 directories, Total size: 23,370,781 bytes Selected 1 file, Total size; 7,9 Create newfile
Refresh
ServerfLocal file Direction FRemote file Size Priorihy  Statu
Delete
Renarme
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The file will transfer immediately. The download progress will be shown at the bottom.
Depends on the download and upload speed of the Internet service of both local and remote site, it may take a while for

a larger file.

10files and 4 directories, Total size: 20,373,853 bytes

Local site: |C:1U5&r5‘| WDesktoph, Remote site: |f5da1
= Desktop ==
----- | Docurents w- ) sdal
8 This PC
E% Cifcer)
- - $Recycle.Bin
s BT BT
Filename) Filesize Filetype Last modified Filename Filesize Filety
. | pictures File f
3D File folder 2f26/2014 3:.51:50... widen File
| SouthEasthsia File falder 27215204 &:55:59 .., 2 hdanual.pdf 7,920,262
|t File folder 2724524 420028 E{newﬁle.bﬁt 0 TxTI
o LA File folder 22824 41745 .., picturel.jpg 851 JPGF
4 | desktopuini 282 Configuration... 2/16/2014 33746 .. picture.jpg 730 IPGF
| ESR12001750-F... 12,292,224 DLF File 211572014 23305 .. 0= Work.docx 11,580 Micn
£ £

Selected 1 file, Total size: 7,920,262 bytes

ServerfLocal file

4 admin@df%7oa engeniusd..

Direction  Remote file

CihUsersy, YDesktop..,  <<-- FsdalfManual. pdf
00:00:24 elapsed 00:02:02 left 13,084

Size  Prioriby  Status

7,920,262 Mormal  Transferring

1,035,276 bytes (561 KiB/s)
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Upload File

On the remote site, click on the folder where the file is going to be uploaded to. In this case, Guest folder is selected.
On the local site, click on the file which is to be uploaded. In this case, map.html is selected.

Once the file is selected, right-click on the file again.

Click on Upload in the pop-up menu.

Local site: |C:1U59r51 ADesktop!, w | Remote site: |f5dalquezt

El. Desktop ~ e F

@30 Bl sdat

. | SauthEastfsia ----- 2 Alburn_Uploads

P o UM Lee @ pictures

N T— v 2 widen v
Filename Filesize Filetype Last modifis | Filename Filesize Filetype Last modified *
'@]GDOD_EOOK_.&... 5350151 Adobe Acroba.. 2721520147 ..
A bdanual.pdf 2996928 Adobe Acroba.,, 2026420144 Album_Uploads File falder 2efH2ma 121
r'r'uap.}'utrrul “Uplaad 21182041 myMusiﬂ.mpE 11,283,593 MP3 File 11102013 13
B ProductRank.xls i 2124141 myMusicE.mpH 3,502,156 MP3File 111672013 11
LT e e e e e f'.-'ldd files to queue R A — v
£ > < >
Selected 1 file. Total size Cpen 3 files and 1 directony, Total size: 21,152,147 bytes
ZerverfLocal file Edlt file Size Priority  Status

Create directary

The file will transfer immediately. The download progress will be shown at the bottom.
Depends on the download and upload speed of the Internet service of both local and remote site, it may take a while for a larger file.
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How to setup DLNA function?



DLNA

& |JSE Port

File mharing

File Server

Guest Account

DILMA,

To enable DLNA media support, please go to DLNA section.
DLNA is enabled by default.

Share Folder Name is the folder name in your external storage device that media files are placed.
For instance, you have placed all the media files inside a folder name called “video” on your external storage device.
Then, you should type in “video” here so that the Gateway knows where to locate the media files for DLNA service.

Enable DLMA Media Server
Share Folder Mame

Apply Cancel
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You can use Windows Media Player to view the media files you shared over DLNA. The Gateway name will be displayed
on the left menu. In this example, EPG600 is shown.

GO » oo » Play

» = |Semrh ¥ v| @ b Savelist  Clearlist
|=] Pictures A Title

Unsaved list
[ Other Libraries ﬂ E |h| ’
4 Yideos Pictures . _J

4 [ Music

A Aist ; EJ
=) Album S"

) Genre Recorded TV Playlists

Unsgwed list

B Wideos

|=] Pictures Draq items here

& Recorded TV
W

(% 0] s puil@prd » —o—) »

0 itermns
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Under EPG600 there are several items.

To view the video we shared inside the “video” folder, click on Videos.

The files are displayed on the right; in this example, there are two files: movieClip and RGPtest.
Simply double-click on one of the files to play the video.

[
@O b EPGED0 » Videos » All Videos Flay Burn Sync

Organize »  Stream * G |S'earth 2 - @ b Savelist  Clearlist P~ O~

) dean chiu A Title Length Release wear Genre
[ Playlists ; r | Unsaved list

b Jd Music
] Wideos
|=]| Pictures

[F’ Cther Libraries
4 [f® EPGEOD

a [ Music

A Artist
(=) Album rmowieClip RGEBtest to create a playlist,

Iy Genre
e "u"idEu:us)
|=) Pictures

=) Recorded T

Unsaved fist

=

[ 2

Drag items here

0 itermns

¢ t O | = Elﬂﬂi@} rHi & ——@—\" 4

There are many DLNA enabled players and TVs available; the usage varies depends on the vendor.
Please refer to the vendor's manual for detail DLNA setup.
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How to setup Port forwarding
function?
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Configuring your Gateway /Router for Port Forwarding

When you have two or more devices on a network which connects to the internet using a broadband Gateway/Router,
and if you want each device to be able to be accessed individually over the internet, you will need to configure your
network Gateway/Router for Port Forwarding.

Setup Overview

Port Forwarding

Access
from

o

111.222. 123 1 letase 1 ﬁ
192.168.0.100

Ethernet swithing hub
Gateway -

MODEM Router

-

@ b cami

i ¥ EDS1130

192.168.0.10:6001

I camz
EDE1130

192.168.0.20:6002

1. Configure your Gateway/Router that it can access the internet. (The explanation below assumes you have already
done this.)

2. Configure each device connected to the Gateway/Router so that it can access the internet.

3. Configure your Gateway/Router Port Forwarding setting.
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This sample configuration is for the following environment.

e Internet connection type: xDSL or cable internet

« Type of IP address provided by Internet Service Provider (ISP): static*

e |P address provided by ISP: 111.222.123.1 (sample only)

e Network devices: 1 computer, 2 Network Cameras

e [P address of computer; 192.168.0.100

o |P address of camera 1: 192.168.0.10

o |P address of camera 2: 192.168.0.20

e LAN-side address of Gateway/Router: 192.168.0.1 (sample only)

e Assign an IP address to each device. Also make sure you have assigned a port number to your Network Cameras. For this example,
CAM1's port number is 6001, and CAMZ2's port number is 6002. For information on configuring a Network Camera, refer to the operating

instructions.
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Configuring Port Forwarding

1.

Access the Gateway/Router’s setup page by entering its LAN-side IP address in the address field of your web
browser. (192.168.0.1, in this example.) The Gateway/Router setup page should appear. You may need to enter an
administrator username and password in order to access the setup page.

Click on the link which opens the Port Forwarding setup page. This page is located within the “Advanced” ->
"Port Forwarding” page.

Once you have opened the Gateway/Router’s Port Forwarding setup page, you should see a number of data fields,

such as “IP address”, “Local Port” or “Public port”, etc.

Here you will enter the port numbers you want to be forwarded, and the IP addresses of your network devices
which you want those messages forwarded to. In this example:

Network Camera 1
IP address: 192.168.0.10
Local Port: 6001 (used to access the camera’ s integrated web server)

Public Port; 6001

Network Camera 2
IP address: 192.168.0.20
Local Port: 6002 (used to access the camera’ s integrated web server)

Public Port: 6002
Click “Apply" to save your Port Forwarding settings.
Test your settings.

To access the Local network device remotely, enter your Gateway/Router’s static IP address followed by the port
number of the device. In this example, by entering: http://111.222.123.1:6001 in a web browser, you would see
the top page of Network Camera 1.
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